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Your data questions answered

This resource focuses on Commonwealth legislation, regulation and policies applicable to personal
information and the use, reuse and sharing of public and private sector data. It does not include
information on State and Territory legislation, regulation or policies.
It is noted that regulation of the capture of personal information by surveillance devices is generally a
matter for state and territory legislation, covering both the public sector – state government agencies
and local councils, and private organisations. Some states also have specific rules around surveillance of
employees. These laws are outside the scope of this paper.
A. SAFEGUARD RIGHTS IN DATA FLOWS AND THE (RE)USE OF DATA
THE FOLLOWING SECTION FOCUSES ON LEGAL REQUIREMENTS THAT PROTECT FUNDAMENTAL
RIGHTS IN PERSONAL INFORMATION AND COMMERCIAL RIGHTS IN NON-PERSONAL
INFORMATION. ISSUES COVERED INCLUDE PRIVACY, CROSS-BORDER DATA FLOWS AND
CYBERSECURITY/CYBERCRIME.
PERSONAL INFORMATION PROTECTION/PRIVACY

1. Legal basis for privacy protection
Is there a privacy law of general application
explicitly governing the use, collection and
disclosure of personal information (including
sensitive information)?

 Yes, there is a privacy law of general application
governing personal information and sensitive
information.
The Privacy Act 1988 (Cth) applies to the collection,
use and disclosure of personal information
primarily by private sector entities with revenue
above a certain threshold or meeting other
specified criteria and Commonwealth of Australia
public sector entities. The Privacy Act is available
here: https://www.legislation.gov.au/Details/
C2020C00025/Download.

2. Lawfulness
Does any law or regulation require that the
collection and use of personal information be
done on any of the following lawful bases?

 Collection undertaken with consent
 Due to contractual necessity
 In compliance with legal obligation
 For the protection of vital interests
 The public interest and/or
 Other legitimate interest (or similar standards)
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Consent is required only in limited cases, for
example, for collection and use of sensitive
information (e.g., race, religion, health information,
etc) and, in most cases, where personal
information is to be used for a purpose other than
the purpose for which it is collected.
Sensitive information may be collected without
consent in some circumstances e.g.,, if required
by law, if a "permitted general situation" exists,
such as the information is required for court
proceedings or a "permitted health situation"
exists (including to provide medical assistance to
any person).
Generally, personal information may be collected
if it is reasonably necessary for one or more of
an entity's functions or activities (or in the case
of a public sector entity, directly related to those
functions or activities). See Australian Privacy
Principles (APPs) 3 and 6. The APPs are set out in
Schedule 1 of the Privacy Act 1988 (Cth).
3. Exceptions to limitations on collection, use and disclosure of personal information
Does the relevant law/regulation provide
exceptions to limitations on the collection,
use or disclosure of personal information by
government?

 Yes  No
Certain public sector agencies are exempt from
the Privacy Act 1988 (Cth) entirely, such as the
Australian Signals Directorate, the Australian
Secret Intelligence Service and the Australian
Security Intelligence Service (see section 7(1A) of
the Privacy Act) or in relation to acts or practices
relating to records of certain intelligence, defence
and law enforcement agencies (see sections 7(1)
(f) to 7(1)(h), 7(1B) and 7(2) of the Privacy Act). In
certain cases, other public sector entities do not
require consent to collect sensitive information
or use it for a secondary purpose, for example,
in relation to the enforcement of laws or for
particular health situations (see Australian Privacy
Principles 3 and 6 in Schedule 1 of the Privacy Act).
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 Yes  No
Yes, in some cases only. Where a public sector
agency is entirely exempt from the Privacy Act
no such test applies. Where an exemption from
obtaining consent is available, this is generally
subject to a requirement that the public sector
agency reasonably believes that the information
is required for the relevant purpose (see sections
16A and 16B of the Privacy Act 1988 (Cth) and
Australian Privacy Principles 3 and 6 in Schedule 1
of the Privacy Act).

4. Consent
What are the legal grounds under which “consent”  Consent must be freely given
is deemed “legitimate”?
 Consent must be informed
 Consent must be non-ambiguous
 Consent must be specific
Consent to the collection and/or use of
personal information is required only in limited
circumstances (see Australian Privacy Principles
3 and 6 in Schedule 1 of the Privacy Act 1988
(Cth)). Consent is defined in the Privacy Act to
mean either express or implied consent (see
section 6(1) of the Privacy Act). The Office of
the Australian Information Commissioner, the
regulator responsible for the enforcement of the
Privacy Act, has issued Guidelines in relation to
the interpretation of the Privacy Act (available
here: https://www.oaic.gov.au/assets/privacy/appguidelines/app-guidelines-july-2019.pdf) which
state that consent must meet three of the four
criteria listed below and that the person providing
the consent must have the capacity to understand
what has been requested and to communicate
that consent.
5. Purpose limitation, proportionality, data minimisation
Does any law or regulation require that the
collection and use of personal information be
made for a stated purpose (or similar standard)?

 Yes  No
Whenever a regulated entity collects personal
information it must, before that collection occurs,
or as soon as practicable after, take reasonable
steps to inform the impacted individual of certain
things including the purposes for which the entity
collects the information (see Australian Privacy
Principle 5, as set out in Schedule 1 of the Privacy
Act 1988 (Cth)).
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 Yes  No
Regulated entities must only collect personal
information that is reasonably necessary for the
entity's functions or activities or, in the case of
public sector entities, also if the information is
directly related to its functions and activities (see
Australian Privacy Principles 3.1 and 3.2, as set out
in Schedule 1 of the Privacy Act 1988 (Cth)).

6. Data quality
Does any law or regulation require that the
collection and use of personal information be
accurate, complete and up to date (or similar
standard)?

 Yes  No
Each regulated entity must ensure that the
personal information collected by it is accurate,
up-to-date and complete. Personal information
that is used or disclosed by a regulated entity
must meet each of these three criteria and must
also be relevant. See Australian Privacy Principle
10, as set out in Schedule 1 of the Privacy Act 1988
(Cth).

7. Accountability
Does any law or regulation require that persons or
entities collecting and using personal information
take responsibility for and/or be capable of
demonstrating compliance with applicable
privacy requirements?

 Yes  No
A regulated entity must take responsibility for
compliance with the Privacy Act 1988 (Cth) and,
in particular, the Australian Privacy Principles
set out in Schedule 1 of the Privacy Act (see
Australian Privacy Principle 1.2). However, there is
no requirement in the Privacy Act that regulated
entities must in a general sense be capable of
demonstrating compliance with the requirements
of the Privacy Act.

8. Sensitive personal information
Does any law or regulation require additional
protections for collection and use of sensitive
information (e.g., information relating to race,
ethnicity, religion, political opinions, sexual
orientation, health, etc)?

 Yes  No
Consent must be obtained for the collection of
sensitive information, subject to some limited
exceptions, even though consent is not generally
required for the collection of other types of
personal information (see Australian Privacy
Principle 3.3, as set out in Schedule 1 of the Privacy
Act 1988 (Cth)). A limited range of other additional
protections apply, including that sensitive
information may only be used for direct marketing
if the consent of the relevant individual is obtained
(see Australian Privacy Principle 7, as set out in
Schedule 1 of the Privacy Act).
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9. Storage limitations
Does any law or regulation require that personal
information not be kept longer than is necessary
for the purposes for which it may be used (or
similar standard)?

 Yes  No
A regulated entity must take reasonable steps
to destroy or de-identify personal information
which it holds that is no longer needed for any
purpose for which the information may be used
in compliance with the Privacy Act 1988 (Cth),
subject to limited exceptions, including where the
entity is required to keep the information under
an Australian law (see Australian Privacy Principle
11.2, as set out in Schedule 1 of the Privacy Act).

10. Privacy by design
Does any policy, law or regulation require
regulated entities to incorporate technical and
organisational privacy-by-design or privacyby-default principles or use privacy-enhancing
technologies in the design and implementation of
processing systems?

 Yes  No

Does the privacy regime rely on self-assessment/
certification schemes, or corporate policies, for
access, use and transfer of personal information?

 Yes  No

Australian Privacy Principle 1.2, as set out in
Schedule 1 of the Privacy Act 1988 (Cth), requires
that a regulated entity takes reasonable steps to
implement practices, procedures and systems
that will ensure compliance with the Australian
Privacy Principles, any binding "APP Code" (being
a code of conduct applicable to particular entities
registered under the Privacy Act) and to respond
to privacy related inquiries and complaints. This is
generally interpreted as imposing an obligation
to implement organisational privacy by design
principles. There is no distinction between data
controllers and data processors under the Privacy
Act and all regulated entities are subject to the
same requirements under the Australian Privacy
Principles.
Under Australian Privacy Principle 11.1, as set
out in Schedule 1 of the Privacy Act 1988 (Cth), a
regulated entity must take reasonable steps to
protect the personal information that it holds
from misuse, interference and loss as well as from
unauthorised access, modification or disclosure.
Therefore a regulated entity must have in place
corporate policies for access, use and transfer
of personal information that it holds but no
certification scheme is required to be complied
with.
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11. Limitations on data sharing
Do any laws, regulations or policies authorise,
restrict or otherwise address sharing of personal
information with third parties? Does such law,
regulation or policy require that the individual be
notified of or give consent to such transfer?

 Yes  No
Regulated entities must only disclose personal
information to a third party for the purpose
for which it was collected, or for a secondary
purpose if permitted (for example, if the individual
consents or would reasonably expect the APP
entity to use the information for a secondary
purpose that is related to the primary purpose)
(see Australian Privacy Principles 6.1 and 6.2, as set
out in Schedule 1 of the Privacy Act 1988 (Cth)).
Before a regulated entity discloses personal
information to an overseas recipient, the entity
must take reasonable steps to ensure that the
recipient does not breach the Australian Privacy
Principles in relation to that information, unless an
exception applies (see Australian Privacy Principle
8, as set out in Schedule 1 to the Privacy Act).

Are there exceptions to limitations on the sharing
of personal information for national security or law
enforcement (or other reasons)?

 Yes  No
There is a general exemption from the Privacy Act
1988 (Cth) in relation to certain acts or practices in
relation to specified intelligence, defence and law
enforcement agencies (see subsection 7(1)(f) to
(h), (1B) and (2) of the Privacy Act). The Australian
Signals Directorate, the Australian Secret
Intelligence Service and the Australian Security
Intelligence Service are exempt from the Privacy
Act (see section 7(1A) of the Privacy Act).
In certain cases, personal information is able
to be used relation to the enforcement of laws
or for certain defence related activities without
complying with the requirements of the Privacy
Act (see Australian Privacy Principles 3 and 6, as
set out in Schedule 1 of the Privacy Act).

INDIVIDUAL RIGHTS
12. Right to be notified of a data breach
Do individuals have the right to be notified in a
timely manner, when the security of their personal
information or their privacy rights have been
breached?

 Yes  No
Australia's notifiable data breach regime is set out
in Part IIIC of the Privacy Act 1988 (Cth). Regulated
entities that have reasonable grounds to believe
an "eligible data breach" (which is a data breach
that is likely to result in serious harm to the
relevant individual(s)) has occurred must notify
affected individuals as soon as practicable (see
section 26WL of the Privacy Act).
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13. Right to access and review use of personal information
Do individuals have the right to access and review
use of personal information about them held by
third parties?

 Yes  No
Australian Privacy Principle 12.1, as set out
in Schedule 1 to the Privacy Act 1988 (Cth),
requires regulated entities to provide access to
the personal information they hold about an
individual if that individual requests it, subject to
certain exceptions set out in Australian Privacy
Principles 12.2 and 12.3. Only private sector
organisations may charge fees to provide access,
which must not be excessive.

14. Right to challenge accuracy and to rectification of personal information
Do individuals have the right to challenge the
accuracy of information and have it rectified,
completed, amended and/or deleted?

 Yes  No
Regulated entities must take reasonable steps
to correct an individual's personal information
if requested to do so by that individual and the
entity is satisfied the relevant personal information
is inaccurate, out-of-date, incomplete, irrelevant
or misleading (see Australian Privacy Principle 13.1,
as set out in Schedule 1 to the Privacy Act 1988
(Cth)). There is no right of individuals to require
information to be deleted.

15. Right to withdraw consent
Do individuals have the right to withdraw his or
her consent at any time?

 Yes  No
The Office of the Australian Information
Commissioner, the regulator responsible for the
enforcement of the Privacy Act 1988 (Cth), has
issued Guidelines in relation to the interpretation
of the Privacy Act (available here: https://www.
oaic.gov.au/assets/privacy/app-guidelines/appguidelines-july-2019.pdf) which state that consent,
when it is actually required to be given, may be
withdrawn at any time. Once an individual has
withdrawn consent, a regulated entity can no
longer rely on that past consent for any future
use or disclosure of the individual’s personal
information.

16. Right to deletion of personal information (“right to be forgotten”)
Do individuals have the right to have personal
information about them (including data trails)
deleted?

 Yes  No
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17. Redress
Do individuals have a right to object to the use of
personal information about them, file complaints
and seek redress?

 Yes  No

What entities are responsible for receiving
such objections and complaints, conducting
investigations and applying remedies?

The Office of the Australian Information
Commissioner, headed by the Australian
Information Commissioner and Privacy
Commissioner, is the regulator responsible for
the enforcement of the Privacy Act 1988 (Cth)
(see Part V of the Privacy Act and the Australian
Information Commissioner Act 2010 (Cth) available
here: https://www.legislation.gov.au/Series/
C2010A00052).

Are redress mechanisms available through
Alternative Dispute Resolution as an alternative to
judicial review?

 Yes  No

Individuals who believe their privacy has been
interfered with may complain to the Australian
Privacy Commissioner under Div. 1 of Part V of
the Privacy Act 1988 (Cth), either on their own
behalf or if more than one person is impacted, on
a representative basis. If a complaint is made, the
Privacy Commissioner is required to investigate
the act or practice except in certain circumstances
(see sections 40 and 41 of the Privacy Act).
Individuals cannot directly take action in relation
to the breach of the Privacy Act in the Australian
courts (though the Privacy Commissioner
may commence court proceedings for serious
breaches of the Privacy Act - see section 13G of the
Privacy Act). The Commissioner may also initiate
an investigation on her own motion (see section
40(2) of the Privacy Act).

The processes provided for investigation of
complaints made by individuals to the Privacy
Commissioner are an alternative to judicial review.
Under these processes, the Privacy Commissioner
will investigate the complaint and may attempt
to resolve a complaint through conciliation under
section 40A of the Privacy Act 1988 (Cth).
The Privacy Act also provides for external dispute
resolution schemes to be used (see section 35A).

18. Institutional arrangements to enforce privacy protection
Does the law/regulation provide for the creation of
an authority/office with responsibility for privacy
enforcement?

 Yes  No
Section 5 of the Australian Information
Commissioner Act 2010 (Cth) establishes the
Office of the Australian Information Commissioner
(OAIC). The functions of the OAIC include
enforcement, monitoring, guidance and advice
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related functions under the Privacy Act 1988 (Cth)
and strategic functions concerning information
management by the Australian Commonwealth
Government. The OAIC supports the Privacy
Commissioner.
What mandate does that office have in relation to
promotion of awareness, reporting and similar?

Part IV of the Privacy Act 1988 (Cth) sets out the
Privacy Commissioner's functions to promote
awareness and issue guidance about various
matters.
Part IIIB of the Privacy Act provides for the Privacy
Commissioner to register and develop binding
"APP Codes" (being codes of conduct applicable
to particular entities registered under the Privacy
Act). There are no provisions in the Privacy
Act providing for the Commissioner to issue
certifications.
The Commissioner's enforcement functions,
including her powers to provide redress, are set
out in Parts V and VIB of the Privacy Act.
Like every public sector agency, the OAIC is
required to include its annual performance
statements about how it is achieving its purposes
in its annual reports, which are made publicly
available (see Part 2-3 of the Public Governance,
Performance and Accountability Act 2019 (Cth)
available here: https://www.legislation.gov.au/
Details/C2017C00269/Download).

CROSS-BORDER DATA FLOWS
19. Data localisation/local processing
Do any laws, regulations or policies restrict the
transfer of personal information outside the
country?

 Yes  No
Australian Privacy Principle 8, as set out in
Schedule 1 of the Privacy Act 1988 (Cth), and
section 16C of the Privacy Act apply to the
disclosure of personal information overseas.
Australian Privacy Principle 8.1 requires that before
a regulated entity discloses personal information
to an overseas recipient, the entity must take
reasonable steps to ensure that the recipient does
not breach the Australian Privacy Principles in
relation to that information.
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There are cases where Australian Privacy Principle
8.1 does not apply, such as where the overseas
recipient is subject to a substantially similar
privacy law. Where Australian Privacy Principle 8.1
applies, a regulated entity is accountable for the
acts or practices of the overseas recipient that
would breach the Australian Privacy Principles.
INTERMEDIARY LIABILITY FOR CONTENT
20. Definition of liability
Are communications intermediaries
(telecommunications and platform providers)
liable for content carried/published by third parties
on their networks/platforms?

 Yes  No
Under Div 2AA of Part V of the Copyright Act 1968
(Cth) (available here: https://www.legislation.gov.
au/Details/C2019C00042/Download), "carriage
service providers" and a limited category of
other entities have the benefit of a safe harbour
regime. This provides limitations on the remedies
available for copyright infringements that they do
not control, initiate or direct and that take place
through their systems or networks provided that
particular steps are taken to deter infringements.
This safe harbour protection does not extend
to platform providers generally. On defamatory
content, telecommunications companies would
not be liable for carrying such content but recent
case law has found that hosts of social media
pages may be liable for defamatory comments
posted by third parties on their page (see Voller
v Nationwide New Pty Ltd [2019] NSWSC 766,
available here: https://jade.io/article/649085) which
suggests platforms may in future be found liable
for defamation.

21. Scope of liability
Does the liability extend to “notice and take down”
rules (obligation to take down content)?

To obtain the benefit of the safe harbour
provisions in the Copyright Act 1968 (Cth) referred
to in the preceding question and response,
a carriage service provider must adopt and
reasonably implement a policy that provides for
termination in appropriate circumstances of the
accounts of repeat infringers (see section 116AH of
the Copyright Act).
In addition, section 115A of the Copyright Act
enables a copyright owner to apply to the Federal
Court for an injunction requiring carriage service
providers and search engine providers, to take
reasonable steps to block access to overseas pirate
websites.
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The Criminal Code Amendment (Sharing of
Abhorrent Violent Material) Act 2019 (Cth)
(available here: https://www.legislation.gov.au/
Details/C2019A00038) provides for a separate
regime in relation to "abhorrent violent material".
Under that law, content and hosting service
providers around the world must expeditiously
remove abhorrent violent material to ensure that
it is no longer accessible to people in Australia.
22. Due process
Is an order from a judicial authority needed
for online intermediaries to forcibly take down
content related to criminal law breaches or
intellectual property infringements?

A court order is required to obtain an injunction
to block access to copyright infringing websites
under section 115 of the Copyright Act 1968 (Cth)
- this does not block specific content. Where
content is defamatory, a court order is required to
remove it under the general law.
Under the Criminal Code Amendment (Sharing
of Abhorrent Violent Material) Act 2019 (Cth)
the requirement to remove relevant content is
imposed by law and a court order is not required.

CYBERSECURITY AND CYBERCRIME
23. Internal adoption of cybersecurity standards
Do regulated entities have to comply with the
following cybersecurity requirements in relation to
personal information held?

 Adoption of an internal policy establishing
procedures for preventing and detecting
violations
 Confidentiality of data and systems that use or
generate personal information
 Appointment of a privacy officer/manager
 Performance of internal controls
 Assessment of the harm that might be caused
by a data breach
 Awareness program among employees
Australian Privacy Principle 1.2, as set out in
Schedule 1 to the Privacy Act 1988 (Cth), requires
regulated entities to implement practices,
procedures and systems to comply with the
Australian Privacy Principles and Australian
Privacy Principle 11.1, as set out in Schedule 1 to
the Privacy Act, requires regulated entities to take
reasonable steps to protect personal information
from misuse, interference, loss and unauthorised
access, modification or disclosure.
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To comply with these requirements, a regulated
entity would need to keep personal information
and systems that use or generate it confidential.
A regulated entity would need a variety of other
policies such as training policies, but no particular
specific policies are mandated.
The notifiable data breach scheme under Part
IIIC of the Privacy Act requires regulated entities
that experience a data breach to undertake an
assessment of whether the data breach is likely
to result in serious harm to any of the affected
individuals.
24. Cybercrime: Criminalised activities
Does any law criminalise the following activities?

 Unauthorised access to systems or other
databases holding personal information
 Unauthorised interception of data from
systems or other databases holding personal
information
 Unauthorised damaging deletion, deterioration,
alteration or suppression of data collected or
stored as part of databases holding personal
information
 Unauthorised interference with databases
holding personal information
 Misuse of devices or data for the purpose of
committing any of the above criminal behaviour
 Unauthorised input, alteration, deletion or
interference with a computer system or platform
to procure an economic benefit which would
apply to databases holding personal information
 Fraudulent use or alteration of data or
interference with a computer system to procure
an economic benefit which would apply to
databases holding personal information
The Privacy Act 1988 (Cth) does not provide for
criminal offences. Under the Telecommunications
(Interception and Access) Act 1979 (Cth)
(available here: https://www.legislation.gov.
au/Details/C2020C00092/Download) it is an
offence to intercept communications over
telecommunications networks or access stored
communications except as lawfully permitted see sections 7, 63 and 105.
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Criminal offences relating to cybercrime are set
out in Part 10.7 of the Criminal Code Act 1995
(Cth). These offences relate to the unauthorised
access or modification of data held in a computer
or the unauthorised impairment of an electronic
communication or the reliability, security or
operation of any data held on a computer disk,
credit card or other device used to store data
electronically. Part 10.8 of the Criminal Code sets
out criminal offences relating to dishonestly
obtaining and dealing with personal financial
information. The Criminal Code is available
here: https://www.legislation.gov.au/Details/
C2020C00120/Download.
25. Cybersecurity infrastructure and enforcement agency (CERT)
Does any law, regulation or policy provide for the
creation of a cyber-security strategy, infrastructure
and institutions to identify, investigate, and
address cyber-security threats?

 Yes  No
The Australian Government published Australia's
Cyber Security Strategy in 2016 (available at https://
cybersecuritystrategy.homeaffairs.gov.au/). An
updated 2020 strategy is in the process of being
put in place.
A range of bodies have responsibility for cyber
security in Australia. Of most relevance is the
Australian Signals Directorate (ASD), which is
established by section 27A of the Intelligence
Services Act 2001 (Cth), available here: https://
www.legislation.gov.au/Details/C2020C00029/
Download. ASD's functions include the prevention
and disruption, by electronic or similar means, of
cybercrime undertaken by people or organisations
outside Australia. This function is carried out
by the Australian Cyber Security Centre, which
is part of ASD and works with both the public
and private. sectors. It incorporates a national
computer emergency response team (CERT).
Part 14 of the Telecommunications Act 1997
(Cth) (available here: https://www.legislation.gov.
au/Details/C2020C00037/Download) imposes
obligations in relation to the protection of
telecommunications networks and facilities from
unauthorised interference or unauthorised access
for national security purposes. The Security of
Critical Infrastructure Act 2018 (Cth), available
here: https://www.legislation.gov.au/Details/
C2018A00029/Download, contains measures to
manage national security risks, including cyber
risks, related to defined critical infrastructure
(being specific electricity, port, water and gas
infrastructure).
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B. ENABLE DATA FLOWS AND THE (RE)USE OF DATA
THE FOLLOWING SECTION FOCUSES ON LEGAL REQUIREMENTS RELATED TO DATA PORTABILITY,
OPEN DATA, INTEROPERABILITY AND OTHER MECHANISMS TO ENABLE AND PROMOTE THE USE,
REUSE AND SHARING OF PUBLIC AND PRIVATE SECTOR DATA.
DATA PORTABILITY
26. Data portability
Do individuals have the right to request that an
entity holding their personal information transfer
that to another service or product provider?

 Yes  No

Do individuals have the right to obtain their data
from a third party in a structured, commonly used
and machine-readable format?

 Yes  No

Do provisions on portability include guidance on
the following aspects:

 Yes  No

The Consumer Data Right (CDR) has been
recently introduced in Australia by the Treasury
Laws Amendment (Consumer Data Right) Act
2019 (Cth) and is now contained in Part IVD of
the Competition and Consumer Act 2010 (Cth).
The CDR has commenced in the banking sector.
Under the CDR consumers will be able to access,
and safely share, their banking personal data with
trusted parties, from (anticipated) 1 July 2020. The
CDR will be applied in other sectors over time,
the next sector is the retail energy sector. The
Competition and Consumer Act 2010 is available
here: https://www.legislation.gov.au/Details/
C2020C00079/Download.
Part IVD of the Competition and Consumer Act
2010 (Cth) allows for rules to be made for the
format of the personal data to be transferred,
which may differ depending on the sector. The
primary rules are the Competition and Consumer
(Consumer Data Right) Rules 2020 (Cth), available
here: https://www.legislation.gov.au/Details/
F2020L00094/Download.
 Format of the data: Part IVD of the Competition
and Consumer Act 2010 (Cth) allows for different
rules to be made for the format of the personal
data to be transferred, which may differ
depending on the sector.
 Frequency with which data can be requested: In
theory, this could be included in the Competition
and Consumer (Consumer Data Right) Rules 2020
(Cth), though this is not currently regulated.
 How quickly it must be provided by the
authorised entity: In theory, this could be included
in the Competition and Consumer (Consumer
Data) Rules, though this is not currently regulated.
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 Yes  No
This is not specifically provided for in the
Competition and Consumer Act 2010 (Cth).
However, the CDR implementation in banking has
a staged approach where Australia's four major
banks are required to comply initially with smaller
banks being provided with additional time.

ACCESS TO PUBLIC SECTOR DATA
27. Access to information
Has freedom of information (FOI) legislation been
passed that grants individuals the right to request
access to government records or data?

 Yes  No

Does the law provide for limitations or exceptions
to this right of requesting access to government
records or data?

Part IV of the Freedom of Information Act 1982
(Cth) sets out exemptions that apply to requests
for documents. Exemptions are:
• documents affecting national security, defence
or international relations (section 33)
• Cabinet documents (section 34)
• documents affecting enforcement of law
and protection of public safety, including
investigations relating to breaches of law
(section 37)
• documents to which secrecy provisions
provided for in other legislation apply (section
38)
• documents subject to legal professional
privilege (section 42)
• documents containing material obtained in
confidence from a non-government entity/
person (section 45)
• Parliamentary Budget Office documents
(section 45A)
• documents the disclosure of which would be
contempt of Parliament or contempt of court
(section 46)
• documents disclosing trade secrets or
commercially valuable information (section 47)
• electoral rolls and related documents (section
47A)

Section 11 of the Freedom of Information Act 1982
(Cth) grants a right of access to documents of
Commonwealth agencies (including departments
and statutory authorities but subject to certain
exclusions, for example, for national security
agencies) and Government Ministers, other than
exempt documents. The Freedom of Information
Act is available at https://www.legislation.gov.au/
Details/C2020C00110/Download.
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• documents the disclosure of which would

•

•

•

•

•

•

damage Commonwealth-State relations are
conditionally exempt (section 47B)
documents the disclosure of which would
disclose deliberative matters related to
government processes, for example, advice
obtained to take particularly decisions, are
conditionally exempt (section 47C)
documents the disclosure of which would
have an adverse effect on the financial or
property interests of the Commonwealth are
conditionally exempt (section 47D)
documents the disclosure of which would
prejudice certain operations of agencies,
including which would have a substantial
adverse effect on the proper and efficient
conduct of the operations of an agency, are
conditionally exempt (section 47E)
documents the disclosure of which would
adversely affect the business or professional
affairs of a person and which meet certain other
criteria are conditionally exempt (section 47G)
documents relating to particular types of
research, but only during the period the
research is being carried out, are conditionally
exempt (section 47H)
documents the disclosure of which would
substantially adversely affect the Australian
economy are conditionally exempt (section 47J).

Where a document is conditionally exempt
disclosure may only be refused where the public
detriments of disclosure outweigh the public
benefits.
Does the law provide for the creation of a
centralised body to process FOI requests?

 Yes  No

Does the law include a provision requiring the
collection of data on FOI requests?

 Yes  No

Agencies and Ministers are responsible for
responding to freedom of information requests
made to them (see section 15 of the Freedom of
Information Act 1982 (Cth)).
The Freedom of Information Act 1982 (Cth)
requires all agencies and Ministers subject to
the Freedom of Information Act to provide
information to the Office of the Australian
Information Commissioner (OAIC) for inclusion in
each of its Annual Reports (see section 93 of the
Freedom of Information Act and sections 30 and
31 of the Australian Information Commissioner Act
2010 (Cth)).
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Is this information published and publicly available  Yes  No
on a citizen-facing government website?
Information provided by agencies and Ministers
to the Office of the Australian Information
Commissioner (OAIC) is included in the OAIC's
annual reports, which are published here: https://
www.oaic.gov.au/about-us/our-corporateinformation/annual-reports/oaic-annual-reports/.
Also there are separate requirements for each
agency and Minister to, in most cases, make
publicly available the documents that it releases
in response to requests: see section 11C of the
Freedom of Information Act 1982 (Cth).
28. Data archiving and digital preservation
Is there a law/regulation that addresses data
archiving and digital preservation?

 Yes  No

Does the law/regulation provide for the creation of
an agency responsible for determining policy on
data archiving and digital preservation?

 Yes  No

The Archives Act 1983 (Cth), which is available
at https://www.legislation.gov.au/Details/
C2019C00179/Download, imposes record-keeping
obligations for Commonwealth records (including
any in electronic form) and rules for preserving
and making publicly available the archival
resources of the Commonwealth. The National
Archives of Australia has also put in place a Digital
Preservation Policy, available at https://www.naa.
gov.au/about-us/our-organisation/accountabilityand-reporting/archival-policy-and-planning/
digital-preservation-policy.
The Archives Act 1983 (Cth) establishes the
National Archives of Australia whose functions
include identifying the archival resources of
the Commonwealth, preserving and making
publicly available the archival resources of the
Commonwealth, and overseeing Commonwealth
record keeping, by determining standards and
providing advice to Commonwealth institutions
(see sections 2A and 5 of the Archives Act).
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USE, REUSE AND SHARING OF PUBLIC SECTOR DATA
29. Open access to public sector data
Is there a government operated data sharing
platform?

 Yes  No
Data sets are made available by Commonwealth
agencies, as well as State, Territory and local
governments and agencies on data.gov.au.
Some private sector data sets may also be made
available on that site.
The Government has commenced working on the
Agency MAGDA (Making Australian Government
Data Available) project which aims to provide
government agencies with a fully open source
platform to make data discoverable, available, reusable and open. See https://magda.io/

What are the features of the government
operated data sharing platform?

 Based on an open source or a proprietary
solution
 All government agencies are connected to the
platform
 Accessible to/by private sector entities

Is there a body responsible for setting (or
reviewing) technical, security, and privacy
standards and guidelines that government
entities abide by in order to make their systems
interoperable?

 Yes  No
The Australian Government has established
"Data61" which is a division of the Government
agency CSIRO (Commonwealth Scientific
and Industrial Research Organisation). Data61
specialises in data science research and
engineering and provides advice to government
(as well as businesses and academia) in relation to
open data related issues (including systems issues)
but does not have a specific mandate in relation
to making rules or providing advice on systems
interoperability.

30. Interoperability of data
Are there standards regarding data re-use, such as  Yes  No
“high value data sets” or “public good” data?
Australia plans to introduce a Data Availability
and Transparency Act in 2020 or 2021 which will
allow for the sharing of data but will not mandate
the public release of data. The new Act will not
require that the data itself meet such tests but
will require the data to meet a purpose test that is
that use must be reasonably necessary to inform
government policy, programs or service delivery or
be in support of research and development.
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31. Open data
Is there an Open Data Act or open data policy
applicable across the entire public sector?

 Yes, an Open Data Act
 Yes, an Open Data policy
 No
As noted in the answer to question 30, the
Australian Government plans to enact in 2020 or
2021 the Data Availability and Transparency Act,
however this relates to sharing public sector data,
not open release.
The Australian Government published a Public
Data Policy Statement in 2015, available at https://
www.dta.gov.au/help-and-advice/guides-and-tools/
requirements-australian-government-websites/
open-data. Under the policy, the Australian
Government commits to optimise the use and
reuse of public data, to release non sensitive data
as open by default, and to collaborate with the
private and research sectors to extend the value
of public data for the benefit of the Australian
public. Public data includes all data collected by
government entities for any purposes including
government administration, research or service
delivery.
The Office of the Australian Information
Commissioner has also published principles on
open access to public sector information, available
at https://www.oaic.gov.au/information-policy/
information-policy-resources/principles-on-openpublic-sector-information/.

32. Intellectual Property Rights (IPRs) and licensing of public sector data
Is there a law/regulation that governs the use of
public sector data?

 Yes  No
The proposed new Data Availability and
Transparency Act will provide for regulation of
the use of public sector data that is shared in
accordance with the regime in that Act, however
there is no existing law addressing this issue.
Data sets available on data.gov.au are provided
under a Creative Commons licence. They may be
used for any purpose, provided such use complies
with the licence and any generally applicable law,
that is, there is no specific law that governs the use
of that information.
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USE, REUSE AND SHARING OF PRIVATE SECTOR DATA
33. Data sharing regimes for private sector data
Are there any data sharing regimes in place that
go beyond data portability, e.g. in sector-specific
regimes?

 Yes  No
In 2015 the Australian Competition and Consumer
Commission authorised the Australian Retail
Credit Association Limited to establish a
standardised system for exchanging credit liability
information between credit reporting bodies and
credit providers called the Principles of Reciprocity
and Data Exchange. The authorisation is due to
expire in December 2020 but may be extended.
Information about the Principles of Reciprocity
and Data Exchange is available at http://www.prde.
com.au/.
The Australian Government has committed
to moving forward with a law requiring the
mandatory sharing of motor vehicle service and
repair information but this law has not yet been
enacted.

Do regulatory agencies have authority to identify
organisations that should be obliged to open their
data to third parties?

 Yes  No

34. Role/mandate of competition authorities
Have antitrust authorities mandated any remedies  Yes  No
relating to data access, e.g. under abuse of
Abuse of dominance provisions have not been
dominance provisions?
used but there are examples of data access

being required by the Australian competition
regulator, the Australian Competition and
Consumer Commission, in other circumstances.
In connection with the approval of the
acquisition of a majority interest in WestConnex,
a Sydney toll road, by Sydney Transport Partners
in late 2018, the Australian Competition and
Consumer Commission required Transurban
Limited (the consortium lead and the owner
of a majority of toll roads in Sydney) to agree to
provide a binding undertaking to publish traffic
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count data on an independent online
platform on a quarterly basis to address the
Commission’s concerns that Transurban had
an advantage over other potential bidders for
future toll road concessions in NSW due to
its extensive interests in toll road concessions
and consequential access to data about traffic
patterns. See https://www.accc.gov.au/mediarelease/accc-will-not-oppose-transurbanconsortium-westconnex-bid-followingundertaking.
Following its investigation into Informed
Sources (an information exchange service
for retail petrol prices) and petrol retailers in
relation to the sharing of price information,
the Australian Competition and Consumer
Commission required Informed Sources to
make publicly available retail petrol price
information to Australian consumers for
free and other third parties on reasonable
commercial terms. See https://www.accc.gov.au/
media-release/petrol-price-information-sharingproceedings-resolved.
The Australian Government has recently
ordered the Australian Competition and
Consumer Commission to develop a mandatory
code for governing the relationships between
digital platforms such as Google and Facebook
and media companies which will regulate,
amongst other matters, access to data which
must be provided by those platforms to
the media companies. It is a Government
requirement that the mandatory code is put
in place in 2020. See https://ministers.treasury.
gov.au/ministers/josh-frydenberg-2018/mediareleases/accc-mandatory-code-conductgovern-commercial.
Data sharing arrangements authorised solely
in connection with the COVID-19 pandemic are
excluded from consideration.
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