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Russia increases fines for personal data and IT
violations
As of December 2, 2019 Russia significantly increased administrative fines for
companies for violations of personal data localization rules and the requirements
for online communication services.1
New stricter liability measures apply to data controllers and processors, platforms
with user-to-user communication functionality, instant messaging services, search
engines and audiovisual services.

1.

Personal data localization

Russia introduced administrative fines for citizens, officers and companies for
violation of the obligation to initially record and store personal data of Russian
citizens in Russia. Previously, Roskomnadzor, the Russian data protection
authority and Internet watchdog, enforced the localization rules through minor
administrative fines (of approx. USD 500 - 800)2 or website blocking.
The new law increases administrative fines for the first violation by legal entities to
~ USD 15,000 - 100,000. 3 Fines for repeat violations are within the range of
~ USD 100,000 - 300,000.4

2.

Online communication services

In Russia providers of online communication services with user-to-user
communication functionality (for example, social networks, instant messaging
programs, websites with user-generated content) must:
1. register with Roskomnadzor,
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2. store certain information on users, user activities and user
communications in Russia, including copies of the relevant textual, audio
and video communications,
3. provide law enforcement agencies with decryption keys for encrypted user
communications, and
4. install surveillance hardware and software for law enforcement purposes.
Roskomnadzor and the Federal Security Service previously had the right to impose
fines and to block non-compliant services for violation of these obligations.

1

Federal Law of 02.12.2019 No. 405-FZ "On Introducing Amendments into Certain
Legislative Acts of the Russian Federation" //
http://publication.pravo.gov.ru/Document/View/0001201912020045?index=0&rangeSize=1
2 RUB 30,000 - 50,000 (Art. 13.11 (1) of the Code of Administrative Offences).
3 RUB 1,000,000 - 6,000,000.
4 RUB 6,000,000 - 18,000,000.

The law introduces new fines for repeated violation of these obligations:
a. for repeated refusal of companies that operate online communication
services to register in Russia - in the range ~ USD 7,500 - 15,000;5
b. for repeated refusal to locally store in Russia certain information on users,
user activities and user communications, including copies of relevant
textual, audio and video communications, and to provide law enforcement
agencies with the above data or decryption keys - in the range ~ USD
30,000 - 100,000;6

c. for repeated violation of the duty to install surveillance hardware and
software for law enforcement purposes - in the range ~ USD 30,000 100,000.7
The law also establishes administrative fines for repeat violations of requirements
by search engines, audiovisual services and instant messaging providers.
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RUB 500,000 - 1,000,000.
RUB 2,000,000 - 6,000,000.
7 RUB 2,000,000 - 6,000,000.
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