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Editorial
Churchill once said: “Now this is not the
end. It is not even the beginning of the end.
But it is, perhaps, the end of the beginning.”
We write our first editorial of 2017 in a time
of heightened political uncertainty, with the
UK starting the process of leaving the EU and
the start of the new Trump administration.
Will the EU Commission’s Digital Single Market
strategy falter, as politicians and businesses
become distracted by the UK’s exit? Will the
UK create a set of divergent rules? Will others
follow? Is there is a real threat to growth
of the internet in this time of uncertainty?
This issue is about the challenges that will
face online businesses in 2017 but also
the opportunities.
One of the main issues for international online
businesses is the lack of consistency of rules
across different markets and the multitude of
authorities that companies need to deal with. In
our article on ‘big data’ and competition law, Falk
Schöning and Dina Jubrail, from our competition
team in Brussels, look at whether this issue is
going to get worse, with competition regulators
turning their attention to privacy and ‘big data’. In
the area of data privacy, another big issue for
companies in 2017 will be compliance with the
new GDPR and e-Privacy framework. Eduardo
Ustaran, head of our UK privacy team, explains
how to plan for the changes. Online businesses
have also caught the eye of the tax authorities.
Mathias Schönhaus, from our Dusseldorf office,
reviews the tax issues that digital businesses
should be aware of for 2017, including the risk of
VAT on free of charge online services and the
pressures on tax-driven IP structures.
Connectivity and broadband penetration
continues to improve and there is a huge
demand globally for digital services however
only 16.8% of businesses sell online and only 7%
of EU small and medium sized businesses sell
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cross-border and there is slow progress
in the growth of online purchases. The DSM
strategy aims to improve growth by breaking
down national barriers but there are other
factors that are hindering growth. In our central
article, a Q&A with guest contributor Michael
Kende, a Senior Advisor at Analysys Mason,
Michael talks about the issue of digital trust, how
fears of data breaches are eroding consumer
trust in the internet and how companies will
need to take responsibility in this area in
order to stay competitive.
Finally, we include a report on the Hong Kong
Consumer Council’s in-depth study on online
retailing in Hong Kong, which identifies a number
of pitfalls in this area that are relevant to all
online businesses globally, and we have
a detailed overview of developments in
China’s cyber-security law, which takes
effect from June this year.
So it seems it is fair to say, this is not the end
or even the beginning of the end. There are
challenges ahead for online businesses and
there is a lot of uncertainty about how strategies
such as the Digital Single Market will progress in
the current political climate. However, as
technology advances there are a lot of
opportunities for businesses. In our recent
Academic All Stars Debate, in which we
interviewed a number of academics on hot legal
and tech topics, Joshua Gans said he thinks we
are at the same place with AI that we were at
with the internet just before the dot com boom.
Other academics agreed we will see a boom in
the use of AI in 2017. Technology is not impeded
by national barriers. We think there will be many
opportunities for businesses in 2017 as well as
challenges. Listen to the debate by going to our
Global Media and Communications Watch or
our website.
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Is television regulation
in Europe becoming
internet regulation?
In 1996, Eli Noam predicted that “TV Regulation Will Become Telecom Regulation.”1
This is happening now in Europe, where there is an inexorable push to extend
television regulation to the internet. France recently extended a domestic
television tax to cover advertising revenues received by video-sharing platforms,
including those outside France. The purpose of the tax is to finance French
film production. French courts are considering whether online services that
stream television broadcasts in real time should be considered the equivalent
of cable operators. At the European level, proposed amendments to the
audiovisual media services (AVMS) directive would extend audiovisual
regulation to short videos, even if made by non-professionals. And the
revised AVMS directive would regulate for the first time video sharing
platforms such as Dailymotion and YouTube, who would have to take steps
to protect children and contribute to the elimination of hate content.

The European Commission is in favor of relying on self and
co-regulatory systems for video sharing platforms. But the
inclusion of video sharing platforms in the scope of the AVMS
directive has prompted some members of the European
Parliament to go further, proposing to treat video sharing
platforms as the equivalent of broadcasters.
Television regulation is invading the internet space. Is this
necessarily a bad thing? To answer, we need to examine why
television regulation exists in the first place, and why it has
traditionally been separated from internet regulation.
When the internet first emerged, lawmakers’ first reaction
was to apply television-like rules. In 1997 the United States
Supreme Court invalidated this approach, holding that
applying television rules to the internet would violate freedom
of expression principles2. The Supreme Court found that the
internet is equivalent to a tribune in a public square, where
citizens can speak or distribute information freely. The
traditional justifications for television regulation -- scarcity of
frequencies and the “push” character of television broadcasts
-- are absent from the internet.

When the internet first emerged,
lawmakers’ first reaction was to
apply television-like rules.

Global Media Technology and Communications Quarterly Spring 2017

European courts have also accorded a high level of protection to
expression on the internet3. Like the U.S. Supreme Court, the French
Constitutional Court recognized that television regulation is justified
in part because of the scarcity of frequencies4. The European Court
of Human Rights, for example, recently accorded a high level of
protection to YouTube under freedom of expression principles:
“YouTube is a video-hosting website on which users can
upload, view and share videos and is undoubtedly an
important means of exercising the freedom to receive and
impart information and ideas. In particular, as the applicants
rightly noted, political content ignored by the traditional
media is often shared via YouTube, thus fostering the
emergence of citizen journalism.”5
Under this approach, any regulation that interferes with users’
freedom to use video sharing platforms would constitute an
infringement of freedom of expression, protected by article 10 of
the European Convention
on Human Rights.
Television was typically bundled with a transmission network,
e.g. a cable network, satellite network and a set-top box. Some
television regulations are designed to ensure that the entity that
controls the transmission network does not leverage its power to
limit viewers’ choices. This explains why “must carry”, electronic
program guide, and conditional access regulations exist. But
here, too, the internet is fundamentally different, because the
content is not linked to the transmission network. The content is
stored remotely, and the user’s internet access provider fetches
the content for users. Open internet regulations ensure that
internet access providers do not interfere with users’ choices.
In Europe, television regulation was also designed to account
for the higher-than-normal profits that broadcasters might earn
thanks to their exclusive broadcasting licenses. Historically,
broadcasting licenses gave broadcasters a market partially
protected from competition. Lawmakers could include a broad
range of obligations in the broadcaster’s license in exchange for
this privilege. Lawmakers required broadcasters to subsidize
public goods such as national motion picture production. But as
traditional broadcasters’ profits diminish to competitive levels,
the obligations to cross-subsidize become more difficult to justify.
Where do internet intermediaries fit in? Laws in most parts of the
world recognize that internet intermediaries have a special role
in ensuring that the internet remains an open, innovative and
cross-border service. Europe’s E-Commerce Directive guarantees
that internet intermediaries will not be under a duty to monitor
content provided by users and will not be liable as publishers
for user-provided content as long as they remove illegal
content promptly upon notice. The European Open Internet
Regulation prohibits internet access providers from influencing
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Including internet intermediaries
in the AVMS directive creates
a dangerous precedent.
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the content that users can access via the internet. Internet
regulation tries wherever possible to preserve the crossborder character of the internet and favor self-regulatory,
rather than command-and-control, solutions for internet
intermediaries.
Should Internet intermediaries be subject to television
regulation? When addressing audiovisual regulation,
the European Commission rightly focuses on “editorial
responsibility.” The regulated entity for purposes of television
regulation is the entity that selects programs and organizes
them into a channel or catalogue. Internet intermediaries,
by contrast, do not have editorial responsibility for the
content uploaded by users and, therefore, should not be
regulated as providers of audiovisual media services. Internet
intermediaries are regulated by the E-Commerce Directive,
which imposes “notice and takedown” rules and encourages
self-regulatory measures to deal with illegal content. Yet as
noted above the European Commission wants to include
video sharing platforms -- a kind of internet intermediary
-- in the revised AVMS directive. The Commission is careful
to say that video sharing platforms are not providers of
audiovisual media services and that the principles of
the E-Commerce Directive should continue to apply to
them. The Commission wants to encourage video-sharing
platforms to put in place self- or co-regulatory measures
to contribute to protecting viewers from certain kinds of
harmful content. But including internet intermediaries in
the AVMS directive creates a dangerous precedent. Once
internet intermediaries are included in the AVMS directive, it
is tempting for lawmakers to pile on additional broadcasting
obligations. If internet intermediaries become the enforcers
of national broadcast policies, the internet would become
a patchwork of nationally regulated cable networks, which
would compromise the open, cross-border nature of content
available on the internet.
So what is the answer? The right approach involves two
separate steps. First, we should disconnect the question
of subsidizing national motion picture production from
television regulation. Asking television broadcasters to
subsidize motion picture production is like asking bookstores
to co-finance book publishing, or asking supermarkets
to invest in new apple orchards. As pointed out by the
French Accounting Court6, the motion picture subsidy rules
currently in effect in France lead to competitive distortions
and waste. A better approach to subsidies is needed.
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Second, when considering measures to protect viewers from
harmful content on the internet, we should apply regulatory
principles that respect the layered and end-to-end character of
the internet. Those principles involve:
–	Applying content regulation to the publishers of the content
and not to internet intermediaries. For television regulation,
this principle means focusing on the entity that has editorial
responsibility for selecting and organizing audiovisual
programming into a package or channel;
–	Ensuring that internet intermediaries continue to receive
protection from liability for violations of content rules
committed by users of the service, unless the intermediary fails
to remove content upon notice;
–	Encouraging internet intermediaries, through self-regulation,
to provide tools to users to promote compliance with
content obligations.
Within the category of entities subject to audiovisual regulation,
a distinction should be made between programming that has
a large impact on society, and programming whose impact is
minimal. For the latter, the full range of television regulation
is not justified. A smaller subset of regulation, or a complete
exoneration from television regulations, would be appropriate.
Does a more narrowly tailored approach to audiovisual regulation
mean some audiovisual content would be entirely beyond the
reach of the rule of law? Not at all: Internet content that does
not fall under television regulation would still be subject to
national laws prohibiting hate speech, illegal gambling, child
pornography, defamation, copyright infringement, privacy
violations, consumer fraud, incitement of terrorism, and more.
Where violations of these laws occur, the relevant content can
and should be removed or blocked, and mechanisms exist for this
throughout Europe.

Winston Maxwell
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Wireless mergers and
acquisitions in the
United States
With the presidential transition and changes in FCC leadership underway,
speculation about major, telecom-related deals has reignited. The FCC has
jurisdiction over transactions that involve a transfer or assignment of
spectrum licenses, and the FCC only approves those transactions that
serve the “public interest, convenience, and necessity.” Below is a typical
merger-review timeline associated with a major domestic transaction:

FCC Merger Review – Typical Timeline for Major Domestic Transaction

Applicants
informally consult
with FCC and
notify the Staff of
the transaction

Oppositions due
Petitions to
Deny and
Comments
Due

Reply
comments
due

FCC issues Order
approving

Day 90

Day 60

Day 30

Day 0

Filing

Pre-filing

Applicants submit
Form 603.

Ex Parte
meetings with
FCC staff begin

FCC sends
information
requests to the
applicants and
other competitors
or customers

Day 180

FCC issues
Public Notice
and comment
schedule

Day 45

Applicants prepare
Form 603 public
interest statement
and economic
study. Applicants
also conduct
license diligence.
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In major transactions, the process
actually starts long before the
filing of a Form 603.

I. Pre-Filing Diligence
(30 to 180 days)
The FCC’s review officially begins
with the filing of a Form 603
for the transfer of control of wireless
spectrum licenses. The Form 603
requires a description of the parties
and their ownership information;
the mechanics of the transaction
(e.g., whether it involves a sale
of assets or transfer of stock);
the public interest justifications;
a complete list of licenses or
authorizations subject to the
transaction; satisfaction of FCCspecific competition analysis;
and other details about the
competitive impact.
In major transactions, the process
actually starts long before the filing
of a Form 603. Because the Form
603 represents the first opportunity
for the applicants to lay out their
affirmative case for the transaction,
preparation of this filing can be a
time-intensive activity taking
many months and requiring
considerable resources.

In any license transfer proceeding,
the applicants must prove by a
preponderance of the evidence
that the transaction will serve the
“public interest, convenience, and
necessity.” Under this standard,
the FCC will assess, among other
things, whether the proposed
transaction (i) complies with the
FCC’s rules; (ii) harms competition;
(iii) protects service quality
for consumers; (iv) accelerates
private-sector deployment; and (v)
ensures diversity of information
sources and viewpoints. The FCC’s
review partially overlaps with the
Department of Justice’s merger
review criteria; for a more detailed
comparison of the two processes,
see Hogan Lovells August 2016
article in the Antitrust Source.7
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The parties may file their
application any time
before or after reaching an
agreement to transfer their
licenses and announcing
that fact to the public.

For large transactions, the “public interest” narrative will
be quite significant. The AT&T/T-Mobile,8 Verizon/Alltel,9
and AT&T/Cingular 10 mergers, for example, involved public
interest statements approaching or exceeding one hundred
pages. Along with the narrative, the applicants will frequently
include economists’ analyses setting forth the pro-competitive
justifications of the transaction. Applicants must also conduct
thorough diligence of the target’s spectrum holdings. For
example, under the so-called “Red Light Rule” of the Federal
Communications Commission, the parties must ensure that
the target’s licenses are up-to-date and that all licensing
fees and Universal Service Fund contributions have been
paid. Moreover, applicants must identify license transfers
potentially triggering the FCC’s “spectrum screens” and
conduct a heightened competitive analysis (in consultation
with economists) of transfers that may result in an “overconcentration” of wireless licenses held by any single
entity in one or more markets.11
Concurrent with preparing the Form 603, the parties in larger
transactions will often informally consult with the FCC staff to
notify them in advance of the potential transaction, ask about
the appropriate the forms and requests, and seek clarity about
certain aspects of the merger review process.
The parties may file their application any time before or
after reaching an agreement to transfer their licenses
and announcing that fact to the public.

II. Standard FCC Review (approximately 180 days)
The FCC’s Office of General Counsel has developed an
informal “shot clock” of 180 days for reaching a decision on
most transfer applications. The 180-day timeline, however,
is not a requirement.12 The FCC can stop the clock if there is a
change in the application; a delay in submitting information
or documents in response to a request from the FCC; a
complication involving judicial or interagency reviews; or
other factors outside the FCC’s control. The FCC has stated
that its statutory obligation to conduct a thorough public
interest review takes precedence over the 180-day informal
timeline. The major transactions 13 approved in 2015-2016
took the FCC an average of 186 days to review, exclusive of
pauses to the shot clock:
–	AT&T/DirecTV (170 days) 14
–	Verizon/Frontier (174 days) 15
–	Altice/Cablevision (179 days) 16
–	Charter/TWC-Bright House (221 days) 17
While most transactions can move to resolution in less than
a year, there is no fixed deadline by which the FCC must
resolve a merger application. Instead, the FCC addresses
each application on its own merits.
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A. Public Notice and Comment
Period (approximately 60 days)
Once the FCC has confirmed receipt
of the necessary documents and
applications, it will issue a public
notice announcing the opening of a
public, docketed proceeding and an
informal 180-day shot clock.18 For
major transactions, the FCC typically
issues a public notice two to three
weeks after the application is filed.
By way of example, the FCC issued a
public notice of the Verizon/Alltel 19
transaction within 12 days
and a public notice of the Cingular/
AT&T 20 public notice within 14
days. In some cases, such as in the
case of AT&T/T-Mobile 21 or AT&T/
DirecTV, 22 the FCC may attempt
to accelerate the review process by
issuing a public notice before the
filing of an application.
Public input represents an important
component of the FCC’s review
process. Typically, comments and
petitions to deny the transaction are
due within 30 days of publication of
public notice of the transaction in
the Federal Register. Oppositions
are due 15 days after comments and
petitions to deny are due. Reply
comments are due 10 days later.
Companies filing petitions to
deny will become formal “parties”
to the proceeding, which means
they may seek access to certain
confidential information (subject
to a protective order), petition the
FCC for reconsideration of any
decision, and appeal the FCC’s final
decision to the courts. In larger,

11

contentious proceedings, the
FCC will issue a protective order
governing the review of “confidential
information” and “highly confidential
information” to ensure that the
review of sensitive information
does not harm the merger
applicants. Review of “confidential
information” is typically limited
to counsel and outside experts not
engaged in competitive decisionmaking, whereas review of “highly
confidential information” is limited
to outside counsel and consultants
not involved in competitive decisionmaking. The Media Bureau’s 2015
Order issued during the Charter/
TWC-Bright House merger
proceeding provides a recent
summary of the FCC’s protective
order policy.23

B. Analysis of Record; Discussions
with Parties (approximately
100 days)
Following the submission of
comments, companies may meet
with the FCC staff to engage them
on the merits or drawbacks of the
proposed transaction. In major
transactions, the FCC’s public notice
typically designates the proceeding
as “permit-but-disclose,” meaning
that the applicants and interested
parties may make oral or written
presentations to decision-making
personnel at the FCC, so long as the
presentations are disclosed by filing
a letter in the record describing the
substance of the meeting and naming
the participants.

Hogan Lovells

12

C. Information Requests (approximately 90 days)

Companies considering
mergers and acquisitions
in the US wireless
industry must be mindful
of the timelines and
preparation involved.

Concurrent with receiving ex parte presentations from
the applicants and interested stakeholders, the FCC will
send a series of requests for information to the applicants,
competitors or even customers of the applicants. For example,
interrogatories issued to AT&T 24 and T-Mobile 25 during the
2011 merger review requested detailed information about,
among other things, coverage, capacity, pricing, potential job
creation, and competitor analyses. While the FCC has stated
that it will try to issue its first information request within
90 days of the public notice, the FCC can issue information
requests at any time. Parties receiving information requests
typically have several weeks to respond; large information
requests may take longer to complete. Some of the information
requests may be in the form of interrogatories, whereas others
may seek a production of documents. The FCC’s protective
orders will restrict access to confidential information
produced in response to these requests.

D. Resolution of Review (no timeline)
Following its public interest review, the FCC may approve
the transaction outright, or it may condition approval if it has
competitive or other concerns. There is no mandatory timeline
governing the negotiation of such conditions.
Alternatively, if the FCC determines that it cannot approve
the proposed transaction, it will designate the application
for hearing before an administrative law judge for additional
fact-finding. Given the risks of an adverse ruling from the
ALJ, coupled with the judicial deference afforded to the ALJ’s
finding, designation of a hearing may result in the applicants
withdrawing their application. In 2002, for example, DirecTV
and EchoStar withdrew their merger review application after
the FCC referred the matter to an ALJ.26

III. Team Telecom Review (approximately 250 days)
The 180-day shot clock assumes a predominately domestic
merger or acquisition. The FCC has adopted a different review
process, however, for transactions that result in direct foreign
ownership of a U.S. common carrier spectrum licensee at 20
percent or indirect foreign ownership at 25 percent. As part of
the “public interest” review, the FCC refers transactions with
a sizeable foreign-ownership component to “Team Telecom,”
which is a multi-agency entity comprised primarily of officials
from the law-enforcement and national-security agencies. This
additional layer of scrutiny is intended to identify and mitigate
national-security, law-enforcement, and other issues raised by
the deal. The FCC makes its regulatory clearance contingent

Global Media Technology and Communications Quarterly Spring 2017

on Team Telecom’s approval. Foreign control transactions may
also require review by the Committee on Foreign Investment in the
United States (“CFIUS”).
Team Telecom review can materially extend the timeline for FCC
merger approval. The average Team Telecom clearance takes 250
days,27 and transactions referred to Team Telecom reportedly take
three to four times longer to clear than those that are not referred
to Team Telecom. Moreover, at the request of Team Telecom,
the FCC may delay its competition review until Team Telecom
completes its review.
For additional details about Team Telecom review, see
Hogan Lovells August 2016 white paper.28

IV. Conclusion
Companies considering mergers and acquisitions in the US
wireless industry must be mindful of the timelines and preparation
involved with clearing the FCC’s merger review process—not
to mention its interplay with reviews required by the Justice
Department, CFIUS, Team Telecom, Federal Trade Commission,
and international regulators.

Trey Hanbury

Partner, Washington, D.C.
T +1 202 637 5534
trey.hanbury@hoganlovells.com

Arpan A. Sura

Senior Associate, Washington, D.C.
T +1 202 637 4655
arpan.sura@hoganlovells.com
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What’s next for ‘Big Data’
and competition law?
Highlights for 2017
If you think 2016 was the year for “Big Data and competition law” – expect even
more in 2017. The Commission’s publication of its Communication on the
Data Economy (the “Communication”) on 10 January 2017 casts fresh light
on the relationship between the use of data to drive innovation and the
applicability of competition law to this increasingly relevant area of data privacy.

We know that the
Commission has been
considering the issue of the
data economy for some time
and, as announced as part of
its Digital Single Market
strategy, its objective is to
create a clear policy and legal
framework to address the
legal uncertainties created by
new data technologies. In
addition, the concept of ‘Big
Data’ also plays a key role in
the Commission’s ongoing
review of the EU merger
control thresholds and its
consideration of the perceived
‘legal gap’ in the current rules.

A reminder of the role of
competition law in the
assessment of ‘Big Data’
The ability to generate ‘Big
Data’ may result in a firstmover advantage in certain
markets. With the high
upfront costs often associated
with the marketing and
technical infrastructure to
generate this kind of data,
companies will inevitably not
want to sell or share the

results of data collection
exercises with competitors.
This does not per se raise
competition law concerns as
data, in principle, is not a
scarce resource and can be
replicated. However, this is
not true for all data sets and
competition law issues can
arise if specific data is so
“unique” that it could be seen
as some kind of essential
facility necessary to compete
effectively in the relevant
market. This is particularly
relevant in multi-sided
markets involving network
effects, where a product
becomes more valuable over
time, the more people that use
it. Nonetheless, the thresholds
for a data set to be “unique”
are very high and the
European Commission is yet
to find its first case to
probe this theory of harm.
Other potential competition
law concerns worth bearing
in mind include the leveraging
of market power from one
market to another. Dominant
companies using a strong

position arising from access
to very valuable data in one
market to improve a position
in another market could prompt
competition law questions.
Lastly, ‘Big Data’ is also
relevant for M&A activity.
In merger control
proceedings, a competition
authority would look to test
the impact of any increase in
data collection capabilities
that bringing two companies
together could generate. It is
worth bearing in mind that
the assessment here would
not be solely focused on the
factual question of whether
the ability to collect data
increases as a result of the
transaction. But rather,
whether this means the
merging companies could
strengthen their market
position as a result to the
detriment of consumers
and competitors.
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The ability to generate ‘Big
Data’ may result in a first-mover
advantage in certain markets.

No regulation of data-related
conduct (yet)
The Communication highlights
that, in relation to data access
and transfer a balance is required
between, on the one hand, the
sharing of data for the purposes
of driving innovation and market
development and, on the
other, overly-intrusive and
untargeted regulation (arising
from industry dynamics)
that could thwart that aim.
So the Commission is not yet
proposing to introduce actual
regulation governing data-related
market conduct. Instead, the
Commission recognises that
existing general contract law
and competition law instruments
may be a sufficient response
to ensuring that data which is
essential to the provision of goods
and services is not locked-in
when assimilated by a handful
of big market players. However,
it’s worth noting that the
Commission’s language on this
point does seem to be slightly

tentative and so it is not possible
to rule out the prospect of specific
regulation arising in the future.

The role of ‘Big Data’ in
merger control reform
One of the key issues raised
in the Commission’s recent
consultation on the reform of the
EU Merger Control Regulation
relates to the effectiveness of
the current turnover-based
jurisdictional thresholds and a
perceived ‘legal gap’ that this may
create. The concern relates to
capturing deals involving highly
valuable acquisitions of target
companies that have not yet
generated substantial turnover,
but that nevertheless are
considered to be key competitive
forces due to the commercial
importance of data they have
collected. The Commission is
concerned that a merger may
result in an impediment of
competition, but actually
escape the jurisdiction of EU
merger control.

Germany has already proposed
reforming its merger notification
thresholds to allow jurisdiction
based on the size/value of the
transaction (over 400m EUR)
regardless of the target’s
turnover. Whether the
Commission will follow suit
remains to be seen. There are
many difficult technical questions
which it will need to consider, for
example, how to calculate a
transaction’s value in cases
involving non-cash
consideration, or where the price
fluctuates between signing and
closing. Such issues emphasise
the importance of legal certainty
in any reform so that businesses
are not left unsure of whether
they should notify and are
not subject to increased
administrative burden overall,
which could well provide a
disincentive to engage in M&A
activity. Equally, many national
authorities across the world look
to the Commission’s approach to
merger control for guidance in
setting domestic merger
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Companies should react to
this new challenge agilely
by building the necessary
resources for monitoring
and spotting data-related
competition law concerns
in their industries.

thresholds, reiterating the
importance of a rational
approach to any reform
as this is likely to
impact European
acquisitions abroad.
In terms of next steps,
the Commission expects
to publish the responses to
the consultation together
with a summary in the
coming months with a staff
working document to
follow in the second half of
this year. At that point, we
can expect to see what
specific legal changes the
Commission will propose,
if any. The earliest that any
such changes would likely
enter into force would be
next year.

Comment
The landscape for 2017 serves
to emphasise the increasing
importance of competition
law as a tool in monitoring
data-related conduct.

We expect competition
authorities to take an
active interest in privacy
and data-related concerns.
We also foresee greater
interaction between
competition authorities
and data privacy regulators
in future, despite these
authorities having
diverging end-goals.
Companies should react to
this new challenge agilely
by building the necessary
resources for monitoring
and spotting data-related
competition law concerns
in their industries. This will
help control the competition
law compliance risk, and
allow companies to engage
with agencies, politicians
and other stakeholders to
shift the currently tentative
stance regarding regulation
firmly towards affirmative
recognition that competition
law is sufficient, negating
the need for specific
regulation in this space.

Falk Schöning

Partner, Brussels
T +32 2 505 09 06
falk.schoening@hoganlovells.com

Dina Jubrail

Associate, Brussels
T +32 2 505 09 56
Email: dina.jubrail@hoganlovells.com
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Privacy in 2017 – from
challenges to opportunities
After all of the 2016 drama, the start of a new year is a welcome development in itself
– a clean sheet for a script yet to be written. However, 2017 will not be without
challenges and the same applies to the world of privacy and data protection. Many
of the big issues that arose during 2016 will need to be addressed in 2017. In
addition, new questions will no doubt emerge. Here is an overview of the privacy
challenges that lie ahead and what can be done about them.

GDPR planning underway
2016 ended with the publication of much sought after
guidelines by the Article 29 Working Party on some
critical new aspects of the EU General Data Protection
Regulation (GDPR): the right to data portability, the role
of data protection officers and how to identify the right
lead supervisory authority. The Working Party
happened to pick those three issues but the choice of
possible topics was tremendously wide. The reason
for that is that the GDPR remains unexplored in many
respects. There are new concepts to interpret, revised
principles and rights to calibrate, unprecedented
obligations for controllers and processors and, above
all, a relentless technological evolution that will test the
strict nature of many of the GDPR rules.
But whilst we contemplate these uncharted waters, the
clock is ticking and the deadline for compliance with this
complex framework is barely a year away. This means
that in the same way that regulators are already focusing
on what the GDPR means for them, organisations
should press ahead with their GDPR planning even if
there are question marks about its full meaning and
impact. Prioritisation of key issues for each organisation
– likely to include transparency about data activities,
contractual arrangements with others involved in
those activities, cybersecurity and internal policies and
procedures for day-to-day compliance – is essential now
and for many global operators, the GDPR will become
the main point of reference for their privacy and data
protection strategy this year.

Prioritisation of key issues for each
organisation is essential now and for many
global operators, the GDPR will become the
main point of reference for their privacy and
data protection strategy this year.

Hogan Lovells

18

Innovative solutions for e-Privacy sought
Another crucial area of focus for organisations – and not
just those in the telecoms and tech industries – will be the
changes to the EU e-Privacy framework. It has now become
clear that the European Commission wishes to extend the
level of control that individuals will have over their own
data under the GDPR to the digital economy. Those who
were hoping that the consent requirements for cookies and
tracking technologies would fade away will be disappointed.
The new e-Privacy Regulation will introduce revised and
complex rules affecting end users’ terminal equipment
and how data is collected in that context.
Given the crucial importance of user tracking for adTech as
well as the expected growth of the Internet of Things, how the
notice and consent requirements pan out under the e-Privacy
Regulation will be critical. At the moment, it seems as if
placing cookies on a user’s web browser to serve behavioural
or interest-based advertising or product development will
be subject to notice and consent. The challenge in this
respect will be to agree on what constitutes valid consent
considering the very strict conditions placed by the GDPR.
More than ever, there is an opportunity for truly innovative
and technology-based consent solutions to emerge, and both
policy makers and regulators will expect industry players to
be proactive on that front.
This is of course easier said than done. Technological
advances – from robotics, drones and AI to Blockchain –
will continue to progress irrespective of the legal framework,
which will need to be interpreted in the light of these
advances. Therefore, constant creativity and adaptation will
be necessary to ensure that the e-privacy solutions developed
are sufficiently scalable as things evolve.

Global dataflows under the microscope
Speaking of drama, few data privacy topics generated more
controversy and work in 2016 than transatlantic dataflows.
Following the declared inadequacy of Safe Harbor, the new
Privacy Shield framework came to the rescue. However,
the level of scrutiny of the Privacy Shield as a mechanism
to secure data exported from the EU to the US has been
relentless since day one. While the EU data protection
authorities were prepared to give it the benefit of the doubt,
various legal challenges were filed with Court of Justice of
the European Union seeking its invalidation. In reality, the
future of the Privacy Shield will be linked to the direction
of travel of the new Trump administration and the extent
to which the assurances given by the previous government
on data access controls will stand.

Constant creativity
and adaptation will be
necessary to ensure that
the e-privacy solutions
developed are sufficiently
scalable as things evolve.
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Beyond transfers of data to the US, global dataflows that are
secured through standard contractual mechanisms are also
in the spotlight as a result of a case launched by the Irish
Data Protection Commissioner. Given that under the GDPR,
exporting data from the EU will not be any easier, it is a true
business priority to get this issue right. With both the Privacy
Shield and standard contractual clauses under pressure,
it is a matter of being alert and prepared to move quickly.
Organisations are not short of options but Binding Corporate
Rules (BCR) or reinforced contractual solutions will continue
to be seen as the most solid approaches.

UK – Brexit, privacy and prosperity
And then there is the small matter of Brexit. The big data
protection dilemma for the UK government is how different
the future UK data protection law can afford to be from the
EU framework. If Brexit means complete independence from
the EU, in principle the UK could start with an entirely blank
canvas as no Brussels-born rules will need to be followed. But
at the same time, the more the UK distances itself from the
EU’s data protection and e-privacy laws, the trickier it will
be for UK companies to be regarded as safe recipients of data
originating from Europe. If the US situation is anything to go
by, being regarded as an adequate jurisdiction for EU data is
a must-have of the digital age. So the UK government should
be wary of the temptation to opt for a weaker data protection
legal framework.
This will become even more important going forward
because the recently passed Investigatory Powers Act
creates an unprecedentedly wide set of rules for state
access to information. As necessary as those powers may
be in today’s dangerous world, it will be equally necessary
to ensure that the right to privacy is not unreasonably
undermined. Fortunately, the UK Information Commissioner
is well positioned to play an influential role in this process –
both domestically towards its own government and
internationally among other privacy regulators, particularly
in Europe. Let us hope that whatever path Brexit takes, neither
the government not UK businesses lose sight of the fact that
guaranteeing the right to privacy and data protection is
essential for everyone’s prosperity.
First published in the Internet Newsletter for lawyers in January 2017.
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Access denied: an
international perspective
on ISP blocking injunctions
While the UK Court of Appeal has opened the door for broadband ISP
blocking to combat trademark or copyright-infringing activities, the picture
in the United States, China and Hong Kong is more complex

“‘It is, it is a glorious thing, to
be a Pirate King,’ said W.S.
Gilbert: but he was speaking of
ship pirates. Today we speak of
film pirates. It is not a glorious
thing to be, but it is a good thing
to be in for making money.”
So said celebrated English
judge Lord Denning in a 1980
pirate video case. One could
say that being an IP pirate king
today is much less risky than
it was then; it can certainly be
more lucrative. It is logistically
more straightforward, with
an enormous potential
global market for unlawful
copies of commercial content
and counterfeit goods,
downloadable at the touch of
a screen or delivered in small
packages from almost anywhere
in the world. Add to this the
ease with which, at the first sign
of serious trouble, your virtual
pirate galleon can set sail and
anchor at another server in a
remote jurisdiction where it is
not easily enforced against. Or,
if sunk by a takedown request,

it can simply be refloated and
renamed. The 21st century
Blackbeards and street market
hustlers of cyberspace might
well feel as if the World Wide
Web was made specially
for them.
However, what if the virtual
galleon need not be sunk, but
merely traced and the digital
barges carrying the infringing
content and offers of counterfeit
goods denied access at the shores
of the world’s online markets?
This article focuses on whether
internet service provider
(ISP) blocking remedies are
available to trademark and
copyright owners in the United
States, China and Hong Kong;
but starts with a brief look
at the position in the United
Kingdom, where the courts
have shown willing to adopt
innovative solutions to this
21st century problem.
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One could say that being an IP pirate
king today is much less risky than it was
then; it can certainly be more lucrative.

United Kingdom
As a result of jurisprudence
developed since 2011, this denial
of access approach is exactly what
has been happening in the United
Kingdom, with orders being granted
by first-instance courts against
major UK broadband ISPs requiring
them to block access to commercial
content produced by the film, music,
television and publishing industries
and unlawfully made available online
by third parties to UK users. These
injunctions have been grounded
on an express provision – Section
97(a) of the Copyright, Designs and
Patents Act 1988, which empowers
the courts to “grant an injunction
against a service provider, where
that service provider has actual
knowledge of another person using
their service to infringe copyright”.
In July 2016, the Court of Appeal
upheld a decision extending the
grant of such injunctions to cases
involving sites based outside
the United Kingdom offering
predominantly counterfeit goods to
UK consumers in Cartier/Richemont

([2016] EWCA Civ 658 – see “‘A
welcome relief for brand owners
fighting against counterfeiters’: court
rules in ISP case”, WTR issue 63).
While the Court of Appeal had no
subject-matter specific legislative
weapon available to deal with
trademark-infringing goods offered
online, it held that it was acceptable
to base a blocking injunction with
essentially the same mechanism on
Section 37(1) of the Senior Courts Act
1981, which reads: “The High Court
may by order (whether interlocutory
or final) grant an injunction… in all
cases in which it appears to be just
and convenient to do so.”
The Court of Appeal’s ruling, which
in the process approved the Section
97(a) regime in the copyright
context, has now opened the door
for enforcement strategies against
websites which offer counterfeit
goods (and potentially other IP
infringements) which need not
necessarily involve laborious,
repeated and frequently ineffective
takedown requests.
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Under the safe harbour provisions of
the Digital Millennium Copyright Act,
ISPs receive different levels of protection
depending on the type of service they provide.

United States

Copyright-infringing sites

In the United States,
statutory safe harbours for
ISPs and legal standards
for injunctive relief make
broadband providers more
difficult targets than other
types of ISP when it comes to
website-blocking injunctions.
As a result, plaintiffs seldom
seek injunctive relief against
broadband ISPs for copyright
or trademark infringement,
instead seeking to block
infringing websites by
obtaining orders against other
types of ISP which facilitate
web traffic, such as domain
name registrars.

Under the safe harbour
provisions of the Digital
Millennium Copyright Act,
ISPs receive different levels of
protection depending on the
type of service they provide.
Broadband ISPs qualify for
the strongest protection under
Section 512(a), which applies
to ISPs that transmit web
traffic through automated
processes which are
indifferent to sender, receiver
and content, and do not copy
content except temporarily
(id at §512(a)). These do
not accept and implement
plaintiffs’ pre-litigation
takedown notices requesting
the removal of infringing web
content; by contrast with
content-hosting ISPs such
as social media networks
(regulated by §512(c)),
which do.

The act also limits injunctions
against broadband ISPs to:
–	termination of access
to a subscriber which is
using the ISP’s service to
infringe; and
–	reasonable steps to
block access to a specific,
identified online location
outside the United States
(id at §512(j)(B)).
Because the Digital
Millennium Copyright Act
does not impose a takedown
duty on broadband ISPs
without a court order, rights
holders tend to focus their
enforcement efforts on ISPs,
which must often remove
allegedly infringing content
before a final determination
of infringement. As a result,
US courts have had no
opportunity to interpret
the act’s injunctive relief
provisions as applied to
broadband ISPs.
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The few copyright infringement
cases applying the act to
broadband providers have
considered whether the
provider qualified for liability
protection under Section
512(a). To receive safe harbour
protection, all ISPs must:
–	adopt a policy which provides
for the termination of
access for subscribers who
repeatedly use the service to
infringe copyright;
–	implement that policy in a
reasonable manner; and
–	inform subscribers of the
policy (id at §512(i)(1)(a)).
In the two cases applying the
requirement to broadband
providers, the courts denied the
broadband providers’ motions
for summary judgment on
Digital Millennium Copyright
Act immunity because the
ISPs had insufficient policies
for terminating access to
subscribers who repeatedly
used their services to infringe
copyright (Ellison v Robertson,
357 F 3d 1072, 1080 (9th Cir
2004), reversing the lower
court’s summary judgment
decision that the defendant
ISP’s repeat infringer policy
qualified the ISP for protection;
BMG Rights Mgmt (US) LLC
v Cox Commc’ns, Inc, 149
F Supp 3d 634, 662 (ED Va
2015), granting the plaintiff’s
motion for summary judgment
that the broadband provider’s
insufficient repeat infringer
policy barred it from Digital
Millennium Copyright Act
protection). However, these
cases scrutinised broadband

providers’ knowledge of
infringement by individual
customers; they did not
consider how broadband
providers should treat
infringing websites which
are not associated with their
users. Only one case involved a
plaintiff which sought to enjoin
a broadband provider from
allowing access to a website that
infringed its copyright under
Section 512(j)(1)(b)(ii), but
the complaint was voluntarily
dismissed before any court
ruling (Arista Records, Inc
v AT&T Broadband Corp,
No 1:02CV06554, 2002 WL
34593743 (SDNY August
16 2002), seeking to enjoin
several broadband providers to
block websites which allegedly
infringed music copyrights
held by the record company
plaintiffs). This dearth of case
law on injunctive relief against
broadband providers may also
drive copyright holders to seek
injunctions against other types
of ISP instead.

Trademark-infringing sites
The United States has not
enacted a statute akin to the
Digital Millennium Copyright
Act for online trademark
infringement. However, courts
considering website-blocking
injunctions in trademark cases
do scrutinise the nature of
the ISP’s service in a way that
protects broadband ISPs more
than ISPs that deal directly with
operators of infringing websites.
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In the trademark context,
there are two scenarios in which US
courts have considered preliminary
injunctions against ISPs to block
infringing websites:
–	actions naming ISPs as codefendants accused of direct
or contributory trademark
infringement; and
–	actions seeking to enjoin thirdparty ISPs on the grounds that
they aided and abetted the
defendants’ infringing activities,
Both of these standards turn on
whether the ISP knew of the activity
and had sufficient control over it to
prevent or reduce the infringement
of the plaintiff’s trademark rights.

Injunctions based on contributory
infringement

US courts have interpreted this to mean that
they can impose preliminary injunctions on
ISPs which have the ability to identify the
subject websites and block internet users
from accessing them over their systems.

These typically fail due to the
difficulty of proving that an ISP
contributed to the infringement
(eg, Perfect 10, Inc v Cybernet
Ventures, Inc, 213 F Supp 2d 1146,
1188-89 (CD Cal 2002), where the
court denied preliminary injunction
against an online age verification
service because the plaintiff did not
have a strong likelihood of success
on its contributory trademark
infringement claim due to the
defendant’s lack of knowledge of
the infringing activity). A plaintiff
must show that the defendant
intentionally induced another to
infringe a trademark or continued to
supply a product or service knowing
that the recipient was using it to
engage in trademark infringement
(Lockheed Martin Corp v Network
Sols, Inc, 194 F 3d 980, 983 (9th Cir
1999)). Since most ISPs do not solicit
infringing activity, plaintiffs typically
turn to the second option, which
requires showing that the ISP knew
of specific instances of infringement
and exercised sufficient control over
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the infringing activity to prevent
or significantly reduce it (Tiffany
(NJ) Inc v eBay Inc, 600 F 3d 93,
105-06 (2d Cir 2010), where the
court dismissed a contributory
infringement claim against an
online marketplace which did
not have sufficient knowledge
of sale listings for counterfeit
products; see also Lockheed
(194 F 3d at 985-87), where the
court dismissed a contributory
infringement claim against a
registrar of internet domain
names because it did not direct
or control registrants’ use of
domain names). Courts typically
find ISPs’ involvement with users’
activities insufficient to obtain an
injunction under that standard.
Broadband ISPs stand an even
lower chance of being enjoined as
contributory infringers since they
interact with individual website
owners less than domain name
registrars, which frequently also
host sites and accept fees from
the owners.

Injunctions based on aiding
and abetting
Trademark owners have enjoyed
more success through the use of
third-party injunctions to compel
an ISP to block an infringing
website. The Federal Rules of
Civil Procedure allow courts to
enjoin third parties “who are in
active concert or participation
with” defendants engaged in
unlawful activities (Fed R Civ
P 65(d)(2)(c)). US courts have
interpreted this to mean that
they can impose preliminary
injunctions on ISPs which have
the ability to identify the subject
websites and block internet users
from accessing them over their
systems (see Arista Records,
LLC v Tkach, 122 F Supp 3d 32,
38 (SDNY 2015), enforcing a
preliminary injunction against
a third-party Internet Protocol
(IP) address directing service;
N Face Apparel Corp v Fujian
Sharing Imp & Exp LTD Co (No
10 CIV 1630 (AKH), 2011 WL
12908845, at *2 (SDNY June 24
2011)), where the court granted
a permanent injunction against
a domain name registrar hosting
infringing websites).
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Third-party injunctions
Third-party injunctions –
which, as in the United Kingdom,
involve no finding of liability
by the enjoined party – require
a lower degree of knowledge
and control on the part of the
ISP. One court found that an
IP address directing service,
which connected domain names
and IP addresses indifferently
with regard to content, had
sufficient knowledge of its users
and control over their activities
to justify an injunction to block
the domain names of infringing
websites (Tkach, 122 F Supp 3d
at 37-38). In a case targeting
a website selling counterfeits,
another court reasoned that an
ISP had sufficient knowledge of
the infringement upon receiving
a temporary restraining order
to be enjoined as a third-party
aider and abettor (N Face Apparel
Corp, 2011 WL 12908845, at *2).
The readiness of US courts
to enjoin ISPs as third parties
suggests openness to the UK
approach of requiring broadband
ISPs to block access to both
copyright- and trademarkinfringing websites on this basis.
It is certainly a strategy worth
considering in suitable cases.
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Hong Kong
Despite the absence of
cases in Hong Kong, it
would appear that courts
can in theory grant
injunctions against ISPs.

To date, there have been no
reported cases in which Hong
Kong courts have ordered ISPs
to block websites in trademark
or copyright infringement
cases, with IP actions against
ISPs few and far between.
Nevertheless, in the right
circumstances, it would be open
to a trademark or copyright
owner to argue for such an
order with at least a reasonable
prospect of success.

Potential basis for ISP
site-blocking orders
Despite the absence of cases in
Hong Kong, it would appear
that courts can in theory grant
injunctions against ISPs,
requiring them to block access
to websites. Decisions issued
by UK courts are of persuasive
value in Hong Kong and are
frequently relied on when
courts consider issues new to
the jurisdiction. It is possible
that Hong Kong courts will
thus follow the approach in
Cartier when it comes to issuing
website-blocking injunctions.

First, Section 21L(1) of the
High Court Ordinance – which
mirrors Section 37(1) of the UK
Senior Courts Act 1981 – gives
the Hong Kong courts broad
power to grant injunctions in
“all cases in which it appears
to the Court to be just or
convenient”. So, the same door
is open for the Hong Kong
courts as it was in the United
Kingdom in Cartier to grant
blocking orders even where
there is no specific legislation
setting out a precise basis
for them.
Second, courts in Hong Kong
are not limited to making
orders against wrongdoers.
In one case, an ISP was ordered
to disclose information about
subscribers to its services –
which were used for the illegal
uploading and sharing of
music files – under Norwich
Pharmacal principles (which
cover the duties of innocent
parties who become mixed up
in the wrongdoing of others).
These principles were applied
by analogy in Cartier.
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Third, there is no jurisdictional
obstacle in Hong Kong similar
to that raised in Cartier –
namely, that the UK government
did not pass legislation to
implement Article 11 of the EU
IP Enforcement Directive, which
requires EU member states to
ensure that rights holders can
apply for an injunction against
intermediaries whose services
are used by a third party to
infringe an IP right.
Knowledge on the part of the ISP
that its services are being used
by others to infringe IP rights
will likely be a prerequisite for
a site-blocking order. This may
be established, for example, by
giving the ISP written notice.
The seven requirements set out
in Cartier for a site-blocking
order are likely to be relevant for
Hong Kong as well. In addition,
it may be relevant to consider the
proportion of infringing content
on the website and how clear-cut
the infringement is.

ISP liability for copyright or
trademark infringement
It would appear that there is
even more reason for Hong Kong
courts to make site-blocking
orders where ISPs themselves
are found liable for copyright or
trademark infringement.

For example, ISPs may incur
civil liability for online piracy
if they expressly or implicitly
authorise another person to carry
out an infringing act under the
Copyright Ordinance or if they
have deliberately collaborated
with the infringer as part of a
common design.
In the trademark context,
Hong Kong courts may follow
the same line as the European
Court of Justice in L’Oreal
v eBay, so that ISPs may be
held liable for trademark
infringement where they play
an active role in promoting the
infringing products, or where
they were aware of the presence
of infringing products on the
website, but failed to act promptly
to remove the posts or to
disable access.

Proposals
The Hong Kong government
has acknowledged the adoption
of judicial site blocking in
other jurisdictions, but has no
immediate plans to enact similar
legislation, despite previously
indicating that it would consider
this issue in the next round of
copyright review. As the passage
of the copyright bill has been
delayed several times, the issue of
judicial site blocking is likely to be
further put on hold.
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In the meantime, there are options
for rights holders. Unlike in the
European Union, where the EU
E-commerce Directive limits
liability of intermediary service
providers for third-party content,
there are currently no such general
safe harbours for ISPs in Hong
Kong. Owing to this uncertainty,
some ISPs respond positively (on
a voluntary basis) to requests from
rights holders to block access to
infringing websites.

China
Few IP actions are brought
against ISPs in China compared
with actions against (statelicensed) internet content
providers. To date, no orders
requiring ISPs to block websites
in copyright or trademark
infringement cases have come
to light.
Despite the absence of any known
ISP site-blocking orders, China’s
Tort Law and the Regulations
on Protection of Right of
Dissemination via Information
Networks may provide a route
for rights holders.
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Potential basis for ISP siteblocking orders in China
Article 36 of the Tort Law sets
out that:
a) The internet users and
internet service providers
shall assume tort liability
if they utilize the internet
to infringe upon civil rights
and interests of others.
b) If an internet user commits
tortious acts through
internet services, the
infringed party shall be
entitled to inform the
internet service provider
to take necessary measures,
including, inter alia,
deletion, blocking and
unlinking. If the internet
service provider fails to
take necessary measures
in a timely manner upon
notification, it shall be
jointly and severally liable
with the said internet user
for the extended damage.

c) If an internet service
provider is aware that an
internet user is infringing
on the civil rights and
interests of others through
its internet services and
fails to take necessary
measures, it shall be jointly
and severally liable with the
said internet user for such
infringement.
Accordingly, an ISP may be
held jointly and severally
liable with a third-party
IP infringer if it knowingly
facilitates such infringement
without taking necessary
measures to stop it. This
would form, at a high level, a
legal basis for attempting to
obtain a site-blocking order.

What needs to be proven?
Should one decide to
pursue a site-blocking
order, the subject bears the
burden of proving that the
ISP has knowledge of the
infringement, is capable of
detecting it and is obliged
to stop it if notified of its
existence and that the balance

The fact that all ISPs in China are
controlled or backed by state-owned
companies is likely to discourage
Chinese courts from issuing ISP
blocking orders against ISPs.

of interests between the rights
holder, internet users and the
ISP merits the grant of a siteblocking order.
The ISP’s knowledge of the
copyright or trademark
infringement can be proven
through a takedown notice
issued to it. In this regard,
the rights holder should
follow Article 14 of the
Regulations on Protection of
Right of Dissemination via
Information Networks, which
requires a sufficient takedown
notice to identify the rights
holder and the infringing
work, and the provisions
of preliminary evidentiary
materials proving the
existence of infringement.
Whether ISPs are obliged to
detect or stop copyright or
trademark infringement on the
Internet is an arguable issue.
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ISPs provide internet infrastructure
or connection services and are often
deemed not to be content providers.
Under the regulations, internet
content providers are obliged
to respond to valid takedown
notices pertaining to copyright
infringement, whereas ISPs have no
such obligation. It would be difficult
for a Chinese court to ignore this
distinction in the regulations and
impose a similar obligation on
an ISP.
Should an ISP blocking case be
brought under the Tort Law,
balancing the various parties’
interests will be an extremely
delicate matter, especially given
that no court has ever granted
a site-blocking order in the past.
Further, an ISP could argue that
a site-blocking order, if misused,
could jeopardise the public’s access
to the Internet; this too is likely
to make the courts hesitant
to grant an unprecedented
site-blocking order.
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Conclusion

While in theory ISP site-blocking
orders may be possible under
Chinese law, the path will be
challenging to pursue given the
legal hurdles outlined above.
Moreover, from a practical
standpoint, the fact that all ISPs
in China are controlled or backed
by state-owned companies is
likely to discourage Chinese
courts from issuing ISP blocking
orders against ISPs. Add to that
the technical and commercial
issues around limiting IP
infringement on networks in
China, which handle about 624
million internet users each day,
and one can see why the courts
may be reluctant to burden ISPs
with the task of doing so.

While the United States,
Hong Kong and China do not yet
have well-established means of
implementing broadband ISP
blocking to combat trademarkor copyright-infringing activities,
tools are available in each of
these to be used by creative rights
holders and bold courts
in suitable cases.
First published in World Trademark Review
in January 2017.
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Tax issues to watch out for
in the EU digital market
in 2017
The digital world is changing rapidly. More and more businesses are active
in the digital market and the tax authorities have discovered that there is a
new work area out there. In the EU, two specific issues are coming up that
businesses should be aware of and be prepared for from a tax perspective.

 AT on free of
V
charge services
The first topic applies to
everyone offering “free of
charge services” to customers
online while collecting
data from these customers.
Free of charge digital
services are online services
or services where content
is not printed, including
online marketplaces, search
engines, comparison portals,
newsletters, smartphone
apps and games. Most of
these services require users’
registration, which is used
on the one hand for technical
reasons (access to cloud
storage), but on the other
hand for that businesses’ own
purposes, including, but not
limited to the transfer to third
parties for consideration.

In recent discussions, German
tax officers raised the question
of whether VAT has to be
charged on the provision of
these free of charge services
by businesses to consumers.
As a result, it is possible that
VAT will become payable on
free of charge digital services
for users in Germany.
A transaction which is
based on the exchange of
consideration between taxable
persons is within the scope
of VAT. The authorities
assume there is an agreement
between users and providers
resulting in an exchange
of consideration, i.e., the
provision of (“free”) digital
services in exchange for the
provision of (“free”) user data
for further use by the service
providers. As a result the
authorities argue that, “free”
services should be subject to
VAT at the local VAT rate in
the country of residence of
the users.

The VAT tax base should be
the market value of the user
data because this is the
intrinsic value provided by
the customers. For calculating
the VAT, such tax base needs
to be multiplied by the local
VAT rate, which ranges
between 17 % in Luxembourg
and 27 % in Hungary. The
VAT shall be reported and
owed by the service provider.
The huge amount of data in
combination with the current
value of such data will result
in a substantial VAT burden.
Such VAT exposure will have
to be borne by businesses to
the extent they cannot pass it
on (which generally cannot be
done due to the nature of the
services being free).
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An alignment between the taxation
of analogue and digital services is
definitively needed.

Several counterarguments
can be made against the tax
authorities’ wishful thinking:
In most cases, users’
registration data is only
needed for technical reasons. It
cannot be considered as being
intentionally been provided in
return for the free use of the
services, e.g., the data entry is
necessary to identify
the person using the free of
charge services.
The tax authorities do not
take into consideration the
fact that providers use a vast
extent of other sources to fund
“free” digital services, e.g.,
advertisements or additional
premium services.
In the analogue world, no one
would consider the provision
of personal data for a trial
subscription or promotional
contest, for example, as

consideration in exchange for
products. An alignment between
the taxation of analogue and
digital services is definitively
needed and the efforts to adopt
the VAT rates of printed books
to e-books in the EU is a
first step.
Many of the tax problems digital
businesses are facing stem from
the misunderstandings of the
tax authorities. The tax
authorities do not understand
the concept of the digital world
given the innovative structures
often used. Such a knowledge
gap can be solved by close
communication between tax
authorities and digital market
companies. As always, it is
key to discuss and explain as
much as reasonably possible
with the tax authorities.
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Abolishment of Tax driven IP-structures

Companies should react to
this new challenge agilely
by building the necessary
resources for monitoring
and spotting data-related
competition law concerns
in their industries.

Another major issue identified by the tax authorities are tax driven
IP-structures, which allow a tax arbitrage of those taxpayers who
can afford cross-border structures.
The OECD has described this topic in detail in its Report on Action
Plan 5 – which is aimed at increasing transparency and substance
for IP structures. The background of this approach can be easily
explained and understood by using the following description,
which can be considered as a typical example:

HoldCo

IPCo
Preferential system,
effective tax 5a%

Intellectual
Property

OpCo
Offsetting against taxable
income, tax effect approx 30%

A group of companies operates several platforms all over the word.
The local platforms are operated in each jurisdiction by a local
corporation, called OpCo. OpCo’s income is subject to the local
tax burden, for example 30 %. All required IP, patents, knowledge
and brands have been transferred by the group to a company in a
country which offers a preferential tax regime (IPCo). The kind of
regimes also known as Patent box or IP box are nothing other than
a special low tax rate (or even exemption from tax) on royalties
received from that company. In the example above, any royalty
received by IPCo from the local platform companies is only subject
to 5 % tax.
Looking at the overall group, the benefit of that structure is that
due to the deduction of the royalties paid from the local tax base
in the country where the OpCo is offering its services, the overall
tax exposure of the group is significantly reduced. These kinds
of structures are criticized by many of the high-tax countries
as shifting the tax base – and accordingly income – from these
countries in which the value is generated to countries, where
businesses have only limited add ons with regard to value creation.
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In 2013 the OECD proposed
a solution for satisfying
the emerging challenges of
globalization. Member states
must agree that as of 30 June
2021 IP Box regimes shall only
be offered to companies having
sufficient substance in that
country (meaning that people
and resources exist in that
country). Furthermore, in
future companies will need to
conduct their own research and
development activities and bear
the risks in order to benefit from
such preferential tax regimes.
However, as the proposal will
only be effective as of 2021
Germany and other countries
have looked at preventing
unintended tax reductions
earlier, in particular based on
adjustments due to the concept
of controlled foreign companies.

Germany has now proposed
its own measures against such
IP-structures set up by nonresident headquarters, which
should come into effect by
the end of this year. The main
components of the new approach
are full/partial non-deductibility
of royalties if and to the extent of:
–	An IP transfer between related
parties (i.e. intra-group);
–	Royalties benefiting from
a preferential tax regime,
resulting in a taxation of the
licensor due to a specific
tax regime of less than
25 % on the royalties; and
–	No or only limited R&D activities
of the licensor with regard to
IP (meaning that the licensor
has not developed the IP
licensed, but rather acquired it
from third party).
If these conditions are met,
the German licensee cannot
deduct the paid licence expenses
from their profit. This is a new
approach. It can be assumed that
other countries will pick it up and
implement comparable measures
(e.g., the discussed “U.S. Border
Adjustment Tax” can result
in comparable restrictions).

Dr. Mathias Schönhaus

Counsel, Dusseldorf
T +49 211 13 68 0
mathias.schoenhaus@hoganlovells.com
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However, this all ends up with
the question of whether IP structures
cannot exist in the future.
Presumably this will not happen
at all. What has already started to
change is that organisations will
have to bring substance to those
countries providing for a preferential
system. Thus, the relevant persons
with the relevant resources need
to be active in that country which
is offering a preferential regime.
Future key considerations will be:
–	Is it from a business
perspective reasonable to
relocate resources or people
into these countries (i.e.,
German automotive
knowledge into Switzerland)?
–	What will be the profit
associated with relocating
the substance in comparison
with the tax savings
to be received?
–	Are there sound business
reasons to set up a structure
beyond tax considerations?
On the basis of these questions,
IP tax structuring is and will
be possible in the future. But the
new tax environment in
the countries providing the
tax benefit needs to be taken
closely into account.
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Digital Trust:
Q&A with Michael Kende
Senior Advisor to Analysys Mason

In the Internet Society Global Internet Report 2016 , that you authored as a
Senior Follow at the Internet Society, you explore the important issue of how
users’ trust in the internet can be affected by data breaches, negatively
impacting the growth of the internet. The case-studies, including the attacks
on Target, Ashley Madison and Sony Entertainment, illustrate the deep and
lasting impact a severe data breach can have on an organisation and its
employees and customers. In the case of Ashley Madison, users not only lost
time and money protecting their finances and identity from theft, some saw
their marriages dissolve, some committed suicide and others were exposed to
blackmail. The Report explores the economic reasons why organisations are
not doing more to prevent such data breaches and sets out a number of
recommendations for addressing some of the key issues.

Q: The case-studies explored in the Report are
examples of some of the most extreme data
breaches. How big is the problem?
A: Data breaches are on the rise and a growing number of
people are impacted. Reported breaches are increasing,
with an increasing number of known records breached
and more that are unknown in number, meaning an
increasing number of people are directly or indirectly
impacted. Surveys do not yet indicate a significant impact
of reported data breaches on non-users willingness to
go online. However, as more users are impacted by data
breaches, such as having their identity stolen for profit,
more users will hesitate to use online services requiring
personal information in general, and specifically stop
doing business with a company that has been breached.
If these trends continue they will cause significant harm
to individuals’ privacy and users’ trust in the Internet,
resulting in lower and more selective use of the Internet.
This, in turn, has the potential to negatively influence the
economic and social impact of the Internet on the
broader economy and society.

If these trends continue they
will cause significant harm to
individuals’ privacy and users’
trust in the Internet, resulting in
lower and more selective use of
the Internet.
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Q: Many of the breaches described in the case-studies
were preventable or the impact could have been mitigated.
In the Report you looked at the question of why more is
not being done by organisations. What was the answer?
A: One of the surprising findings of the report was just how
preventable many breaches are. According to one study, 93%
of data breaches could have been prevented and in the case
of those breaches that were not prevented many of the harms
could have been mitigated by using known tools such as
encrypting the data so it could not be read. In economic terms,
we can explain the apparent lack of efforts with two concepts
that can be boiled down simply to costs and benefits. The cost of
a breach is not entirely borne by the organisation breached, and
the benefit of offering better data security is not high enough.
First, in all likelihood, the data collector who is breached does
not bear all of the costs of the breach – the cost borne by others
is an externality. For example, while Target bore a significant
cost after their breach, they did not bear the full cost of replacing
all of their customer’s credit cards, an externality borne by the
banks. In countries where disclosure is not even required, the
externalities are yet greater, as the companies may not even
bear any reputational cost from the breach. The impact on trust
in the internet is a further externality, and from an economic
perspective, there is no reason for organisations to account for
their impact on trust in the entire Internet when they take their
decisions on data breach prevention and mitigation.
Second, stakeholders have asymmetric information about the
risks they may face, making it difficult to take rational decisions.
In particular, it makes it difficult for organisations to benefit
from taking the right steps to avoid data breaches. For example,
Ashley Madison could not credibly signal they did the utmost
to protect the data of their customers, and that they truly
deleted the data of the former users who paid to have it deleted.
Issues of adverse selection and moral hazard also arise from
the asymmetric information. As an example of the two issues,
consider the challenge of choosing to use a password manager,
a tool some use to propose and remember difficult and unique
passwords, to help prevent a breach caused by using simple (or
default) passwords. The challenge, of course, is that users are
putting all their passwords in the same basket, so that basket
must be well protected. First, many password managers have
liability limits in their terms and conditions as low as $100 per
user. The cost of having all one’s passwords exposed would
be far higher than this – a clear externality. Second, there are
many password managers – how could one determine which
one had the best security breach, other than taking the security
assurances of the developers at face value. As a result, there may
be too little incentive to invest in security.
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We expect safety mandates
for our physical safety – we should
expect the same for our virtual safety.
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Asymmetric warfare
Organisations are engaged in a form of asymmetric warfare,
in which they have to defend against a mind-boggling number and
forms of attack, whereas an attacker only has to get lucky once to
get into the system. And, as in any arms race, any advantage the
defence gets is quickly matched by new offensive weapons.

MALWARE

SOCIAL
ENGINEERING

VENDORS

TARGET

According to
Symantec, 430
million unique forms
of malware were
discovered in 2015,
more than 1 million
per day.18

Large
organisations may
have hundreds
of thousands
of employees
susceptible to
phishing attacks.

Organisations are
also vulnerable
to large and small
vendors whose
systems are
connected for
business purposes.

A target, such
as Target, may
have thousands
of computers,
running new and
old systems, whose
interdependencies
make it difficult
to defend.

EXPLOIT
KITS

CONNECTIONS

To make it easier for
attackers, malware
is incorporated into
exploit kits such
as Angler, which
effectively make hacking
more accessible to
those without skills.

According to Verizon,
70% of attacks where
the motive is known
involve a secondary
target; 70% of attacks
spread from one victim
to the next within
24 hours

A popular exploit kit in
2015 is called Angler.
According to one source,
it might cost up to
USD 30,000 to buy, but
could return millions
in revenues just from
imposing ransoms on
users to get their data
back. Other uses include
accessing login details
for a further attack. The
kit is ‘user-friendly’ from
the attacker perspective,
and continuously
updated to evade
attacks and find new
vulnerabilities.

Source: Global Internet Report 2016
internetsociety.org/globalinternetreport/2016
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Q: How can these issues be resolved?
A: First, organisations must be induced to internalise the
negative externalities they cause other organisations and
users, and society at large, to reduce the incentive to create
them. In many cases, this can be monetary – just as taxes
can reduce certain types of pollution, increasing the liability
or penalty faced by the organisation responsible for allowing
a breach to occur will no doubt lower the probability of one
occurring. Just as some types of pollution are too toxic and
must be outlawed, such as lead in paint, there may be a need
to impose certain data security practices outright.
Second, the way to address the problems of asymmetric
information is to make information more symmetric. If
organisations can credibly signal their cybersecurity levels
to customers, then they will be more likely to invest in it as
their investment will be rewarded. This will also lead to a
more vibrant cybersecurity insurance market, and reduce
the extent of moral hazard as companies with better
practices will be rewarded with more favourable policies.
In the end, customers will benefit because the organisations
they interact with online will have the right incentives
to increase data security.
We draw a parallel to the automotive industry. 50 years ago,
very little was invested in safety features, and there was no
way to determine which car was safest and little demand
for improvements. Now, there are safety mandates, testing
requirements and ratings available to help buyers and as
a result companies compete actively on providing safety
features. We expect this for our physical safety – we should
expect the same for our virtual safety.

Q: In the Report you set out five specific
recommendations. Can you explain these?
The first recommendation is to put users at the centre of the
solutions. As a way to kick-start this user-focused approach
to data breaches, our second recommendation is to create
increased transparency about the risk, incidence and impact
of data breaches globally.
With increased awareness comes increased demand for better
tools. Our third recommendation is that data security must
be a priority. Better tools and approaches should be made
available. Organisations should be held to best
practice standards.
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–P
 revention. To avoid known vulnerabilities, security
tools should be easier to use and update, including
critical security patches. To prevent social
engineering attacks, organisations should apply
trusted tools and best practices to block phishing
emails and embedded malware, and
also train employees to help avoid these attacks.
–	Mitigation. Organisations should gather the minimal
data needed to provide the desired services while
preserving the rights and expectations of individuals.
Organisations should also apply encryption for
gathered and stored data that are in transit and
at rest. Encryption must be made easy to use, and
ideally implemented as a default, particularly
for individuals.
Of course, as user-friendly as tools might become,
they still cost time and money to implement, which
not all organisations are willing to spend to prevent
data breaches and mitigate their impact when they
cannot be prevented. The final two recommendations
focus on how these market failures can be addressed
through economic incentives, concerning both costs
and benefits.
– O
 ur fourth recommendation is increased
accountability. By imposing more of the externalities
of the data breach on the organisations holding the
data, their costs will go up, leading organisations
to increase efforts to prevent them and mitigate
their impact.
–	Our fifth recommendation is security signals.
	By enabling organisations to signal that they are
less vulnerable, thereby reducing the asymmetry
of information, organisations will be able to better
compete for business, increasing regards
of investing in preventing a data breach.
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Security Circle
1

Put users at the centre
of solutions; and
include both users and
organisations when
assessing the costs of
data breaches.

2

Increase transparency
through data breach
notifications and disclosure.
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Data security must be
a priority. Better tools
and approaches should
be made available.
Organisations should
be held to best practice
standards when it comes
to data security.
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Organisations should be
accountable for their
breaches. General rules
regarding the assignment
of liability and remediation
of data breaches must be
established up front.

5

Increase incentives to
invest in security by
catalysing a market for
trusted, independent
assessment of data
security measures.

Source: Global Internet Report 2016
internetsociety.org/globalinternetreport/2016
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Q: Is there anything else you think organisations could
be doing to reduce data breaches and improve trust
in the internet?
Organisations have a
responsibility to secure
the data they hold. They
also share a collective
responsibility with other
stakeholders to secure the
data ecosystem as a whole.

A: Underpinning the five recommendations are
two important principles: data stewardship and
collective responsibility.
Data stewardship. Organisations should regard themselves as
custodians of their users’ data, protecting their data not only
as a business necessity, but also on behalf of the individuals
themselves. Organisations should apply an ethical approach
to data handling, and understand that they can do well by
doing good – protecting users should be a goal in its own
right, which also protects the organisation.
Collective responsibility. On the Internet, everyone is
connected. One breach could lead to another (in other words,
“your breach could be my breach”). Organisations have a
responsibility to secure the data they hold. They
also share a collective responsibility with other stakeholders
to secure the data ecosystem as a whole. This includes
vendors, employees, governments, and others. Should
one of these links not function, the entire trust chain
could be broken.
In summary, our message to organisations is:
– Personal data is precious and priceless – protect it!
–	Collect only what is absolutely necessary
and encrypt what you keep
– Restrict access to those who need to know
– Signal the level of data security you provide
– Destroy data when it is no longer in use
– Be more transparent about data breach incidents
– Be alert to breaches, prepare, notify and act immediately

Michael Kende
Senior Advisor to Analysys Mason
T +41 78 698 3170
michael.kende@analysysmason.com
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Roadmap of data security
tools and approaches
USABLE
SECURITY

SECURITY
ARCHITECTURE

SECURITY
TOOLS AND
APPROACHES

Security tools should
be designed with
humans in mind, to be
easy or automatic to
use when possible

Both prevention
and mitigation rely on
a number of practices
outside the scope of
this report

PREVENTION

MITIGATION

According to one
study, 93% of data
breaches could
have been avoided
based on
existing tools

Not all attacks
are preventable,
and organisations
should take
actions to
mitigate impact

KNOWN
VULNERABILITIES

SOCIAL
ENGINEERING

DATA
MINIMISATION

Many outside
attacks exploit
known vulnerabilities
for which patches
exist but were
not used

A common way
to begin a data
breach is by
tricking employees
into giving up
a password or
directly
introducing
malware

Hackers cannot
take data that
organisations have
not gathered
or stored

ENCRYPTION

Stored data has
no value if it
cannot be read

Source: Global Internet Report 2016
internetsociety.org/globalinternetreport/2016
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Hong Kong Consumer
Council Report highlights
trends and pitfalls
in online retailing
In November 2016, the Hong Kong Consumer Council published an
in-depth study into online retail in Hong Kong, with particular focus on
the airlines & travel, food & beverage, clothing & beauty and computer
& electronic products sectors. The study identifies a number of pitfalls
in the commercial and legal environment in which online retail is
conducted, and makes some important recommendations to
the government to review the legal framework.

Online shopping
in Hong Kong
The study finds that the
percentage of consumers
who shop online in Hong
Kong lags behind those in
other countries. The figure
was at only 23% in 2014,
compared to around 70% for
the Mainland, Japan, Europe
and the US. However, the
study recognises that online
shopping in Hong Kong
will continue to take off
with globalisation.
When asked, consumers cited
numerous concerns about
the online environment as
reasons for not shopping
online in Hong Kong.
Accordingly to the study,
the sectors examined face
particular challenges when it
comes to online retailing.

For example, consumers
complained about duplicate
bookings due to the
complexity of using online
booking systems in the
airlines sector. Another
common complaint was that
consumers were unable to
redeem vouchers purchased
on group buying sites.

online businesses may be
failing to observe the six
data protection principles in
the Personal Data (Privacy)
Ordinance (“PDPO”) and are
possibly, among other things,
collecting excessive personal
data and using personal
data for direct marketing
without consent.

Pitfalls in online retailing

When delivery is outsourced,
not all platform operators
restrict delivery agents by a
confidentiality undertaking
on handling customer data.

More generally, the study
highlights a number of pitfalls
in online retailing.
We elaborate on these below.
1. Privacy risk
There has been an upward
trend in information and
communications technology
related complaints to the
Privacy Commissioner.
Consistent with this trend,
the study flags that:

Digital security is identified
as a particular concern for
online platforms or shops,
given the large amount of
personal data collected and
the multiple databases used
to hold personal data. Online
platforms may be an easy
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target of malware, hacking
and phishing attacks. For
instance, in December 2015,
a toy manufacturer Vtech with
online operations announced
that customer records of 5
million adults and over 6
million children worldwide
had been hacked. In the same
month, a Hong Kong company
operating the SanrioTown
website announced that up to
3.3 million members’ personal
data could have been publicly
accessible as a result of
security vulnerability.
2. Unfair trade practices
The study highlights that
online shoppers are particularly
vulnerable to misleading and
deceptive practices as they may
not be able to examine goods
and have few avenues to
seek clarifications.
Online shoppers are also
more likely to be influenced
by misleading or “paid”
product reviews and discover
unexpected surcharges towards
the end of a transaction. Unfair
trade practices are identified as
a problem in the beauty sector.
For example, beauty shops sell
discount coupons online and
then engage in high pressure
sales tactics to sell expensive
additional treatments to
consumers at the time
of redemption.
The study reminds online
traders that they are subject to
the same criminal sanctions
as those for the physical world
under the Trade Descriptions
Ordinance (“TDO”). Under
TDO, it is an offence to engage
in the following unfair trade
practices: (a) omitting or
hiding material information;
(b) aggressive commercial

practices; (c) bait advertising;
(d) bait and switch; and (e)
wrongly accepting payment.
3. Allocation of responsibilities
The study also suggests that
the matrix of commercial
relationships in online
retailing adds a further
layer of complexity to
the commercial and legal
environment for online retail.
Very often, one or more of
the following parties may
be involved: the customer,
the supplier of the goods
or services, search engines
directing consumers to the
online shop or platform,
the platform for its marketing
service, payment gateways,
bank and credit card companies
for payment settlement and
delivery companies.
In practice, these various
parties may have back-to-back
contracts in place to disclaim
liability wherever possible.
This makes it difficult to resolve
complaints arising from
online retailing.
4. Licensing concerns
The study reveals that ordering
food & beverage online has
become increasingly popular.
Licensing is a particular
concern for the food &
beverage sector, which is
highly regulated with different
licensing arrangements for
food manufacture, importation,
distribution and retailing to
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protect public health. The study highlights the need
to observe the same food safety and licensing
requirements as street vendors.
Digital security is identified
as a particular concern for
online platforms or shops,
given the large amount of
personal data collected and
the multiple databases used
to hold personal data.

5. Competition concerns
In Hong Kong, the Second Conduct Rule of the Competition
Ordinance prohibits a business with a substantial degree of
market power from abusing that power. The study considers
that online platforms derive significant market power from
their large scale operations and the information they possess.
With such power comes the possibility of abuse. For example,
in the airline and hotels sector, the study flags that online
travel agencies with a large share of the travel booking market
may be restricting the ability of smaller hotels to market rooms
at lower prices by requiring the hotels to give them the best
available rate.

Recommendations to the Hong Kong Government
In view of the problems associated with online retail, some
of the measures that the study recommends the government
to consider for regulating online retail are:
1. Legislate for consumers’ right to withdraw. In some
jurisdictions (e.g. the EU, UK and China), consumers can
withdraw from online transactions within a specified period
without a reason depending on the condition of the goods.
Certain exclusions apply, such as for perishable and timelimited goods.
2. Legislate for a mandatory information provision. This would
cover all essential information, including the total price of
the goods or services (inclusive of delivery charges, taxes and
any other costs), the full identity and contact details of the
trader, the duration of the contract, details about the right to
withdraw, and the complaints handling policy.
3. Legislate to clarify consumer rights and remedies for
digital content. Presently, it is unclear whether digital content
(e.g. software, music and video) is classified as a “good” or a
“service” and accordingly whether the Sale of Goods Ordinance
or the Supply of Services (Implied Terms) Ordinance are
applicable to contracts for supply of digital content. Doubts
therefore arise as to whether the rights and remedies under
such ordinances are available to consumers of digital content.
The UK has passed legislation to address this issue.
4. Monitor how online platforms exercise their market power.
The study flags that the business practices of large Internet
platforms have raised the attention of antitrust authorities
overseas, and their influence on competition in Hong Kong
should be monitored.
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5. Understand big data implications and how it is being used. This
is particularly relevant for large platforms that collect a large
amount of customer and transaction information, and have the
ability to leverage such information for customer profile analysis.
6. Establish an online dispute resolution (“ODR”) mechanism.
As it may not be practical to bring legal action for online claims,
an ODR mechanism can help consumers identify the party
answerable and facilitate out-of-court settlement in a costeffective manner. The EU has established a common ODR
platform for EU members.

Best practices for online businesses
We set out below some of the best practices to help businesses
avoid the pitfalls of operating in an online environment:
1. Provide full information relating to the transaction.
To enhance transparency and avoid subsequent disputes, online
businesses should set out all relevant information, including
about the product, price, delivery terms and the trader in a clear
and conspicuous manner.
2. Maintain clear online business policies. These include a privacy
statement, personal information collection statement, userfriendly terms and conditions of sale and purchase (as well
as a summary if helpful), return and refund policy and
performance pledges.
3. Maintain a “goodwill” return and refunds policy.
This will instil confidence in consumers and encourage
online shopping.
4. Display final prices and provide a summary review before
concluding the transaction. The prices displayed should be
inclusive of delivery charges, taxes and other costs. This will
reduce the number of cancellation requests and subsequent
complaints from customers.
5. Handle data securely and comply with PDPO.
See Hogan Lovells' Overview of Hong Kong's Privacy Ordinance
(March 2014) for our overview and tips for complying with the
various requirements under PDPO.
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6. Steer clear of unfair trade
practices. In the online retail
space, especially watch out for
pricing claims/comparisons,
product/photo discrepancies,
bait advertising, false/
misleading endorsements, etc.
7. Ensure compliance with
all relevant safety and food
regulations. Any mandatory
licenses should be displayed
online. The fact that a
business is operating online
does not exonerate it from
its obligation to obtain all
necessary licences and comply
with safety requirements.

Eugene Low

8. Provide a customer support
and complaints channel
for online consumers. This
allows consumers to seek
clarifications before making
a decision to enter into a
transaction, and allow timely
settlement of disputes.
9. Retailer to retain overall
responsibility. The study
recommends that overall
responsibility for any
problems should remain
with the retailer. Retailers
are recommended to
provide clear and accurate
information and contacts
for all firms that have been
subcontracted to supply
services e.g. delivery, credit,
payment handling.

Partner, Hong Kong
T +852 2840 5907
eugene.low@hoganlovells.com

Conclusion
Concerns about the online
environment in Hong
Kong are not surprising as
consumer protection laws
were designed for brick and
mortar operations. There is
also the added complexity
of commercial relationships
online which makes the
scope for confusion,
miscommunication, errors
and delay potentially greater.
It is of paramount importance
for businesses operating
online to be wary of the
pitfalls in online retailing and
the potential “hot spots” of
customer complaints, and
implement best practices to
stay out of trouble.

PJ Kaur

Associate, Hong Kong
T +852 2840 5634
pj.kaur@hoganlovells.com
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China moves to implement security
review of network products and
services: but leaves foreign investor and
manufacturer concerns unanswered
Overview and background
On 4 February 2017, the Cyberspace Administration of China (“CAC”) issued
a draft of the Network Products and Services Security Review Measures
(“Draft Measures”) for public comment: the Draft Measures remain open for
comments until 4 March 2017. The Draft Measures are follow-on legislation
to China’s Cyber Security Law adopted on 7 November 2016, which will take
effect from 1 June 2017 (the “Cyber Security Law”).

The Draft Measures bring China one step closer to
implementing a security review regime with respect to
network products and services (and their providers), a
process first set in motion by the Cyber Security Law. How
this regime would look was one of several major areas of
concern for foreign investors arising out of the implementation
of the Cyber Security Law in China. Given the recent
direction China has taken in this regard, and a previous
campaign to introduce the “secure and controllable”
concept in the banking, securities and insurance sectors,
there were legitimate concerns that a new program of
security review might be skewed in favour of “local”
manufacturers and thus become a back door means of
imposing essentially protectionist policies. In the case of
the previous “secure and controllable” campaign, in some
sectors, even though the campaign was eventually suspended,
some such protectionist effects were felt, as it seemed that
some businesses in China may have taken the view in light
of impending requirements that buying local products was
a better, lower risk purchasing strategy than buying products
manufactured overseas or by foreign-invested enterprises
(“FIEs”) in China, so these concerns are quite real.
The background to the Draft Measures is that the
Cyber Security Law requires that network products and
services purchased by operators of “critical information
infrastructure” (the definition of which is somewhat vague
and unsatisfactory) (“CIOs”) must undergo national
security review (“Security Review”) if such network
products and services “might potentially have an

How this regime would look was one
of several major areas of concern
for foreign investors arising out of
the implementation of the Cyber
Security Law in China.

Hogan Lovells

48

impact on national security”,
failing which the CIO risks
being ordered to discontinue
use and/or being subject to
quite stiff fines (up to ten
times the purchase price) and,
in a formulation reminiscent
of the PRC Criminal Law, the
persons directly in charge
and other directly responsible
persons will be liable to pay
personal fines between RMB
10,000 and 100,000.
Thus, since the promulgation
of the Cyber Security Law
(which has yet to come into
force), it has been known that
a Security Review regime
would be introduced for
certain network products and
services, potentially impacting
both the businesses who
are manufacturers of such
products and providers of
such services as well as the
users (or prospective users)
of those products and
services. The Draft Measures
aim to give shape to such
Security Review, but as
drafted leave a number of
critical questions unanswered.

Do the draft measures
answer all the questions?
The Draft Measures fill in
some of the details of the
Security Review process,
primarily by setting forth the
broad content areas to be
covered and by establishing
its bureaucratic framework.
However, the Draft Measures
do little to settle some of the
key areas of uncertainty
that have arisen around
the Security Review
process, including:
–	More precision around
which products and
services might be viewed
as having an impact on
national security and
therefore potentially
subject to Security Review;
–	 M
 ore precision around
which companies
are considered to be
CIOs and therefore
potentially limited in their
procurement options; and
–	 W
 hether there will be
a protectionist slant in
the Security Reviews,
such that their practical
implementation will make
it difficult for foreign or FIE
manufacturers to compete.

The Draft Measures do little to settle some
of the key areas of uncertainty that have
arisen around the Security Review process.

Perhaps the biggest concern
is that, even if passed in
their current form, the Draft
Measures also do not set
out the specific standards
and procedures applicable
to Security Review. On an
optimistic view, the Draft
Measures should only be an
intermediate step closer to the
launch of the Security Review
regime, not the final step, and
more legislation (perhaps
in the form of further CAC
implementing rules) should
follow, bringing clarity. A more
cynical view is that certain
obvious gaps will persist in
any event, and in practice will
simply be filled in by opaque,
subjective interpretation.
The Draft Measures also
introduce some new potential
areas of “scope creep” for
rules that on their face are
meant to be directed at
cyber security concerns. For
example (and as explained in
more detail below), Security
Reviews are to include an
assessment of the risk that
users could become so reliant
on a technology that it gives
rise to unfair competition,
which is not a risk that would
ordinarily be seen as part of a
technology risk management
exercise (and is a concern
already addressed under
other Chinese laws).

Global Media Technology and Communications Quarterly Spring 2017

Scope of application
Article 2 of the Draft Measures
provides that “important
network products and services
used by information systems
which concern national security
and the public interest are
subject to network security
review”. Article 2 thus sets
out an opaque and potentially
broad scope of application for
Security Review. However, it is
the restrictions on procurement
set out in the Draft Measures
which really illustrate the
“consequences” for failing to
achieve certification:
–	 P
 arty and government
authorities and key
industries must purchase
network products and
services which have passed
Security Review on a priority
basis, while refraining from
purchasing any network
products and services
which have failed to pass
Security Review.
–	 C
 IOs may only purchase
network products and
services which have passed
network security review
if such network products
and services may have an
impact on national security
(as determined by the
government departments
in charge of protecting
the security of critical
information infrastructure).
The second bullet point above
is consistent with the text of the
Cyber Security Law, but like
the Cyber Security Law carries
with it some uncertainty as to
the scope of its application,
as “critical information
infrastructure” has yet to be
fully defined.

The first bullet point above,
by contrast, goes even further
than the requirements under
the Cyber Security Law and
introduces further uncertainty,
as the term “key industries”
is not exhaustively defined
but clearly allows the scope
for sectors forced to buy only
certified products and services
to be expanded, based on
subjective interpretation of
what is a “key sector” going
beyond those listed.
The foregoing provisions on
procurement might suggest
limited impact for product
and service providers whose
target markets do not include
party and government
authorities, key industries, and
CIOs in segments touching
upon national security.
Absent any amendment or
clarification to the Draft
Measures, however, we do
not expect a limited impact,
given that “key industries”
and “operators of critical
information infrastructure”
may be interpreted to apply to a
broad swath of companies, and
given the likelihood that some
companies e.g. state-owned
enterprises outside these
defined categories may also
voluntarily chose to (or come
under pressure to) give priority
to purchasing products that
have passed Security Review
and are readily available on
commercial terms. The teeth
in the imposition of the “secure
and controllable” policy in
the banking sector was not so
much the threat of punishment
for violating the legislation,
but more in the commercial
pressure brought to bear in the
tendering and procurement
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China appears to have
conflated non-national
security-related issues
like data protection and
acts of unfair competition
in what is supposed to be
a national security test.

of equipment processes by
State-owned banks, where
in practice any bidder that failed
to meet the given “secure and
controllable” criteria
would essentially find its
bid marked down to the point
where the bid was virtually
or literally disqualified.

What does Security
Review involve?
The Draft Measures implicitly
require that network products
and services be “secure” and
“controllable”, and in this regard
require the assessment of the
following potential risks:
–	 T
 he risk that such
products or services might
be subject to unlawful control,
interference or
operational shutdowns;
–	 R
 isks occurring during
the course of research,
development, delivery and
technical support in relation
to the products and key
components thereof;
–	 T
 he risk that the product or
service provider might be able
to use the provision of such

product or service as a means to
unlawfully collect, store, process
or use related user information;
–	 T
 he risk that the product or
service provider might be able
to take advantage of users’
reliance on such product or
service to engage in unfair
competition or activities
detrimental to user interests; and
–	 O
 ther risks which may
jeopardize national security
or harm the public interest.
The first bullet point seems to
be taking aim at whether the
products are at risk of being
hacked, infected by viruses,
and/or controlled or turned
off remotely.
The second bullet point is more
oblique and likely contemplates
a number of risks, some of which
relate to the broad concerns
set out in the first bullet. Risks
concerning the development of
the products and its components
points would include software
“back doors”, “logic bombs”
and other code
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The risk highlighted here is not one
which would ordinarily be seen as a
direct concern from a network
security perspective.

that would have been
deliberately installed as part of
the development with a view
to allowing data extraction or
remote operation.It could also
involve an assessment of how
secure the course of development
of the technology was and, for
example, assessing the risk
that knowledge of the security
features of the technology such as
encryption/decryption keys has
“leaked” or has otherwise become
known outside the developer’s
organization, or that software or
firmware, whether open source
or sourced from a third party,
has not been properly screened
prior to its use in the product.
Risks concerning technical
support of a product could point
to the product’s reliance on
remote support, whether within
or outside of China, or to the
customer’s access to source code,
and so may be a further point
of concern about the Security
Review for foreign technology
providers in particular.
The third bullet point takes aim
at data protection concerns
around user information, in
particular the risk that products
collect and process information
without the user’s knowledge.
Unlike in the first bullet point,
the focus here is on misconduct

by product and service providers
and not third parties that may
hack into the product.
The fourth bullet point seems to
be something of a mixed concept,
whereby it hints at issues like
abuse of a dominant market
position with the words “might
be able to take advantage of
users reliance on such product
or service to engage in unfair
competition” but also brings
up more generalized and
vague notions of the provider
or manufacturer engaging in
behavior prejudicial to users
which points to consumer
protection-type laws. The risk
highlighted here is not one which
would ordinarily be seen as a
direct concern from a network
security perspective.
What is interesting or you could
say unfortunate about this,
is how China appears to have
conflated what some might argue
are non-national security-related
issues like data protection and
acts of unfair competition in
what is supposed to be a national
security test. These areas are
already extensively addressed in
other parts of Chinese law, so
it is difficult to see why they
should form part of a national
security test.

The unfair competition/
prejudicial conduct to users part
is not just vague, it is also largely
subjective and could be used
to fail a product manufactured
overseas or by an FIE for the
wrong reasons: any service or
product provider regardless
of origin has the potential for
abusing its position as vendor
or supplier in a manner that
goes against the interests of
the consumer, depending on
how you define “abuse”, so the
question becomes how do you
make an objective, non-political
decision whether or not to pass
based on the potential for abuse?
As for the sweep up at the end:
as drafted, this is basically
a purely subjective test of
anything else that may have been
omitted from the legislation or
which may be determined as
harming the public interest as
determined by the CAC or the
institutions or experts making
the determination. It is so broad
as to make the other criteria
basically redundant, as virtually
anything could be fitted within
this category.
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Security review
process framework
The Draft Measures set out a multilayered, multi-institutional approach
to Security Review, which we
have illustrated in chart
form on the opposite page.
The top layer is the CAC,
which will promulgate the legislation
in its final form and will be
responsible for its interpretation.
The next layer down is a Network
Security Review Committee (“NSR
Committee”). The NSR Committee
will be established by the CAC,
together with other departments
in charge (perhaps the Ministry
of Industry and Information
Technology (“MIIT”) and/or
others), and will be responsible
for deliberating on major Security
Review policies, uniformly
organizing network security review
efforts, and coordinating major
Security Review issues.
The next layer down is a Network
Security Review Office (“NSR
Office”). Though not specifically
defined, the NSR Office might
presumably be a local office under
the CAC. Each NSR Office is in
charge of the specific organization
and implementation of
Security Reviews.

The potential for gaming the system
through undue influence is undeniable.

The NSR Office will arrange for two
other groups of actors – (1) thirdparty institutions and (2) experts
– to actually conduct Security
Reviews, where and as required
based on the requirements of the
State, the advice of national trade
associations, market reactions,
applications by enterprises and so
forth. One of the dangers of such
broadly consultative approach is
how the NSR Office will balance
comments or recommendations and,
for example, filter out those driven
by protectionist motives.
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Security Review Process Tree

Network Product
or Service
(“NP/S”)

Is NP/S an important network
product or service used in an
information system that
relates to national security
or the public interest?

No

Security Review
is not required;
however, it may be
necessary to be
competitive in
the market.

Yes

CAC
–	Enact and interpret
Security Review
legislation

Security Review required

Is NP/S used in the finance,
telecommunications, energy
or other key industry sector

Yes

No

+ (?)

Undergo Security Review
organized by NSR Office

Step 1

Step 2

Undergo Security
Review organized
by industry
sector regulator

Evaluation by Third
Party Institution

1.
CIOs are forbidden
from purchasing NP/S
if purchase might
affect national security
(as determined by
the CIO regulator).

Overall assessment by expert
committee (appointed by
NSR Committee)

Party / government
bodies and entities
in “key industries”
are forbidden from
purchasing NP/S.

NSR Office publishes
(partially redacted?)
Security Review results
No
Security Review passed?
Yes
NP/S may be purchased by
CIOs, party/government
bodies, entities in key
industries, and others

–	(Together with
other departments)
Establish NSR
Committee)

Undergo Security
Review organized
by NSR Office

2.
Step 3

–	Appoint expert
committee(s)

3.
May miss out on
market opportunities
with entities voluntarily
giving priority to
purchasing NP/S
which have passed
Security Review.

NSR Committee
–	Deliberate major
Security Review
policies
–	Uniformly organize
Security Review
efforts
–	Coordinate on
major Security
Review issues
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Third-party institution review
apparently comes first. Such
third-party institutions are
to be designated by an as-yet
unspecified organ of the state
(so are not independent in any
sense) and clearly there is a
risk of decisions being driven
by undue influence. The thirdparty institution will conduct
a third-party evaluation.
After that, a committee of
experts (formed by the NSR
Committee), taking the
third-party evaluation as a
basis, will conduct an overall
assessment of (1) the security
risks of a given network
product or service, as well as
(2) the security and reliability
of the provider of such product
or services. In a partial nod to
greater transparency, security
review results will be then
published by the NSR Office
“within a defined scope”, so
presumably with the
parts relating to national
security redacted.
Government authorities
in “key industries” such as
finance, telecommunications,
energy and so forth (and
therefore potentially others)
are responsible for Security

Reviews in their respective
industries and sectors. It is not
entirely clear, though, whether
involvement of sector-specific
authorities in Security
Reviews puts those reviews
on a separate track from other
industries, or whether their
participation is an additional
layer, and how products and
services that are used across
multiple industries will
be treated.
This does not augur well for
overseas or FIE manufacturers
who may, in the industryorganised reviews, come
up against some of the
government and regulatory
bodies that historically have
been less open to foreign
investment. Many of the
officials in those bodies and/
or in the ranks of review
institutions or experts will
have worked in, or spent
time with domestic players
(those who have worked
overseas or for FIEs or
overseas manufacturers are
likely to be in the minority)
who will be seeking Security
Review for their products,
leading to obvious conflicts
of interest. Other risks are

exactly the same as those that
have plagued invitation to
tender bid panels in China:
manufacturers and other
interested parties will try to
pre-determine the outcome
by identifying and seeking
to influence the members of
the group who make the final
decision. Article 12 alludes
to this risk by requiring
these third party institutions
to conduct an “objective,
impartial and fair evaluation
of the product, services and
the provider”, but this is really
only a counsel of perfection
and the potential for gaming
the system through undue
influence is undeniable.
Article 13 alludes to another
major issue: how to ensure
the reviewers do not disclose
confidential information
revealed during the review
process. This is discussed in
detail below.
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National security is by definition a rather
murky area of law and so it could not have
realistically been expected that the Draft
Measures would bring laser-like precision
to the new Security Review process.

Security of proprietary
information
Article 13 makes the position of
the equipment or service provider
with respect to compliance
abundantly clear when it says:
“Network product and service
providers must cooperate with
network security reviews.”
These will undoubtedly include
disclosure of certain product/
service information, some of
which may be sensitive and/
or proprietary and constitute
valuable intellectual property
rights (“IPR”). This raises
concerns about the security
of such disclosed information
and potential theft or loss
of IPR as a pre-condition
to gaining market access.
The Draft Measures attempt
to provide some comfort in
this regard by providing that
third party institutions and other
relevant entities and personnel
(e.g. experts) are obligated
to maintain the security and
confidentiality of any information
to which they have access during
the course of a security review,
and must not use such
information for purposes
other than performing network
security review.

However, we expect this will
provide little real comfort, as no
punishments are specified for the
contravention of these measures
and leaks and misappropriation
can be virtually impossible to
trace; obtaining adequate redress
in the Chinese courts may not
be realistic or achievable in
the absence of overwhelming
evidence. Understandably,
some multi-national companies
providing network products
and services may prefer to
only provide non-front-line or
a limited range of products in
China to mitigate the risk of
disclosures of “crown jewels”
IPR. And, of course, the “elephant
in the room” (on which the
Draft Measures are predictably
silent) is whether passing
certification means disclosing
source code in part or in whole.
Given the fact that the Draft
Measures potentially allow and
essentially require a wide range of
government and Party bodies and
other key industry participants
to shun non-certified products,
the commercial pressure on those
overseas or FIE manufacturers
who service those markets and
industries to obtain certification
is likely to be intense if they
want to continue to service those
markets; hence the pressure
to produce source code once a
request is made is also likely to be

intense, bearing in mind, as
noted above, that “cooperation”
is mandatory.

Conclusion
National security is by definition
a rather murky area of law and so
it could not have realistically been
expected that the Draft Measures
would bring laser-like precision
to the new Security Review process.
However even the minimalist
expectations of the foreign
investor/manufacturer
community are likely to have
been disappointed by the Draft
Measures, which suffer from the
following obvious and essential
flaws, to name but a few:
– No further clarity on which
products and services are
subject to Security Review:
essentially an unsatisfactory
and ultimately subjective test
of: “Important network
products and services used
by information systems which
concern national security
and the public interest”
will determine this;
–	No further clarity on
which companies will be
considered CIOs;
–	A national security review test
that conflates areas already
addressed elsewhere in
Chinese law and which do
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not obviously belong
in the national security
review context;
–	A multi-layer governmentdriven bureaucracy
organizes the review
process and chooses
all the participants
with no safeguards on
independence built in at
any stage;
–	No obvious filtering
mechanisms to prevent
protectionist data and
recommendations being put
forward by trade associations
or market players;
–	No clear machinery to
prevent government
officials with conflicts
of interest (e.g. ties to
industry participants whose
equipment or services
is under review) from
participating in the
review process;

–	Many industries which
have historically tended to
be most closed to foreign
investment will organize and
carry out their own sectorbased review processes;
–	No definitive list of the
“key industries” which will
be under an obligation to
purchase certified equipment
and services, so the list can be
extended based on subjective
interpretation;
–	No provision imposing
accountability or specific
punishments on participants
who fail to conduct an
“objective, impartial and
fair evaluation” other than
“being held responsible
for the results of
their evaluations”;
–	No mention of whether
source code can be
requested, but an obligation
to cooperate means that if
requested, network product
and service providers have
an obligation to provide it;

–	No safeguards built in to
prevent corruption in the
process or gaming the
system through undue
influence (although
arguably partially covered
by existing legislation); and
–	No mention of any review
or appeal procedure for an
interested party who feels
the outcome of a Security
Review was seriously flawed.
All in all, the Draft Measures
do little to address or
alleviate foreign investor or
manufacturer concerns that
came out of the passing of the
Cyber Security Law in relation
to Security Review. At most
the Security Review process
is now a little clearer. All
that can be hoped for is that
subsequent drafts can address
at least some of the key issues
raised above.
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