Tracking
Technologies
An Update on the Current
State of Law in the U.S. and
Europe on Cookies, Pixels,
Scripts and Other
Ecosystem Changes

MAY 12, 2021

GTLAW.COM

Today’s Presenters

David A. Zetoony

Carsten Kociok

Darren J. Abernethy

Co-Chair, U.S. Data,
Privacy and
Cybersecurity
Practice

Local Partner, Data,
Privacy and
Cybersecurity
Practice

Of Counsel, Data,
Privacy and
Cybersecurity
Practice

2

GTLAW.COM

Agenda
1.

Tracking Technologies

2.

Changing Laws
1.

US: CCPA / CPRA / VCDPA

2.

EEA: GDPR / ePrivacy Directive

3.

Litigation Trends

4.

Changing Technology

5.

1.

Deprecation of cookies support in Chrome

2.

iOS

Summary of Trends and Practical Action Items
3

GTLAW.COM

1. Tracking Technologies: What are they?
Tracking technologies are designed to track individuals online (and/or offline). The
purposes of the tracking, however, differ and include things such as:
• analytics,
• retargeting,
• website design and process optimization,
• serving ads,

• creating look-alike audiences
• profile building, or
• paying referral commissions.
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1. Tracking Technologies: What are they?
While several technologies are used for tracking, the following are the predominant
technologies:

Cookies

Scripts
Tracking pixels
SDKs

Digital fingerprinting
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1. Tracking Technologies: What are they?
What the consumer sees:
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1. Tracking Technologies
What the consumer does not see:
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1. Tracking Technologies
What the consumer does not see:
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1. Tracking Technologies
What the consumer does not see: COOKIES
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1. Tracking Technologies
What the consumer does not see: TRACKING PIXELS

10

GTLAW.COM

1. Tracking Technologies
What the consumer does not see: JAVASCRIPTS
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1. Tracking Technologies
What is a tag?
“Tag” = piece of code (e.g., HTML or JavaScript”) that when read by a browser
may trigger a cookie / pixel / JavaScript to execute.

What is a tag manager?
“Tag Manager” = tool used by some web developers to organize and coordinate all
tracking technology used on a website from one portal. A tag manager
theoretically allows the web developer to quickly pull tags on, or off, a website,
and to change their configuration (e.g., when they deploy, when they don’t
deploy, etc.) from one portal.
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2. Changing Laws
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2. Changing Laws:
CCPA
• January 1, 2020 |
CCPA became effective
• July 1, 2020 |
CCPA could be enforced by the
government.
• August 14, 2020 |
CCPA regulations finalized.
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Notices to Data Subjects
(CCPA §1798.100(b) )

2. Changing Laws:
CCPA

Right to A ccess Data
(CCPA § 1798.100(a) )
Right to Be Forgotten
(CCPA § 1798.105)
Right to O pt-Out of Sale
(CCPA § 1798.115(d), 1798.120)

Right to Services on Equal Terms
(CCPA § 1798.125(a) (1))
Financial Incentive Disclosure
(C CPA § 1798 .125(b)

Appropria te Da ta Security to
Safeguard Inf orma tion
CC PA 1798.150 (a)( 1) (statutory damages and
private right of ac tion f or failu re to secu re)

Breach Notification
California breach no tific ation statute

Contractual Requirements in Service
Provider Agreements
(N ot ex pressly required, but recom mended to aid
in com pliance with other obligations )
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2. Changing Laws: CCPA
Personal
Information

Sale

Opt-out
Rights

Potential
Problem
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Personal
Information

Sale

Opt-out
Rights

Potential
Problem

“Personal information” . . . includes, but is not limited to,
the following if it . . . could be reasonably linked, directly or
indirectly, with a particular consumer or household:
Email address
Persistent identifier that can be used to recognize . . . a device that is linked to a consumer
IP address
Cookies,
Beacons,
Pixel tags,
Mobile ad identifiers,
“similar technology”
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Personal
Information

Sale

Opt-out
Rights

Potential
Problem

““Sell,” “selling,” “sale,” or “sold,” means selling, renting, releasing, disclosing,
disseminating, making available, transferring, or otherwise communicating orally, in
writing, or by electronic or other means, a consumer’s personal information by
the business to another business or a third party for monetary or other valuable
consideration.”
Something is not a sale if:
•

Personal information was not given for valuable consideration,

•

The recipient is a “service provider” (defined as a company that is contractually prohibited from “using,
sharing, or retaining” data except to provide services, or

•

Consumer “opts-in” (e.g., directs company to intentionally disclose information to a third party)
18
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Personal
Information

Sale

Opt-out
Rights

Potential
Problem

If it’s a sale, the CCPA requires that a business:
1.

Disclose that they are “Selling” information in their privacy notice

2.

Include a “Do Not Sell My Personal Information” link on their homepage.

3.

Look for, and honor “global privacy controls” such as browser plug-ins or settings.

4.

If a consumer opts-out,
A.

Not share their information.

B.

Not ask them to share their information for at least 12 months.

C.

Not discriminate against them.
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Personal
Information

Sale

Opt-out
Rights

Potential
Problem

If it’s a sale, the CCPA requires that a business:
1.

Disclose that they are “Selling” information in their privacy notice

2.

Include a “Do Not Sell My Personal Information” link on their homepage.

3.

Look for, and honor “global privacy controls” such as browser plug-ins or
settings.

4.

If a consumer opts-out,
A.

Not share their information.

B.

Not ask them to share their information for at least 12 months.

C.

Not discriminate against them.
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2. Changing Laws: CPRA / VCDPA
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2. Changing Laws: CPRA
•

On November 3, 2020, California voters amended the CCPA by enacting proposition 24 – the
California Privacy Rights Act (“CPRA”). The modifications will take effect January 1, 2023.

• The CPRA implicitly recognizes that certain online tracking may not be the “sale” of personal
information by creating a new and separate category of data transfers under the definition of
“sharing” personal information.
• “Sharing” is defined as “making available . . . consumer’s personal information by [a] business
to a third party for cross-context behavioral advertising whether or not for monetary or other
valuable consideration . . . .” Cal. Civ. Code 1798.140(ah)(1) (West 2021).

• “Cross-context behavioral advertising” is in turn defined as “targeting of advertising to a
consumer based on the consumer’s personal information obtained from the consumer’s activity
across businesses, distinctly-branded websites, applications, or services . . . .” Cal. Civ. Code
1798.140(k) (West 2021).
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2. Changing Laws: CPRA
•

If a business “shares” personal information then it must do one of the following:
• Obtain the opt-in consent of the consumer. The CPRA states that an activity
that would be defined as sharing is taken out of the definition if a consumer
“uses or directs the business to intentionally disclose personal information or
intentionally interact with one or more third parties.” Cal. Civ. Code
1798.140(ah)(2)(A) (West 2021)
• or
• Offer an opt-out of the continued sharing. The CPRA states that if a company
“shares” personal information they must offer a mechanism for consumer’s to
opt-out and post a “Do Not Sell or Share My Personal Information” link on their
homepage. Cal. Civ. Code 1798.135(a)(1) (West 2021).
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2. Changing Laws: VCDPA
•

On February 24, 2021, Virginia enacted the Virginia Consumer Data Protection Act
(“VCDPA”).

•

Among other things, the act purports to regulate “targeted advertising,” which is
defined as “displaying advertisements to a consumer where the advertisement is
selected based on personal data obtained from that consumer’s activities over time
and across non-affiliated websites or online applications to predict such consumer’s
preferences or interests.” Va. Code 59.1-571 (2021).

• If a business engages in targeted advertising then it must comply with a request by a
consumer to “opt out of the processing.” Va. Code 59.1-573(A)(5) (2021).
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2. Changing Laws: EEA
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2. Changing Laws: EEA (GDPR)
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2. Changing Laws: EEA (ePrivacy)
•

Directive 2009/136/EC of 25 Nov. 2009 (the “ePrivacy Directive”) requires that companies obtain opt-in consent
before “gaining of access to information already stored” in a data subject’s computer, unless the access is “strictly
necessary” in order to provide a service requested by a data subject.
•
This has been interpreted for years as requiring that companies get an opt-in acceptance to the use of nonessential cookies and tracking technology.
Working Party guidance from
2010 (WP 171)

“[c]onsent must be obtained before the [advertising] cookies is placed and/or information stored in the
user’s terminal equipment is collected….”
“. . . Opt-out mechanisms do not in principle deliver data subjects’ consent.”
“Ad network providers should swiftly move away from opt-out mechanisms and create prior opt-in
mechanisms.”

Working Party guidance from
2012 (WP194)

“The requirement for consent naturally extends to all related third party operational cookies used in
advertising including cookies used for the purpose of frequency capping, financial logging, ad affiliation,
click fraud detection, research and marketing analysis, product improvement and debugging . . . .”

EDPB Guidelines 8/2020 on
the targeting of social media
users

“To be valid, the consent collected for the implementation of tracking technologies needs to fulfil the
conditions laid out in Article 7 GDPR. For instance, consent is not validly constituted if the use of cookies is
permitted by way of a checkbox pre-ticked by the service provider, which the user must deselect to refuse
27
his or her consent..”
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2. Changing Laws: EEA (ePrivacy)
•

Court of Justice of the European Union (CJEU) – Planet49 (Oct. 1, 2019):

•

•

German authorities: Guideline for telemedia service provider (March 2019):
•

•

Consent under ePrivacy Directive “is not validly constituted if, in the form of cookies,
the storage of information or access to information already stored in a website user’s
terminal equipment is permitted by way of a pre-checked checkbox which the user
must deselect to refuse his or her consent.”

Use of tracking pixel cannot be based on “legitimate interest” but require consent.
Consent cannot be obtained through opt-out process.

Agencia Española de Protección de Datos: Guide on use of cookies (Nov. 2019):

•

The use of “not-exempt” cookies requires user consent at all times. Consent may be
obtained by means of express formulas.
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2. Changing Laws: EEA
•

In April of 2020, the Irish supervisory authority released a guidance note which:

•

Reiterated that the ePrivacy Directive (and the Irish ePrivacy Regulation) requires that
websites “must get consent to store or set cookies, regardless of whether the
cookies or other tracking technologies you are using contain personal data.”

•

First party analytics cookies may be placed if you offer opt-out mechanisms.
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•

Consent mechanism:
Should

Should Not

Consent should be obtained for each processing purpose
(e.g., marketing, analytics, performance, etc.)

“Nudge” user into accepting cookies.

Provide information to data subject about each cookie

Assume acceptance by inaction or continued use of the
website.

Require affirmative acceptance

Use prechecked boxes

Resolicit consent after six months

Require consent in order to read privacy notice or the cookie
notice.

Only provide one option – i.e., acceptance.
Direct data subjects to reject cookies via their browser
settings

•

Ireland allowed a “period of six months” for websites to bring themselves into compliance
after which enforcement will commence.” The six months expired on 6 October 2020.
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2. Changing Laws: EEA
•

On September 17, 2020, French supervisory authority (CNIL) provided similar guidance.
•

CNIL announced that they would begin actively monitoring websites for compliance
beginning April of 2021.

• On August 19, 2020, German supervisory authorities announced that they would begin
monitoring tracking technologies used on media company websites.
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2. Changing Laws: EEA
•

ePrivacy Directive “soon” to be replaced by new ePrivacy Regulation (draft Feb. 2021)

•

“The use of processing and storage capabilities of terminal equipment and the collection of
information from end-users’ terminal equipment […] shall be prohibited, except on the following
grounds:

•

a.

necessary for the sole purpose of providing an electronic communication service; or

b.

end-user has given consent; or

c.

strictly necessary for providing a service specifically requested by the end user; or

d.

necessary for the sole purpose of audience measuring, provided that such measurement
is carried out by the provider of the service requested by the end user; or […].”

To be adopted in 2021/22 with two years grace period before becoming effective.
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3. Litigation Trends: Wiretapping
•

On April 9, 2020, the 9th Circuit overturned a dismissal in Davis et al. v. Facebook.
•

Held that Facebook’s practice of tracking user’s browsing history through the
use of plug-ins on website might constitute illegal wiretapping under
California’s wiretap statute.

•

The 9th circuit refused en banc review and the Supreme Court refused
certiorari.
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Percentage Change in
Data Privacy Class Action Filings
2019 - 2020
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4. Changing Technology
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Google March 3 , 2021 announcement

4. Changing
Technology:
Deprecation of
cookie support
Google January 14, 2020 announcement
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4. Changing Technology: Apple privacy
questionnaire
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4. Changing Technology: Apple privacy
questionnaire
•

Developers must respond to
questions about 31 different data
types.

•

For each data type a developer must
state whether the App (or any third
party code / SDK within the App)
collects it, how it uses it, whether it is
linked to a data subject, and whether
it is used for tracking.
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4. Changing
Technology:
Apple privacy
questionnaire

Data
types

Uses

Tracking

App Nutrition Label
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4. Changing Technology: Apple privacy
questionnaire
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4. Changing
Technology:
Apple privacy
questionnaire
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4. Changing Technology: Apple privacy
questionnaire
• Apple is not permitting companies to incentive users to agree to
tracking. App. Store Review Guidelines 3.2.2 (vi)
• Apple is not permitting Apps to use alternative identifiers to track
users that don’t give consent.

• Apple is not permitting Apps to use digital fingerprinting
• Developers are responsible for “all code included in their apps”
including third party SDKs.
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Technological Change

5. Summary of Trends
Jan 14, 2020
Dec 8, 2020
Google announces
Apple requires Apps to
that it will deprecate support disclose third-party tracking as
for third-party cookies by
part of nutrition label
2022
Spring 2021
Apple
Mar
23, will
2021require
- Jun 1,opt-in
2021
on iOS via 14.5

2022 (undisclosed date)
Google deprecates third-party tracking
in Chrome (and Android) in favor of
Jan 1, 2022 - Dec 31, 2022
FLoC and Turtledove

FloC in testing 2021
Individual AdTech companies experimenting with non -pixel / non-cookie workaroun ds

Regulatory / Legislative
Change

Jan 1, 2020

Dec 31, 2023

Jan 1, 2020
US: CCPA goes into effect

Mar 31, 2021
EEA: CNIL begins "inspections" of
Oct 5, 2020
website for compliance
EEA: Irish "grace period"
with opt-in tracking
expires for websites to get
requirements
compliant opt-in consent
for tracking technologies
used in Apps or on websites

Jan 1, 2023
US: VCDPA requirement to provide
opt-out for targeted advertising
(regardless of whether there is opt-in)
US: CPRA requirement to provide
opt-out for sharing becomes
operative (unless opt-in)

Jul 1, 2023
US: CPRA requirement to
provide opt-out of
sharing with targeted
advertisers
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5. Summary of Trends
• Online tracking is under assault from regulatory and legislative action which
will force websites to move toward opt-in consent and/or opt-out consent by
2023.
• Online tracking is under assault from technology providers some of which will
try to prevent online tracking for AdTech purposes by 2022; others will force
opt-in consent in 2021.
• First party data is growing in importance as companies predict that third party
data will be more difficult to procure and utilize because of the regulatory and
technology pressures.

• Legal, technology, and business uncertainty are particularly high in 2021.
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5. Summary of Practical Action Items
•

Practical action items for lawyers:
•

Conduct an audit (under privilege if possible) of the tracking technology being
used on your website to:
➢ fully understand the company’s use of tracking technology in order to
provide legal advice.

➢ identify gaps against current legal requirements,
➢ identify upcoming gaps against the anticipated legal changes, and
➢ Identify possible inadvertent deception issues.
45
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5. Summary of Practical Action Items
•

Conduct an audit (under privilege if possible) of the tracking technology and
third party code being used within your Apps to:
➢ fully understand the company’s use of tracking technology in order to
provide legal advice.
➢ identify gaps against current legal requirements,

➢ identify upcoming gaps against the anticipated legal changes, and
➢ Identify possible inadvertent deception issues.
•

Discuss with digital marketing the upcoming technology changes and warn
them against jumping on short-term technology workarounds without
discussing them first with legal.

46

Q&A
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Join GT’s Privacy and Security listserv at
https://www.gtlaw-dataprivacydish.com/
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