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The Compromise of SolarWinds Orion
• SolarWinds is a software and network monitoring company based in Austin, Texas.
• SolarWinds claimed to have 300,000 customers, including almost every Fortune 500 company
and numerous high-profile federal agencies.
• One of its products is a network monitoring application called “Orion.”
• Beginning the week of December 7th several prominent data breaches were reported by
companies (e.g., FireEye, Microsoft) and government agencies (e.g., DHS, Commerce).
• The breaches were later linked back to a security vulnerability that was introduced by hackers
through the Orion platform.
• The vulnerability is believed to have made at least 18,000 companies vulnerable to data
breaches over the past year.
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The Compromise of SolarWinds Orion
8-Dec-20
Companies begin to
report data breaches
October 2019
Earliest date speculated
that attackers infected
Solar Winds products

Attackers hack into
SolarWinds

14-Dec-20
Solar Winds discloses in SEC filing
18,000 customers are
running compromised
software

March 2020
Solar Winds publishes Orion
update with backdoor

10/1/2019

16-Dec-20
Solar Winds publishes a hotfix v.2
which purports to close backdoor

March 2020 - December 2020
PERIOD OF POTENTIAL EXPOSURE

Attackers added a
backdoor to a
software update for
Orion

SolarWinds pushed
the update to their
Orion clients
beginning
March 2020

18,000 clients
downloaded the update,
unintentionally
downloading a backdoor
into their network

12/31/2020

Attackers used the
backdoor to breach an
unknown number of
the 18,000 companies.

5

GTLAW.COM

The Compromise of SolarWinds Orion
• Potentially open questions:
• Are users of other Solar Winds products at risk?
• Did malware/a backdoor get inserted into updates that were
downloaded prior to March 2020? Some security researchers
claim to have identified malicious files in SolarWinds updates
as early as October 2019.
• Did the “hotfixes” that SolarWinds deployed on December 16,
2020, really close the backdoor?
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Companies Using SolarWinds Orion
Investigation should be well underway based on organization’s incident response plan.
 Platform: Determine the SolarWinds Orion Platform software build you have installed.
•

Impacted platform versions = 2019.4 HF 5, 2020.2 unpatched, and 2020.2 HF 1.

•

SolarWinds believes platform version 2019.4 HF 4 (or prior or equal versions), not compromised.

 Products: If using impacted platform version, assess products used; SolarWinds claims only certain
products are impacted by this security vulnerability.
•

See https://www.solarwinds.com/securityadvisory/faq

 Forensic Investigation: Assess extent of the compromise and to determine what confidential or
personal information may have been accessed, and whether the compromise may have impacted
your customers.
•

Third party forensic team will need to be retained by your lawyers to maintain AC-WP privilege protections over the
underlying investigatory documents which may reveal other security issues unrelated to the SolarWinds attack.
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Legal Issues - Companies Using
SolarWinds Orion
You determine your systems were compromised–now the fun begins.
1. Cyber Insurance Coverage
•

Review cyber insurance to see if incident is potentially covered, and consider notifying insurer(s) of potential claims.

2. Contractual Notification Requirements
•

If your business is a third party vendor, determine which of your customers or partners may be impacted.

•

Prepare talking points/white paper summarizing steps your organizations has taken to investigate the compromise, status of
investigation, data potentially compromised, and point person to respond to questions.
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Legal Issues - Companies Using
SolarWinds Orion
You determine your systems were compromised–now the fun begins cont.
3. Regulatory Notifications Obligations
•

SEC Form 8-K (Material Event) - need to determine whether to report and if so when.

•

NYSDFS issued a Supply Chain Compromise Alert, 12/18/20 requiring organizations that used an affected SolarWinds Orion
product and organizations that have has been notified that any affiliate that has access to their network or nonpublic
information used an affected product, should file a notice immediately.
https://www.dfs.ny.gov/industry_guidance/industry_letters/il20201218_supply_chain_compromise_alert

•

Other federal and state notification requirements– depending on data compromised, will need to determine notification
obligations, or work with customers to assist with their obligations.

4. Individual Notifications
5.
Liability - Indemnification - Damages
•

Review your contract with SolarWinds; EULA (https://www.solarwinds.com/legal/eula), or independent contract.

•

Review your own contracts with customers to determine scope of your obligations for damages they incur.
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Legal Issues for Companies that Did Not
Use SolarWinds Orion
• So, you didn’t use SolarWinds Orion. Why should you care?
• Downstream vendors with access to your data/network may be
impacted.
• What are your legal obligations?
 Certain laws require oversight of vendors, e.g., GLBA, NYDFS, 201 CMR 17.00
(MA), etc.
 All 50 U.S. states have data breach notification laws that impose obligations on
the “data owner” to notify the individuals and (potentially) regulators if the
data is accessed or acquired. Certain federal laws impose similar obligations,
e.g., GLBA, HIPAA.
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Legal Issues for Companies that Did Not
Use SolarWinds Orion
• What should you do?

 Send an educational advisory to vendors to make them aware of the
SolarWinds Orion issue.
 Request that vendors confirm whether they utilized SolarWinds Orion’s
impacted platforms and programs.
 If so, request information about what they are doing to mitigate risk and
investigate whether they were compromised.
 Confirm whether your vendor utilized vendors who were impacted.
 Require that they notify you if/when they become aware of any new
information suggesting a compromise.

11

GTLAW.COM

What Does a Forensic Assessment Look
Like?
• What should you do?
Determine If your organization is utilizing one of the effected
versions of SolarWinds Orion software, and if so, begin
completing a forensic assessment by:
 Disconnecting all of these SolarWinds servers from you network
 Performing forensic collection and preservation of all SolarWinds servers
including memory collection
 Preserving all log files and other relevant data sources
 Performing forensic analysis of the SolarWinds servers and log files for anomalies
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What Does a Forensic Assessment Look
Like?

• What should you do?

 Conducting threat hunting for known indicators of compromise (IOC) throughout
your environment
 Thoroughly document steps performed to complete the forensic assessment,
including list of findings and proper chain of custody of all forensic collections and
log files
 Based on findings from your initial forensic assessment and threat hunting
determine if deeper dive forensic analysis is warranted throughout your
environment
 Rebuild your SolarWinds environment with new servers and updated applications
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Subscribe to GT’s Data Privacy Dish:
https://www.gtlaw-dataprivacydish.com/
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