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Agenda
• Privacy, security & business continuity
• Consumer outreach
• Debt collection
• Additional insights on preparing your organization for the post
COVID-19 environment
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Privacy, security & business continuity

Privacy, security & business continuity
Remote work
Addressing security risks
Incident response
Vendor management
Pandemic planning &
business continuity
Compliance
considerations

Remote work
Remote workforce creates privacy and cybersecurity challenges

Workforce screening/
monitoring/ handling
positive COVID-19
diagnoses

Physical security
vulnerabilities

Connections to
public or
insecure
networks

Weaker
monitoring /
device
management
options

Temptation to
use personal
devices and
email

Addressing security risks
• Update enterprise risk assessment as needed.
• Refresh employee training to cover remote working risks.
• Implement or revise remote work policies to address data security and
confidentiality.

• Consider additional technical controls, e.g., DLP software, to restrict
printing, to prevent screen captures, or other exposure.

Incident response

Confirm capability
to collect log
information and
detect and
respond to
potential incidents
involving remote
devices

Review, and test
if possible,
incident
response plan to
determine if it
can be executed
remotely

Prepare incident
response team
for remote
response

Update incident
response plan as
needed

Vendor management
• Conduct a review of vendor relationships to identify critical vendors that
are likely to be affected
– E.g., third-party call center employees typically work in a secure facility with
robust monitoring

• Develop a questionnaire or other mechanism to identify how vendor
security is affected and steps taken by the vendor to remediate risks
• Evaluate whether vendor mitigation steps are sufficient to meet GLBA
Safeguards Rule and other regulatory requirements
• Negotiate security addenda as needed

Pandemic planning and business continuity
• Business continuity plan (BCP) should address unique challenges of
pandemics
– Larger scale and indiscriminate
– Multiple waves and longer duration

• Topics to address:
– Preventive program
– Scaling pandemic efforts
– Comprehensive framework of facilities, systems, resources to continue critical
operations
– Testing program
– Oversight program to ensure ongoing review / updates

Compliance considerations
NY DFS extension of 2019 Certification
of Compliance deadline

CA Attorney General’s office committed
to enforcing the CCPA starting

June

July

1

1

Consumer outreach

Consumer litigation considerations
Telephone Consumer
Protection Act

Federal Communications
Commission developments
Additional Federal and State
consumer protection laws

Litigation and
enforcement risks

Telephone Consumer Protection Act
• The TCPA (47 U.S.C. 227) requires “prior express consent” before placing
non-marketing calls or sending non-marketing texts using an automatic
telephone dialing system (“ATDS”) or prerecorded voice.
• Definition of ATDS is critical
– Several circuit court panels have weighed in
– Increasing pressure for FCC to clarify

• Potential exposure
– $500/call or text ($1,500/call or text for “knowing or willful” violations)

– Class actions and AG actions allowed
– Federal Communications Commission (“FCC”) can also enforce
Hogan Lovells | 14

Telephone Consumer Protection Act
• Calls made for “emergency purposes” are exempt from the consent
requirements.
• The FCC has defined “emergency purposes” as calls “made necessary in
any situation affecting the health and safety of consumers.”
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Telephone Consumer Protection Act – FCC COVID-19 Order
• March 20: FCC releases a Declaratory Ruling addressing which COVID-19
calls qualify as being made for “emergency purposes.”
• Look to the identity of the caller and the content of the call.
– The caller must be from a hospital, or be a health care provider, state or local
health official, or other government official as well as a person under the
express direction of such an organization and acting on its behalf.
– The content of the call must be solely informational, made necessary because of
the COVID-19 outbreak, and directly related to the imminent health or safety
risk arising out of the COVID-19 outbreak.
– Debt collection, advertising, and telemarketing are excluded.
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Telephone Consumer Protection Act – ABA Petition
• The American Bankers Association has asked the FCC to revise this
decision to include additional financial sector “emergency” calls related to
COVID-19.
• The FCC is seeking comments on this request – comments are due May 6,
and reply comments are due May 20.
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Additional Federal Consumer Protection Laws
• Litigation risks associated with COVID-19 legislation will continue to evolve as
federal, state, and local governments, and courts continue to issue new or updated
orders and guidance focused on protecting borrowers and other consumers
affected by the COVID-19 pandemic.

• The very existence of such rules and guidance will inevitably lead to additional
litigation risks.
• Failure of lenders and servicers to adhere to COVID legislation could implicate
federal financial consumer protection statutes
(FCRA, TILA, FDCPA, etc.).
• Also consider:

– CFPB –UDAAP
– FTC –UDAP

Expect a substantial
uptick in cases brought
under these statutes.
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State consumer protection statutes
• State consumer protection statutes may also be implicated.
• Many of these “borrow” violations of other laws to constitute unfair business practices
enforceable by state law enforcement authorities and private litigants (e.g., California
Unfair Competition Law (Cal. Bus & Prof Code §17200))
 Example -- on April 3, 2020, California Governor Gavin Newsom issued Executive
Order N-44-20 aimed at preventing and punishing price-gouging. The Executive
Order states that violations of the Order “shall also be redressable in the same
manner as any other unlawful business practice under the Unfair Competition Law,
Business and Professions Code section 17200 et seq., and as otherwise provided by
the laws of the State.”
• This same principle will apply to other state’s consumer protection laws and carry over
to similar violations of COVID- 19 related regulations.
• Financial services companies can expect an increase is state claims brought under
these provisions arising out of COVID-19 regulations.
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Debt collection

Debt collection
Key state orders
and guidance
Licensing considerations

FDCPA
questions
CARES Act amendments
to the Fair Credit
Reporting Act

Litigation and
enforcement risks
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Key state orders and guidance
Massachusetts
•

AG issued emergency regulation 940 CMR 35:00

•

Enforcement of debt: Prohibits creditors and debt collectors from engaging in certain debt
collection activity.

•

•

Cannot: (1) initiate, file, or threaten to file a new collection lawsuit; (2) initiate, threaten to
initiate, or act upon any legal or equitable remedy for the garnishment, seizure, attachment,
or withholding of wages, earnings, property or funds for the payment of a debt to a creditor;
(3) cannot initiate, threaten to initiate, or act upon any legal or equitable remedy for the
repossession of any vehicle; or (4) apply for, cause to be served, enforce, or threaten to apply
for, cause to be served or enforce any capias warrant.

•

Exceptions apply to some collections, such as those related to loans secured by mortgages, on
real property or for certain utilities.

Communications: Prohibits debt collectors from making debt collection telephone calls
•

Exceptions apply to responses to debtors’ requests, communications regarding rescheduled
court hearings, and some collections, such as those related to loans secured by mortgages, on
real property or for certain utilities.
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Key state orders and guidance continued
Nevada
• The Nevada Department of Business and Industry, Financial Institutions Division issued
a statement commanding:
• Closure of all licensed collection agencies located in Nevada.
• Ceasing all collection efforts with Nevada consumers/residents if licensed and located
out-of-state.
• This was in connection with the March 20 Governor Sisolak announcement to close all
non-essential businesses.

Effective until April 30,
2020; extended from
the original date of
April 16.
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Key state orders and guidance continued
Washington D.C.
•

Emergency bill

•

Enforcement of debt: Prohibits creditors and debt collectors from certain collection activities.
•

Cannot: (1) initiate, file, or threaten to file any new collection lawsuit; (2) initiate, threaten to
initiate, or act upon any statutory remedy for the garnishment, seizure, attachment, or withholding
of wages, earnings, property, or funds for the payment of a debt to a creditor; (3) initiate, threaten to
initiate, or act upon any statutory remedy for the repossession of any vehicle, provided that creditors
or debt collectors may accept collateral that is voluntarily surrendered; or (4) visit or threaten to visit
the household of a debtor at any time; Visit or threaten to visit the place of employment of a debtor
at any time for the purpose of collecting a debt; or confront or communicate in person with a debtor
regarding the collection of a debt in any public place at any time.

•

Exceptions apply to collecting or attempting to collect a debt that is, or is alleged to be, owed on a
loan secured by a mortgage on real property.
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Key state orders and guidance continued
Washington D.C.
•

Communications: prohibits certain communications from debt collectors.
•

A debt collector cannot initiate any communication with any debtor via any written or electronic
communication, including email or text message, or telephone, unless it is in response to a
request made by the debtor for the communication.

•

Exceptions apply to:
•

Communications to inform debtor of a rescheduled court appearance.

•

Original creditors collecting or attempting to collect their own debt.

•

Collecting or attempting to collect a debt which is, or is alleged to be, owed on a loan secured by a
mortgage on real property.
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Other state responses
• California, Illinois, Minnesota and New York have declared debt collectors
or debt buyers non-essential businesses, but have not sought to impose additional
restrictions.
• Many States have suspended the collection of debt owed to them:
• New York halted the collection of medical and student debt owed to the State for at
least 30 days and suspended the accrual of interest on all outstanding medical and
student debt.
• North Carolina suspended all of the state debt collection by its Department of Justice.
This includes suspension of the issuance of demand letters and any other collections
activities for agencies and universities that the North Carolina Department of Justice
represents.
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Other state responses continued
• Chicago is temporarily deferring collection of unpaid tickets and assessment
of penalties.
• California has suspended the Franchise Tax Board’s collection on debt
imposed by state and local governments.
• The Department of Revenue of the state of Indiana will not pursue debt
collection auctions or conduct any outbound collection calls on state debt.
• Kentucky has paused all state enforced collection methods.
• Maine has vacated all outstanding warrants for unpaid court fines and fees.
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Other state responses continued
• Some states have issued “best practices” or strongly “encouraged” debt collectors
to follow certain guidance:
• The Illinois Department of Financial and Professional Regulation has issued “best
practices” that consumer credit licensees should follow, but it’s not required.
• Colorado’s Attorney General has urged debt collectors to refrain from mandatory debt
collection and work with borrowers proactively during the pandemic.

• Other states issued warnings to strongly discourage debt collection.
• Wisconsin’s Department of Financial Institutions advised debt collectors who routinely
rely on telephone calls for debt-collection should be forewarned that practices that may
have been “typical or customary under normal conditions” may be deemed harassment
under conditions of a global pandemic.
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Licensing considerations
• Collections licensing issues:
•

If you are licensed as a collection agency, some states prohibit remote collections or require a branch
license for any location where collection activities occur.

•

Confirm whether these prohibitions or restrictions apply to you.

•

Some states have published guidance that allows leniency on branch and remote work requirements if
certain conditions are met. These include (this list is not exhaustive):
Colorado

Connecticut

Idaho

Indiana

Minnesota

New
Mexico

Tennessee

•

It is imperative to read and understand the stipulations and cut-off dates of the guidance.

•

Illinois has taken the opposite approach – it issued guidance reiterating its statutory 14-day
address change notification requirement.
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FDCPA considerations
• If you are subject to the Fair Debt Collections Practices Act
• Inconvenient times provision, section 805(a):
• Without the prior consent of the consumer given directly to the debt collector or the
express permission of a court of competent jurisdiction, a debt collector may not
communicate with a consumer in connection with the collection of any debt –
• At any unusual time or place or a time or place known or which should be known to
be inconvenient to the consumer. In the absence of knowledge of circumstances to
the contrary, a debt collector shall assume that the convenient time for
communicating with a consumer is after 8 o'clock antemeridian and before 9
o'clock postmeridian, local time at the consumer's location;

• Senate bill 3565 was introduced on March 22, 2020.
• Among other things, it would ban a broad range of debt collection communications
unless the consumer or small business provides prior written consent.
• Without consent, only written communication would be allowed during a major
disaster or emergency.
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CARES Act amendments to the Fair Credit Reporting Act
• Amends section 623(a)(1) of the Fair Credit Reporting Act
•

If furnishers make an accommodation regarding one or more payments on a consumer credit
obligation or account, and

•

If the consumer makes the payments or is not required to make payments under the accommodation,

•

The furnisher shall—

•

(I) report the credit obligation or account as current; or

•

(II) if the credit obligation or account was delinquent before the accommodation—
•

(aa) maintain the delinquent status during the period in which the accommodation is in effect;
and

•

(bb) if the consumer brings the credit obligation or account current during the period described
in
item (aa), report the credit obligation or account as current.

This does not apply to
charged off accounts.
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Litigation and enforcement risks
• Increased scrutiny from regulators regarding debt collection practices
– Richard Cordray, former director of CFPB authored a white paper urging CFPB Director Kraninger to
"provide vigorous oversight over debt collectors."

• Potential suits attempting to expand the definition of “inconvenient” in the FDCPA
– If the bill doesn’t pass, then consumers may try to develop case law surrounding it

• Increase in class actions against financial institutions, debt collectors and mortgage
loan servicers, we’ve seen cases filed already:
•

James L. Shuff, et al. v. Bank of America, et al., No. 5:20-cv-00184 (S.D. W.Va. 2020): seeks an
injunction to temporarily suspend foreclosure actions.

•

Oksenendler v. Northstar Education Finance, Inc., No. 20-cv-00805, (D. Minn. Mar. 26, 2020):
asserts claims for breach of contract and consumer fraud based on the suspension of a student loan
repayment program based on changed conditions.

•

Profiles, Inc. v. Bank of America Corp., No. 1:20-cv-00894 (D. Md. Apr. 3, 2020): sought an
injunction to prevent Bank of America from limiting the issuance of loans under the new Paycheck
Protection Program and the CARES Act to active borrowers at the bank. The injunction was denied on
April 13, 2020 and plaintiffs have filed a filed a second emergency motion and appealed the denial.
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Litigation risk arising from:

Reg X

Forbearance
Letters/
Modifications

Customer
Calls

LPI

Discrimination

Unlawful fees

Debt Validation
Letters / QWRs

Fraud

Vacant
properties

Statute of
limitations
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Enforcement
• Example areas they could investigate:
– Failure to promptly respond to customers’ requests; improper credit reporting;
compliance programs; deceptive advertising; service transfer issues; delaying
in converting trials to mods; failure to disclose terms; charging excessive fees;
and many other issues which followed in the wake of the financial crisis.

Who will investigate?
DOJ, CFPB, State AG,
State agencies (i.e. NY
DFS, CA DOB)
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Thank you.
We look forward to
working with you.

www.hoganlovells.com
"Hogan Lovells" or the "firm" is an international legal practice that includes Hogan Lovells International LLP, Hogan Lovells
US LLP and their affiliated businesses.
The word “partner” is used to describe a partner or member of Hogan Lovells International LLP, Hogan Lovells US LLP or
any of their affiliated entities or any employee or consultant with equivalent standing.. Certain individuals, who are
designated as partners, but who are not members of Hogan Lovells International LLP, do not hold qualifications equivalent
to members.
For more information about Hogan Lovells, the partners and their qualifications, see www.hoganlovells.com.
Where case studies are included, results achieved do not guarantee similar outcomes for other clients. Attorney
advertising. Images of people may feature current or former lawyers and employees at Hogan Lovells or models not
connected with the firm.
© Hogan Lovells 2020. All rights reserved

