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Editor’s Note
Data is critical for business in the digital age. Cloud, mobile, IoT, machine learning, AI, blockchain, and
other technology-driven developments are accelerating disruption and re-defining roles and boundaries.
Opportunity and risk abound as digitalization and automation transform every industry sector.
Businesses increasingly seek to develop new data sources, leverage existing information, and enter
unfamiliar ecosystems and data sharing arrangements with third parties.
Data privacy and security laws are pivotal in this context. Regulators draft these laws to restrict how
businesses collect, use, share, store, and disclose data. Recent years have witnessed an
unprecedented expansion in data privacy and security regulations globally as regulators seek to catch
up to technology. Many jurisdictions premise these laws on notions of privacy as a fundamental human
right, and apply the rules comprehensively to any data about an individual or a device. Other
jurisdictions focus on notions of fairness or consumer protection, and other perceived harms or
inequalities. In terms of specifics, regulators and legislators are free to develop their own definitions and
requirements that are not subordinate to a larger global architecture of rules and norms.
As the underlying business models and data handling activities are continuously changing, these
various and divergent global data privacy and security regulations pose acute challenges for
interpretation and application. Companies must also take into account aggressive penalty structures, as
well as private rights of action, potential business disruption, reputational harm, and other adverse
consequences for non-compliance when evaluating how to proceed.
And then the game changer: data breach. Data privacy and security laws often now embed breach
notification duties with broad application and short timelines. Most organizations hope that a significant
data breach will never happen to them, but it often does. The digital age is a perfect set up, as it
combines a larger surface area for attacks (e.g., more sensors, more devices, more connectivity, and
more data) with increasingly sophisticated threats (e.g., more financial crime, more nation state
activities, and more hacker collectives). A single event can pull a thread that raises issues across data
collection, use, storage, and disclosure, and may be subject to mandatory reporting to authorities,
individuals, and others.
As a result of these factors, companies must take data privacy and security laws more seriously than
ever before. Companies need to focus on the development of solutions that consider not only likelihood
and severity of risk, but also business necessity and the interests of the consumers, employees, and
other individuals. Companies need to develop and apply these types of solutions across a range of
contexts, such as when: (i) adopting a new product or application; (ii) evaluating whether to acquire or
sell a company or asset; (iii) considering how or whether to place a function with a third party provider;
(iv) investigating a potential data security incident or otherwise conducting an internal investigation; or
(v) responding to e-discovery or other regulatory or legal demands.
Baker McKenzie provides our Global Data Privacy & Security Handbook as a resource for companies to
benchmark the expanding range of global data privacy and security laws. As always, a guide is not a
substitute for legal advice, and companies need to engage qualified counsel to advise on the
application of these laws to their situation. For any questions, please feel free to contact any member of
the Baker McKenzie Global Data Privacy and Security Team or your usual Baker McKenzie contact.
Best regards,

Brian Hengesbaugh
Chair of Global Data Privacy & Security
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☒ constitutional
What are the key data privacy and security laws and regulations?


Argentine Personal Data Protection Law No. 25,326



Argentine Personal Data Protection Regulatory Decree No. 1558/2001



Argentine International Personal Data Transfer Disposition No. E-60/2016



Argentine Data Protection Agency Resolution No. 47/2018: Recommended security
measures for the processing and retention of personal data in computerized and noncomputerized media

Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☒ Yes

☐ No

On 19 September 2018, the Executive Branch submitted before the Congress a Personal Data
Protection Bill of Law (“Bill”), which is being held for approval. However, it is difficult to predict
the estimated time for its implementation and if it could be passed within the next 12 months.
This will mainly depend on the agenda of the government (in 2019 we have presidential
elections in Argentina).
The Bill introduces new material changes to key data privacy and security, such as: (i) legal
entities will not be considered as data subjects; (ii) processing of sensitive data will be allowed
with the consent of the data subject; (iii) the territorial reach of personal data protection will be
expanded; (iv) obtaining consent from data subjects through implicit ways and electronic
means; (v) under certain circumstances data security breaches will have to be notified to the
regulator; (vi) the obligation on data controllers to adopt proper measures to ensure data
privacy by design and by default; (vii) the right to be forgotten will be contemplated; (viii)
sanctions are significantly increased; and (ix) the obligation to conduct impact assessments.
Is such a law/ regulation in the making?
☐ Yes
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☒ No

2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Agencia de Acceso a la Información Pública (“DPA”) is the current authority on data privacy.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The DPA regularly publishes guidelines on the interpretation of the Argentine Personal Data
Protection Law No. 25,326. Those guidelines mostly refer to personal data protection, crossborder transfers, processing of personal data and consent granted by data subjects.
What enforcement priorities are anticipated for the near future?
We expect the DPA to issue guidelines and regulations in accordance with key data privacy
and security changes set forth in the Bill.
We also expect any activity that may help Argentina to maintain its status as a jurisdiction that
offers an adequate level of protection.

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data is defined as any information of any kind relating to a certain or ascertainable
individual or legal entity.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

There is currently a debate on whether the Argentine law applies to the other options. The Bill
drafted by the DPA expands the application of Argentine law.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period
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☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

The existence of any relevant file, record, electronic database or database of any other kind.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law
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☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

There may exist certain exceptions authorized by the DPA or specific regulations.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
N/A

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18. However, exceptions to this
rule may exist.

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other
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What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☒

additional data security requirements apply

When consent is granted by the holder of parental responsibility or guardianship on behalf of
the minor, the responsible of the database must perform reasonable efforts to verify that the
consent has actually been granted by the holder of parental responsibility or guardianship over
the minor.
☒

other

Based on the progressive capacity theory of minors, data subjects under the age of 18 could
eventually be entitled to grant their consent. This, however, shall depend on the level of
maturity of the corresponding data subject, which shall be analyzed on a case-by-case basis.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Information Right, which is different from the right to access and is defined as the ability of the
data subject to request information from the supervisory body on the existence of files,
registers, databases or banks of personal data, their purposes and the identity of those
responsible.

Baker McKenzie | 7

11.

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

Under the Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data of Strasburg (approved by Law No. 27,483), personal data revealing racial
origin, political opinions or religious, criminal convictions or other beliefs, as well as personal
data concerning health or sexual life, may not be processed automatically.
Also, the DPA Resolution No. 4/2019 sets forth that data subjects shall have the right to
request from the data processor an explanation of the logic applied when the decisions are
based solely on the automated processing of personal data and they cause harmful effects or
affect the data subject in a significant and negative way.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The Argentine Personal Data Protection Law No. 25,326 sets forth the following obligations for
processors:

14.



Adopt all technical and organizational measures necessary to ensure the security and
confidentiality of personal data, so as to prevent such data from being modified, lost,
probed or processed without authorization, and enabling the detection of any information
deviation, whether intentional or not, whether risks arise from a human act or from the
technical means in use.



Keep the professional secret even after the termination of the relationship with the
database owner.



Provide information regarding personal data when requested by the data subject within 10
days as of notice.



Modify, delete or update personal data of data subjects, carrying out the necessary actions
for such purposes within a maximum of five business days as from the request.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

The DPA issued the Regulation No. 132/2018 that sets forth a new mechanism for the
registration of data controllers and the existence of its databases before the DPA. It does not
require an annual renewal; however, the responsible of the database shall inform any
significant change.

Baker McKenzie | 9

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

A third country means a jurisdiction different from Argentina.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☒

other solutions

Data Transfer Agreement different from the standard clauses issued by the DPA and that do
not observe their principles, guarantees and content, shall be filed with the DPA for approval.
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

10 | Baker McKenzie

☐

17.

other

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities

☐

individuals

☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☒ Yes

☐ No

☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure
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☒

other

Some sector-regulations are not totally clear as to the obligation to report a data security
breach.
Details regarding the identified data security breach notification requirements
Although the National Securities Commission (Comisión Nacional de Valores) regulations do
not define “Security breach”, they establish that every act or situation that, due to its
importance, is able to substantially affect the placement of negotiable securities, the course of
their negotiation, or the development of the activity of the one who suffered the event, must be
reported to the investors.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Under the Personal Data Protection Law No. 25,326 the personal data required to establish
certain profiles for promotion, business or advertising purposes can only be obtained if it is
included in documents available to the public, provided by data subjects or obtained with their
consent. However, the Personal Data Protection Regulatory Decree No. 1558/2001 sets forth
that personal data may be collected, processed and transferred for advertising purposes
without the data subject’s consent, when they are intended for the formation of specific profiles,
which categorize similar preferences and behaviors of the data subjects, provided that data
subjects are only identified by their belonging to generic groups.
Also, DPA Resolution No. 4/2009 sets forth that any communication carried out for advertising
purposes shall be provided with the following mandatory information: information regarding the
opt-out right of data owners; the transcription of the section of the Personal Data Protection
Law that provides such obligation and the mechanism to assist the data subjects in exercising
their opt-out right.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☐ No

email marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

12 | Baker McKenzie

☒

☒

☒

21.

SMS/text message marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)
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22.

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The administrative remedies for damages derived from non-compliance with the key data
privacy and security laws are warning sanctions, suspension, fines from ARS 1,000 to ARS
100,000, closure or elimination of the file, record or database.
Please bear in mind that DPA Resolution No. 71/2016 of the DPA establishes that in case of
recidivism, the applicable sanction could be increased to up to ARS 5 million if the breach is
qualified as a very serious offense. The other qualifications are minor offense (ARS 1 million)
and serious offense (ARS 3 million).
☒

criminal penalties from regulators and law enforcement

Pursuant to Argentine Personal Data Protection Law No. 25,326, certain data protection
infringements are considered criminal offenses:


knowingly introducing or having introduced any false data in a personal data record
(punished by a one-month to two-year imprisonment)



knowingly furnishing to a third party false information contained in a given personal data
record (punished by a six-month to three-year imprisonment)



incurring any damage by reason of such event (the criminal scale shall be increased by
half the minimum sentence and half the maximum sentence)



when the author or person in charge of the crime is a public officer, the following accessory
sentence shall apply: disqualification to serve as public officer for twice the time of the
sentence



knowingly or unlawfully, or in violation of confidentiality and data security systems,
accessing, in any way, a personal database (punished by a one-month to two-year
imprisonment)



revealing to a third party information recorded in a personal database whose secrecy
should be preserved as provided by law (punished by a one-month to two-year
imprisonment). In the event that the author is a public officer, an additional sentence of one
to four years’ special disqualification shall apply

☐

private remedies

☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☒

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, healthcare sector, critical infrastructure
☐ constitutional
What are the key data privacy and security laws and regulations?
Privacy (Commonwealth):
Privacy Act 1988 (Cth) (“Privacy Act”) (this contains the Australian Privacy Principles
(“APPs”))
[Spam Act 2003 (Cth) (“Spam Act”) (regulates sending of commercial electronic messages)
Do Not Call Register Act 2006 (Cth) (“DNCR Act”) (regulates telemarketing activities)]
Privacy (State and Territory — public sector only):
Information Privacy Act 2014 (ACT)
Privacy and Personal Information Protection Act 1998 (NSW)
Information Act 2002 (NT)
Information Privacy Act 2009 (Qld)
Personal Information and Protection Act 2004 (Tas)
Privacy and Data Protection Act 2014 (Vic)
South Australia (“SA”) and Western Australia (“WA”) have public sector privacy
policies/guidelines (e.g., in SA, the PC012 Information Privacy Principles (IPPS)
Instructions), although these do not have the force of law.
Health sector-specific (Commonwealth):
Healthcare Identifiers Act 2010 (Cth)
My Health Records Act 2012 (Cth) (MHR Act)
Health sector-specific (State / Territory):
Health Records (Privacy and Access) Act 1997 (ACT)
Health Records and Information Privacy Act 2002 (NSW)
Health Records Act 2001 (Vic)
Telecommunications-specific:
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Telecommunications Act 1997 (Cth) (“Telecommunications Act”) (particularly, Part 14 —
National Interest Matters and Part 15 - Industry Assistance)
Telecommunications (Interception and Access) Act 1979 (Cth)
Surveillance (including workplace surveillance):
Listening Devices Act 1992 (ACT)
Workplace Privacy Act 2011 (ACT)
Surveillance Devices Act 2007 (NSW)
Workplace Surveillance Act 2005 (NSW)
Surveillance Devices Act 2007 (NT)
Invasion of Privacy Act 1971 (QLD)
Surveillance Devices Act 2016 (SA)
Listening Devices Act 1991 (Tas)
Surveillance Devices Act 1999 (Vic)
Surveillance Devices (Workplace Privacy) Act 2006 (Vic) (inserted Part 2A into main
Surveillance Devices Act 1999)
Surveillance Devices Act 1998 (WA)
Security:
Security of Critical Infrastructure Act 2018 (Cth) (“SOCI Act”)
Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018
(Cth) (amends certain of the telecommunications and surveillance laws listed above and
other legislation)
Various other laws deal with aspects of national security in Australia, which may have
implications for data security, including:
Australian Security Intelligence Organisation Act 1979 (Cth)
Crimes Act 1914 (Cth) (e.g., section 3, “terrorism offences”)
Criminal Code Act 1995 (Cth) (e.g., Divisions 91 and 92, espionage and foreign interference)
Foreign Influence Transparency Scheme Act 2018 (Cth)
Intelligence Services Act 2001 (Cth)
Office of National Intelligence Act 2018 (Cth)
National Security Legislation Amendment (Espionage and Foreign Interference) Act 2018
(Cth)
Freedom of information (FOI) laws:
Freedom of Information Act 1982 (Cth)
Freedom of Information Act 2016 (ACT)
Government Information (Public Access) Act 2009 (NSW)
Information Act 2003 (NT)
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Right to Information Act 2009 (QLD)
Freedom of Information Act 1991 (SA)
Right to Information Act 2009 (Tas)
Freedom of Information Act 1982 (Vic)
Freedom of Information Act 1992 (WA)]
Other:
Data-matching Program (Assistance and Tax) Act 1990 (Cth)
Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), and the AntiMoney Laundering and Counter-Terrorism Financing Rules include requirements for
“reporting entities” relating to know your customer and customer due diligence. Banks also
have a common law duty of secrecy to their customers. Prudential standards and guidelines
also provide for a range of requirements relating to data, privacy and security for prudentiallyrelated organizations, e.g., CPS 234 Information Security and CPG 235 Managing Data Risk.
Public sector agencies are also subject to security requirements as a matter of government
policy (e.g., see the Protective Security Policy Framework (PSPF), which does not have the
force of law but with which Australian government entities are expected to comply).
Note: the responses which follow focus primarily on the Privacy Act, but also mention (where
specifically relevant) State and Territory public sector privacy laws, health records laws,
surveillance laws, telecommunications laws and critical infrastructure laws.
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

The Treasury Laws Amendment (Consumer Data Right) Bill 2019 (“CDR”) was laid before
Parliament before the call for the recent election. It will now lapse but is expected to be
reintroduced following the election but may be subject to amendment. CDR will create a new
“data portability” right for certain designated data in certain designated sectors. The first
sector to be designated is the banking sector (“Open Banking”). It is expected that Open
Banking will begin for the “big 4” Australian banks from 1 July 2019 onwards, with only basic
product information to be available initially, and consumer data for mortgage accounts, credit
and debit cards, and deposit and transaction accounts to be made available by 1 February
2020. CDR is expected to be extended to the energy and telecommunications sector in
future.
The Australian Competition and Consumer Commission (“ACCC”) will be the lead regulator
for the CDR, supported by the OAIC and a Data Standards Body, currently Data61. The
ACCC is consulting on a draft Rules Framework for CDR and Data61 is working on
Consumer Data Standards.
In addition, on 25 March 2019, the Australian Attorney-General announced plans to reform
the Privacy Act to:


increase penalties for all entities covered by the Act from the current maximum to the
greater of: (a) AUD 10 million, (b) three times the benefit obtained through misuse of
personal information; and (c) 10% of the company’s annual domestic turnover
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introduce additional enforcement and other powers of the OAIC, including the ability to
issue infringement notices, breach of which would give rise to penalties of AUD 63,000
for corporates and AUD 12,600 for individuals



provide for a code for social media and online platforms which trade in personal
information, requiring increased transparency and more specific consent from users
when collecting, using and disclosing personal information



require social media and online platforms to implement a mechanism for ceasing use of
an individual’s personal information on request by the individual



introduce specific rules to protect the personal information of children and other
vulnerable groups even more strongly

Legislation is expected to be drafted for consultation later in 2019 and reportedly the OAIC
will be provided with an additional AUD 25 million in funding over three years.
State privacy and surveillance laws for Queensland are also reportedly under review so it is
possible that legislative change may follow.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Office of the Australian Information Commissioner (“OAIC”) is the main privacy regulator
for Australia and administers and enforces the Privacy Act.
States and Territories with public sector privacy laws also have regulatory bodies responsible
for those laws:


Currently, the OAIC is fulfilling most of the functions of the ACT Information Privacy
Commissioner and the ACT Justice and Community Safety Directorate also has a role,
as agreed in an MoU between these bodies. See the OAIC’s resource on ACT Privacy
for more details



NSW Information and Privacy Commission (NSW)



Office of the Information Commissioner (NT)



Office of the Information commissioner (Qld)



Tasmanian Ombudsman (Tas)



Office of the Victorian Information Commissioner (Vic)

States without public sector privacy laws nevertheless have bodies with privacy- or
information-related responsibilities (South Australian privacy committee (SA) and Office of
Digital Government (WA)).
Where they exist, State and Territory health records laws are enforced by State/Territoryspecific regulators:


the ACT Health Services Commissioner



the Victorian Health Complaints Commissioner



in other States and Territories, the public sector regulators listed above
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The Australian Digital Health Agency (“ADHA”) is the system operator for the My Health
Record system and could be said to play a regulatory role in this respect, although the OAIC
also has a role to play; where a data breach (or, in some cases, another matter notified to
ADHA) involves personal information, ADHA will refer it to the OAIC.
The ACCC will be the primary regulator for the Consumer Data Right (see above).
The Department of Home Affairs is responsible for Australian national security. The
Australian Attorney-General’s Department also has a role, particularly under the
Telecommunications (Interception and Access) Act 1979 (Cth).
The Australian Communications and Media Authority (“ACMA”) is the regulator for
telecommunications, radiocommunications, spam and telemarketing legislation.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Introduction of the mandatory Notifiable Data Breach (“NDB”) scheme which commenced
after 22 February 2018.
The OAIC’s Corporate Plan 2018-19 provides more information about its current focus and
activities. The OAIC may become more active in light of recently announced plans to amend
the Privacy Act to provide the OAIC with additional powers and funding (see question 1(a)).
What enforcement priorities are anticipated for the near future?


Ongoing work monitoring the existing NDB scheme and investigating reported data
breaches.



Enforcing privacy compliance by social media and online platforms.



Protecting children and vulnerable groups.

By way of general comment, while enforcement activity has been limited to date as
historically the OAIC has been underresourced and preferred a conciliatory approach, we
expect the recently announced reforms and funding increase mentioned in question 1(a) to
result in increased enforcement action moving forward.

3.

What are key definitions in the data privacy and security laws?
Personal data
The Privacy Act defines personal information as follows:
“personal information means information or an opinion about an identified individual,
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a material form or not.”
The APP Guidelines provide that the concept of information being “reasonably identifiable”
can include information which is not “personal information” in its own right, and can therefore
still come under the Privacy Act if there is a likelihood of it being combined with other
information held by an organization which would enable an individual to be reasonably
identifiable.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

In addition to the above:


membership of a professional or trade association



criminal record



biometric templates

Note also that:




the exact terminology describing categories of sensitive information in the Privacy Act
differs slightly from the above list. For example:


the type of biometric information which is specifically identified as sensitive is
“biometric information that is to be used for the purpose of automated biometric
verification or biometric identification”



the Australian definition of sensitive information also specifically covers “membership
of a political association” as well as data revealing political opinions

some kinds of non-sensitive information are subject to special requirements:


government-related identifiers are subject to particular restrictions under APP 9



Tax File Numbers are subject to particular restrictions under the Privacy (Tax File
Number) Rule 2015 (“TFN Rule”)



credit-related personal information is subject to additional requirements under Part
IIIA of the Privacy Act and the Credit Reporting Code

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data
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the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

The key requirements of the Privacy Act, being the APPs, apply to APP entities who collect
or hold personal information. “Holding” information includes information in an entity’s
possession or control. As a result the obligations under the APPs can apply to both a
controller and a processor as defined above.
Under the Privacy Act:


an “APP entity” is defined to be an agency or organization



“agencies” are Commonwealth government agencies and other Commonwealth bodies
(e.g., federal courts) listed in the Privacy Act



“organizations” are individuals, bodies corporate, partnerships, other unincorporated
associations and trusts, other than small business operators, registered political parties,
agencies, State or Territory authorities or prescribed State or Territory instrumentalities



there is no equivalent to the EU concept of “controllers” or “processors” and
accordingly no distinctions are made on this basis

An explanation of these and other key terms can be found in the Key Concepts chapter of
the OAIC’s APP Guidelines.
State and Territory privacy laws have their own sets of definitions.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The Privacy Act applies to acts done, or practices engaged in, outside Australia and the
external Territories by agencies and by organizations, or small business operators, that have
an Australian link.
An organization or small business operator has an Australian link if the organization or
operator is:


an Australian citizen



a person whose continued presence in Australia is not subject to a limitation as to time
imposed by law



a partnership formed in Australia or an external Territory



a trust created in Australia or an external Territory



a body corporate incorporated in Australia or an external Territory
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an unincorporated association that has its central management and control in Australia
or an external Territory

An organization or small business operator which does not satisfy any of the above criteria
has an Australian link if:


the organization or operator carries on business in Australia or an external Territory



the personal information was collected or held by the organization or operator in
Australia or an external Territory, either before or at the time of the act or practice

Each of “carrying on business” and “collecting or holding” information in Australia are broadly
interpreted to apply to any organization targeting Australian customers and can include data
collected through an overseas site if collected from data subjects in Australia
Note also that the Privacy Act contains a number of exemptions, including in respect of acts
or practices:


of individuals only for the purpose of or in connection with their personal, family or
household affairs, or otherwise other than in the course of a business carried on by that
individual;



of small business operators, i.e., business operators with an annual turnover of AUD 3
million or less (except those which: are related to an entity that has a turnover greater
than AUD 3 million; provide a health service; or satisfy other criteria specified in the
Privacy Act)



relating to employee records



undertaken overseas and that are required by foreign laws

The My Health Records Act’s provisions are mostly of general application but it contains
some provisions specifically applicable to healthcare providers and to repository
operators, portal operators and contracted service providers. The My Health Records
Act applies within Australia.
State and Territory privacy laws generally only apply to State and Territory public sector
bodies. However, State and Territory health records laws in NSW, ACT and Vic apply to
public and private sector organizations which are “health service providers” or which
“collect, hold or use health information”.
Surveillance laws are of general application to any person conducting surveillance, and
workplace surveillance laws apply to employers proposing to conduct surveillance of
workers. These State and Territory laws do not provide for extra-territorial application.
Telecommunications laws apply to carriers and carriage service providers as defined in
the Telecommunications Act, within and outside of Australia.
The SOCI Act applies to “operators” of critical infrastructure assets and “reporting entities”
as defined in section 5 of that Act, within and outside of Australia.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing
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☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

A privacy policy must also state how an APP entity holds personal information it has
collected.
Regarding the above ticked boxes, please note some Australia nuances as follows. Australia
has separate requirements for a privacy policy to be made available and for individuals to be
provided with a collection notice. In some circumstances, a privacy policy can serve as both
a policy and a collection notice. The required minimum content for privacy policies and
collection notices are similar but there are some differences:


APP 1 (requirement for a privacy policy): this requires an APP entity to have a clearly
expressed and up to date policy (privacy policy) about the management of personal
information by the entity which, at a minimum, contains the following information:


the kinds of personal information that the entity collects and holds



how the entity collects and holds personal information



the purposes for which the entity collects, holds, uses and discloses personal
information



how an individual may access personal information about the individual that is held
by the entity and seek the correction of such information



how an individual may complain about a breach of the APPs, or a registered APP
code (if any) that binds the entity, and how the entity will deal with such a complaint



whether the entity is likely to disclose personal information to overseas recipients
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if the entity is likely to disclose personal information to overseas recipients — the
countries in which such recipients are likely to be located if it is practicable to specify
those countries in the policy

APP 5 (requirement for a collection notice): this requires that when an APP entity
collects personal information about an individual, the APP entity must take reasonable
steps to notify the individual of certain matters, or to otherwise ensure that the individual
is aware of such matters. The information which must be provided is:


the identity and contact details of the APP entity



if the APP entity collects the personal information from someone other than the
individual, or the individual may not be aware that the APP entity has collected the
personal information — the fact that the entity so collects, or has collected, the
information and the circumstances of that collection



if the collection of the personal information is required or authorised by or under an
Australian law or a court/tribunal order — the fact that the collection is required or
authorised (including the name of the Australian law, or details of the court/tribunal
order)



the purposes for which the APP entity collects the personal information



the main consequences (if any) for the individual if all or some of the personal
information is not collected by the APP entity



any other APP entity, body or person, or the types of any other APP entities, bodies
or persons, to which the APP entity usually discloses personal information of the kind
collected by the entity



that the APP privacy policy of the APP entity contains information about how the
individual may:





access the personal information about the individual that is held by the entity and
seek the correction of such information



complain about a breach of Australian privacy laws, and how the entity will deal
with such a complaint

whether the APP entity is likely to disclose the personal information to overseas
recipients and, if so, the countries in which such recipients are likely to be located if it
is practicable to specify this

The Privacy Act does not require privacy notices or policies to specify that an individual can
lodge a complaint with a regulator. However, the APP Guidelines recommend doing so and
this is best (and common) practice.
Credit providers who collect or hold credit-related personal information are also required to
have a separate credit reporting policy, and provide certain other notices to individuals.
Additional notices are required under surveillance laws in certain circumstances (e.g., to
establish a basis for implied consent to surveillance of private conversations or activities, or
as a specific requirement under workplace surveillance laws).

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject
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☐

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

As a general rule, notice is all that is required other than for sensitive information where
consent is required.
Personal information can only be collected by fair and lawful means and if the information is
reasonably necessary for (or, in the case of agencies, directly related to) one or more of its
functions or activities.
Personal information must only be used or disclosed for the primary purpose of collection or
for a permitted secondary purpose. Permitted secondary purposes include those which are:
(a) related (directly, in the case of sensitive information) to the primary purpose of collection;
and (b) within the reasonable expectations of the individual. Both of these factors will be
influenced by whatever notices which have been given to the individual. Other permitted
secondary purposes are limited to specified exceptional circumstances (e.g., permitted
health situations, compliance with Australian law or a court / tribunal order etc.)
The employee records exemption may apply to justify collection and processing of personal
data of employees, but the exception is quite narrow (see below).
Government-related identifiers (including healthcare identifiers and tax file numbers) can only
be collected and processed for more limited purposes. Credit-related personal information is
also subject to additional restrictions.
See also below for sensitive information. There are also consent requirements in relation to
use of personal information for direct marketing both under the APPs and the SPAM Act and
the Do Not Call Register Act.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

Baker McKenzie | 27

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Consent is required to collect sensitive information unless an exception applies. The
exceptions are:


where collection is required or authorised by or under an Australian law or court/tribunal
order



where a permitted general situation exists in relation to the collection of the information
by the APP entity. Permitted general situations are certain emergency-type situations
defined in s16A of the Privacy Act, and in summary cover:







lessening or preventing a serious threat to life, health or safety



locating a person reported as missing



where it is reasonably necessary for establishing, exercising or defending a legal or
equitable claim or for confidential alternative dispute resolution



where necessary for diplomatic or consular functions or activities or for Defence
Force activities outside Australia

the APP entity is an organization and a permitted health situation exists in relation to the
collection of the information by the entity. Permitted health situations are defined in s16B
of the Privacy Act and in summary cover:


collection in the process of providing a health service, as authorized by law or
subject to a professional code of ethics



collection in the course of medical research that is subject to professional
safeguards, where obtaining consent is impracticable, and the research cannot be
performed without the information being collected



use or disclosure for conducting research, compiling or analyzing statistics



use or disclosure necessary to prevent a serious threat to the life, health or safety or
a genetic relative



disclosures to the responsible person for an individual in certain circumstances

the APP entity is an enforcement body and the entity reasonably believes that:


if the entity is the Immigration Department, the collection of the information is
reasonably necessary for, or directly related to, one or more enforcement related
activities conducted by, or on behalf of, the entity



otherwise, the collection of the information is reasonably necessary for, or directly
related to, one or more of the entity’s functions or activities
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the APP entity is a non-profit organization and both of the following apply:


the information relates to the activities of the organization



the information relates solely to the members of the organization, or to individuals
who have regular contact with the organization in connection with its activities

Explicit or express consent is not mandated, but the APP Guidelines indicate that consent
must be clear, specific, informed, voluntary and given by a person with capacity to be valid. It
is best practice to obtain express consent.
Unless consent is given for an additional purpose of use or disclosure, sensitive information
may only be used for the primary purpose of collection or for a permitted secondary purpose
(see above).
The circumstances in which health records can be collected and processed will depend on
the content of applicable State or Territory health records laws. Collection and processing of
My Health Records is generally much more restricted and access to records is usually limited
to individuals themselves (and/or their authorized or nominated representative) and their
healthcare provider(s).

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
Under the Privacy Act, an act done, or practice engaged in, by an organization that is or was
an employer of an individual, is exempt from the requirements of the APPs if the act or
practice is directly related to: (a) a current or former employment relationship between the
employer and the individual; and (b) an employee record held by the organization and
relating to the individual (the employee records exemption).
An employee record is a record of personal information relating to the employment of the
employee (examples given in the Privacy Act include heath information about the employee
and personal information about emergency contacts, salary/wages, employee tax, banking
and superannuation affairs, leave and union/association membership).
Where the employee records exemption applies, the requirements of the APPs (including
requirements relating to sensitive information specifically) will not apply.
Be aware that the employee records exemption will not apply to an APP entity’s processing
of personal information: of job applicants, temporary workers or independent contractors who
are not employees; of employees of other entities; or that is not directly related to an
employment relationship (e.g., the contents of non-work related communications).
Where the employee records exemption does not apply, the standard requirements of the
APPs apply.
In addition, some States and Territories have workplace surveillance laws which will need to
be complied with when surveilling workers.
Can consent be validly obtained in the employment context?
☐ Yes

☐ No
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If yes, what are the requirements?
The Privacy Act does not specify that employee consents are invalid or apply specific
requirements for obtaining these kinds of consents. However:

9.



it can be difficult in the employment context to confirm that consent is voluntary (and
therefore valid)



employment laws will need to be complied with when seeking consent

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of

(see text below)

The Privacy Act does not deal specifically with minors or specify an age after which
individuals can make their own privacy decisions. However, the APP Guidelines indicate that:


where an APP entity is seeking consent from an individual under the age of 18, it will
need to determine on a case-by-case basis if the individual has capacity to consent



if it is not practicable or reasonable for an APP entity to assess the capacity of
individuals under the age of 18 on a case-by-case basis, the entity may presume that an
individual aged 15 or over has capacity to consent, unless there is something to suggest
otherwise



an individual aged under 15 is presumed not to have capacity to consent

In practice, it is usual to seek a parent’s or guardian’s consent for collection of personal
information from children, especially where sensitive information is concerned and where a
younger child is involved.
Note that planned reforms announced in March 2019 (see question 1(a) above) will amend
the Privacy Act to provide greater protection for children and so may change the position.
Draft legislation is expected to be issued later in 2019.
In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply
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☐

10.

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Individuals can also make complaints to APP entities about perceived breaches of privacy
laws and the OAIC is empowered (and required) to investigate complaints made to it by
individuals (although the Privacy Act does not phrase these points in terms of “data subject
rights”).
Key individual rights under the My Health Record Act are to determine who has access to
their My Health Record using access controls and to request permanent deletion of their My
Health Record.
Once CDR is implemented, individuals will have certain rights to data portability in the
banking sector (and potentially later other designated sectors).
Individuals may also have rights under State and Territory public sector privacy laws, health
records laws, surveillance and telecommunications laws.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

Baker McKenzie | 31

If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☐ Yes
The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements
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There is no distinction under the Privacy Act between data controllers and data processors.
The obligations under the Act apply to entities which collect and hold personal information.
The Privacy Act is non-prescriptive about the type of controls which must be applied to data
processors. However:


Unless an exception applies, APP entities which disclose personal information to
overseas recipients must take reasonable steps to ensure that the overseas recipient
does not breach the requirements of the APPs (other than APP 1) (APP 8.1); and



APP entities which hold information must take reasonable steps to protect that
information from misuse, interference and loss and from unauthorized access,
modification or disclosure (APP 11). Where an APP entity makes data available for
access and processing by another entity, the APP entity may still be regarded as holding
that information, depending on the circumstances.

Generally speaking, it will be a reasonable step to conduct due diligence on a proposed
processor and put a binding agreement in place which protects the personal information
being processed.
There may be additional considerations or requirements under State and Territory public
sector privacy laws, health records laws, surveillance laws, telecommunications and critical
infrastructure laws where relevant.
Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

If an APP entity collects personal information, it will be subject to the requirements of the
APPs, irrespective of whether it is a “processor” or a “controller”. Similarly, State and
Territory public sector privacy laws, health records laws, surveillance, telecommunications
and critical infrastructure laws do not distinguish between processors and controllers.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

☒ No

There is no requirement to register with the OAIC under the Privacy Act.
However, sector- or circumstance-specific registrations or licenses may be needed by some
entities under other legislation, e.g.:

15.



under the My Health Records Act, healthcare providers must register to be able to
access their patients’ My Health Records



under the Telecommunications Act, the owner of a network unit must obtain a carrier
license from the ACMA (or have a nominated carrier declaration) before that unit is used
to provide telecommunications services to the public



under the SOCI Act, reporting entities are required to provide certain information in
relation to critical infrastructure assets

Are there restrictions on the transfer of personal data to third countries?
☒ Yes

☐ No

There is no concept of a third country in the Privacy Act, and the Privacy Act regulates
overseas disclosures rather than transfers.
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☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

Unless an exception applies, APP entities which disclose personal information to overseas
recipients must take reasonable steps to ensure that the overseas recipient does not breach
the requirements of the APPs (other than APP 1) (APP 8.1).
The exceptions are:


the substantially similar regime exception, where the APP entity reasonably believes
that:


the recipient of the information is subject to a law, or binding scheme, that has the
effect of protecting the information in a way that, overall, is at least substantially
similar to the way in which the APPs protect the information



there are mechanisms that the individual can access to take action to enforce that
protection of the law or binding scheme

There is no white list of jurisdictions which qualify for this exception but it might
reasonably be concluded that jurisdictions where the GDPR applies and countries which
are the subject of an European Commission adequacy decision (e.g., Japan) would meet
these requirement.


informed consent as follows:


the entity expressly informs the individual that if he or she consents to the disclosure
of the information, APP 8.1 will not apply to the disclosure



after being so informed, the individual consents to the disclosure

It is relatively unusual to rely on this exception due to the prescriptive requirements for
the consent and because consent is at risk of being subsequently withdrawn, in which
case it will no longer be able to be relied upon.


the disclosure of the information is required or authorised by or under an Australian law
or a court/tribunal order



a permitted general situation (other than the situation relating to legal or equitable claims
or alternative dispute resolution) exists in relation to the disclosure of the information by
the APP entity



the entity is an agency and the disclosure of the information is required or authorised by
or under an international agreement relating to information sharing to which Australia is a
party



the entity is an agency and both of the following apply:
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the entity reasonably believes that the disclosure of the information is reasonably
necessary for one or more enforcement related activities conducted by, or on behalf
of, an enforcement body



the recipient is a body that performs functions, or exercises powers, that are similar
to those performed or exercised by an enforcement body

Where APP 8.1 applies:

☒



an APP entity will be liable for conduct of any overseas recipient which would be a
breach of the APPs in relation to disclosed personal information



will be responsible for complying with the Privacy Act’s Notifiable Data Breaches scheme
in relation to any “eligible data breach” affecting personal information held by it or its
overseas recipients

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

Not generally.
However, some level of data localization is required, or may be required, in specific sectors:


in some States / Territories (e.g., NSW and Vic), health records laws restrict disclosure
of health records outside the relevant State/ Territory (i.e., impose in-State/in-Territory
data sovereignty requirements) unless certain criteria are met (e.g., the individual
consents to the transfer; a substantially similar protective regime will apply to the
disclosed records; the transfer is necessary for the performance of a contract between
the individual and the organization; or the organization has taken reasonable steps to
protect the information consistent with State / Territory privacy principles)



additional requirements apply before a credit provider can disclose credit eligibility
information to offshore recipients who do not have an Australian link. Each credit
provider with an Australian link will be responsible for its breach of credit reporting
provisions of Australian privacy laws



“My Health Records“ and associated information (e.g., back-ups of My Health Records)
must not be held, taken, processed or handled outside Australia at all (except that the
My Health Records system operator can hold, take, process or handle non personal and
non-identifying information outside Australia)



Prudentially-regulated institutions will also be subject to guidelines and standards on
outsourcing and risks management which may indirectly affect if and how they disclose
data to offshore service providers



Goods, software or technology listed on the Defence and Strategic Goods List (“DGSL”)
are “controlled technology” under customs laws. Listed items include certain technical
data and information and encryption technology. Items listed in the DGSL may not be
exported, supplied, published or brokered from Australia unless either a permit has been
granted by the Minister for Defence or a legislative exemption applies to the export,
supply, publication or brokering activity



Under telecommunications and critical infrastructure laws, a responsible minister can
give directions to telco carriers, carriage service providers and registered operators of
critical infrastructure if satisfied that there is a risk that would be prejudicial to security. It
is conceivable that these directions could include directions not to send or make
available data offshore (e.g., if there were concerns about foreign government
interference)

In addition:


telecommunications interception laws do not specify data sovereignty or data residency
requirements, but do impose requirements on relevant providers to ensure interception
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capability or capacity exists in Australia and/or that there is some presence for law
enforcement to deal with in Australia

☒



other non-privacy or security specific legislation may require certain information to be
kept in specific locations (e.g., corporations or work health and safety laws may require
certain registers or records to be kept at a particular office or in-jurisdiction) and this may
have the effect of requiring data localization



Commonwealth, State or Territory government policies may also express a preference
for data localization, or recommend additional steps are taken where data is offshored

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

Any such activity would only be permitted in accordance with Australian laws, including the
Privacy Act and national security legislation.
Notably, the National Security Legislation Amendment (Espionage and Foreign Interference)
Act 2018 (Cth) creates offenses of:


sabotage of public infrastructure involving a foreign principal



sabotage of public infrastructure



introducing vulnerabilities into articles, things or software that are part of public
infrastructure

with intention or recklessness as to national security (i.e., prejudicing Australia’s national
security or advantaging the national security of a foreign country).
These offenses (or an associated planning offense) could potentially be committed where a
person attempts to conduct or facilitate a foreign government investigation in Australia.
☐

16.

d)

other restrictions

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes

17.

☐

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☒ Yes
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☐ No

The Privacy Act uses the term “eligible data breach” to describe data breaches which are
subject to the NDB Scheme.
An “eligible data breach” is when there is an unauthorized access, disclosure, or loss of
personal information and a reasonable person would conclude that this is likely to result in
serious harm to any of the individuals to whom the personal information relates.
There are several exceptions from the requirements to notify eligible data breaches:


where another APP entity has already met the NDB scheme requirements



where compliance by a law enforcement body would be likely to prejudice its
enforcement related activities



where notification would be inconsistent with a Commonwealth secrecy provision



where the OAIC grants an exception (note that an APP entity would need to apply for an
exception in order for the OAIC to grant one)



notification obligations apply in respect of the breach under the MHR Act

It should also be noted that, where sufficient remedial action is taken in response to a data
breach and this eliminates the likelihood of serious harm, there will not be an eligible data
breach for the purposes of the Privacy Act, and notifications will not be required.
Finally, even where an eligible data breach has not occurred and so notifications are not
mandated, an organization might choose to voluntarily go public about data breaches that
have affected them, for public relations and/or risk mitigation reasons.
Controllers have to notify:
☒

data protection authorities

Unless an exception applies, an APP entity must, as soon as practicable after becoming
aware that there are reasonable grounds to believe an eligible data breach of the entity, has
occurred prepare, and provide the OAIC with a copy of, a statement setting out the following
matters:


the identity and contact details of the entity;



a description of the eligible data breach;



the kind or kinds of information concerned; and



recommendations about the steps that individuals should take in response to the eligible
data breach.

☒

individuals

Unless an exception applies (see above), an APP entity must take reasonable steps to notify
the contents of the statement provided to the OAIC either:


to each individual to whom the relevant information relates



to each individual who is at risk of serious harm from the eligible data breach

Where neither of the above is practicable, the APP entity must publish the statement on its
website and take reasonable steps to publicize its contents.
Individual notifications must be made as soon as practicable after the APP entity becomes
aware of the eligible data breach.
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☒

other

The Privacy Act does not require APP entities to notify other bodies, but the guidance issued
by the OAIC suggests that consideration be given to notifying the Federal Police, insurers,
credit card companies, professional regulatory bodies and/or any government agency that
has an association with the relevant information.
Sector-specific or non-privacy related data breach notifications apply in some instances (see
below).
Processors have to notify:
☐

controller

Same as for controllers (see above).
☒

data protection authorities

Same as for controllers (see above).
☒

individuals

Same as for controllers (see above).
☒

others

Same as for controllers (see above).

18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
ASX Listing Rules subject participants in the ASX to continuous disclosure obligations. ASX
participants are required (unless an exception applies) to tell ASX any information
concerning it that a reasonable person would expect to have a material effect on the price or
value of the entity’s securities. This could include a privacy or security breach, depending on
the nature and extent of the breach.
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Under the My Health Records Act, participants in the My Health Record system must notify
the ADHA (and the OAIC — unless it is a State or Territory authority or an instrumentality of
a State or Territory) as soon as practicable after becoming aware that:


a person has, or may have, contravened the My Health Records Act in a manner
involving an unauthorized collection, use or disclosure of health information included in a
My Health Record



an event has, or may have, occurred or circumstances have, or may have, arisen that
compromise, may compromise, have compromised or may have compromised, the
security or integrity of the My Health Record system

and the contravention, event or circumstances directly involved, may have involved or may
involve the entity. The ADHA then has an obligation to notify the OAIC of any eligible data
breach involved in the reported matter.
Under the Telecommunications Act, carriers and certain carriage service providers must
notify the ACMA of changes to telecommunications services or telecommunications systems
that are likely to have a material adverse effect on their capacity to comply with their duty to
do their best to protect telecommunications networks and facilities from unauthorized
interference, or unauthorized access, for the purposes of security.
If a notifiable event occurs in relation to a critical infrastructure asset, the relevant
reporting entity for that asset must notify the Secretary for Home Affairs. Notifiable events
include where operational information in relation to the asset previously obtained by the
Secretary for the purposes of the SOCI Act becomes incorrect or incomplete.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent
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☒

☒

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

Whether businesses can use Personal Data for direct marketing will depend on how they
collected the information (whether it was directly from the relevant individual or from a third
party) and whether individuals would reasonably expect their information to be used for this
purpose. There is also an opt-out requirement that applies to all direct marketing
communications. Additional restrictions apply to the use of Sensitive Data for direct
marketing.
In addition to requirements under the Privacy Act, direct marketing communications are also
subject to requirements under the Spam Act, which prohibit the sending of electronic
commercial messages without consent and require all such messages to contain certain
information and an unsubscribe facility. The DNCR Act prohibits businesses from contacting
individuals on the Do Not Call Register by telephone or fax except in certain restricted
circumstances.
To the extent the Spam Act or the DNCR Act applies, the Privacy Act does not apply.
As an example of the interaction between the Spam Act and the Privacy Act, the ACMA
which enforces the Spam Act has indicated that targeted advertising to a social media
account may not be spam, while the OAIC has indicated that in the APP Guidelines that the
display of an advertisement on a social media site that an individual is logged into where
those advertisements are tailored based on that individual’s browsing history may be direct
marketing.

21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

While it is not mandatory to conduct privacy impact assessments, this is recommended for
new projects and would form part of APP 1 compliance (and in fact the OAIC has issued a
“Privacy Impact Assessment Guide” to assist organizations).
☒

maintain a record of processing activities
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22.

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Under the Privacy Act, the Information Commissioner has the power to investigate
organizations based on complaints or of the Commissioner’s own accord, accept enforceable
undertakings, make determinations, apply to the court for injunctions or civil penalties. The
maximum penalty for a corporation for serious and repeated interferences of privacy is
currently AUD 2,100,000 although in March 2019 the government announced a proposal to
increase the maximum penalties to the greater of: (a) AUD 10 million, (b) three times the
benefit obtained through misuse of personal information; and (c) 10% of the company’s
annual domestic turnover (see question 1(a)).
Under the Healthcare Identifiers Act, knowing or reckless unauthorized use or disclosure of
healthcare identifiers gives rise to a maximum civil penalty of AUD 630,000 for corporations
and AUD 126,000 for individuals.
Misuse of a My Health Record or breach of the requirements of the My Health Records Act is
subject to a maximum civil penalty of AUD 1,575,000 for corporations and AUD 315,000 for
individuals.
State and Territory public sector privacy, health records laws, surveillance laws,
telecommunications laws and critical infrastructure laws also have their own civil penalty
regimes which may be triggered by data-related breaches.
☒

criminal penalties from regulators and law enforcement

Use or disclosure of false or misleading credit reporting information, credit information or
credit eligibility information is an offense under the Privacy Act subject to a maximum penalty
of AUD 42,000.
Unauthorized use or disclosure of healthcare identifiers is an offense under the Healthcare
Identifiers Act subject to a maximum penalty of imprisonment for two years or AUD 25,200.
For criminal breaches of the My Health Record Act, the maximum penalty is up to five years’
imprisonment and/or a fine of AUD 63,000.
State and Territory public sector privacy, health records laws, surveillance laws,
telecommunications laws and critical infrastructure laws also have their own criminal penalty
regimes which may be triggered by data-related breaches.
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☒

private remedies

There is no private tort of interference with privacy in Australia. However:


breach of the Australian Privacy Principles and certain other provisions in the Privacy Act
is an interference with the privacy of an individual. An individual can complain to the
OAIC about interferences with their privacy, and the OAIC may assist with conciliation or
commence an investigation, and potentially subsequently make a determination in the
individuals’ favor (which may result in compensation being paid to the individual and/or
an apology being made)



an individual could potentially bring an action for damages on the basis of breach of
statutory duty, on another tortious basis (e.g., negligence), or for breach of contract,
depending on the circumstances

☒

other

Failure to comply with the Privacy Act can result in complaint-based or Commissionerinitiated investigations by the OAIC, depending on the particular breach and the surrounding
circumstances. Organizations may also be required to give enforceable undertakings by
regulators to avoid further enforcement action being taken.
Under some legislation (e.g., the Spam Act, the Telecommunications Act), although not
currently under the Privacy Act (there have been proposals to change this), regulators may
issue infringement notices requiring immediate payment of penalties and/or cessation of
breaching conduct, without needing to bring legal proceedings for a civil penalty order.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)
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☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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12 March 2019
Lukas Feiler
Vienna
Tel: +43 1 24 250 450
lukas.feiler@bakermckenzie.com
Thomas Schmitt
Vienna
Tel: +43 1 24 250 245
thomas.schmitt@bakermckenzie.com
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
telecoms, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Austrian Data Protection Act

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☐ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Austrian Data Protection Authority (https://www.dsb.gv.at/).

How active is the regulator?
☐ Not very

45 | Baker McKenzie

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Austrian Data Protection Authority published various forms, some available in both
German and English, to help data subjects enforce their rights under the GDPR (available
here).
There has also been a landmark decision regarding the prohibition of coupling: The Austrian
Data Protection Authority held that business models do not violate the GDPR if they let the
user choose between paying for an online service or consenting to their data being
processed for marketing purposes. The decision is available in German here.
The Austrian Data Protection Authority’s ongoing enforcement activities against the business
practices of the Austrian Postal Service which sold address data of their customers also
received significant media attention.
What enforcement priorities are anticipated for the near future?
We expect the Austrian Data Protection Authority to focus its very limited resources on big
local players in the Austrian market, in particular companies using data for marketing
purposes.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other



The processing of personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes on the basis of a permit of the
Austrian Data Protection Authority (Sec. 7 Austrian Data Protection Act).



The provision of addresses to inform and interview data subjects if an infringement of the
data subject’s interests in confidentiality is unlikely, considering the selection criteria for
the group of data subjects and the subject of the information or interview (Sec. 8 Austrian
Data Protection Act).



The joint processing of data by public-sector controllers and relief organizations to the
extent that this is necessary to assist persons directly affected by a disaster, to locate
and identify missing or deceased persons and to provide information to their relatives
(Sec. 10 Austrian Data Protection Act).



Recording images is permitted if (Sec. 12 Austrian Data Protection Act):


it is necessary in the vital interest of a person
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7.



the data subject has consented to the processing of the data subject’s personal data



it is ordered or permitted by special statutory provisions



there are overriding legitimate interests of the controller or a third party in a particular
case, and proportionality is given

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other





Special categories of personal data may be processed for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes if (Sec. 7
para. 3 Austrian Data Protection Act):


permitted by the Austrian Data Protection Authority



an important public interest in the research project exists



it is ensured that the personal data are processed at the premises of the controller
ordering the research project only by persons who are subject to a statutory
obligation of confidentiality regarding the subject matter of the research project or
whose reliability in this respect is credible

In case of emergency, special categories of personal data may be transferred to close
relatives only if they prove their identity and their capacity as a relative and if the transfer
is necessary to safeguard their rights or the rights of the data subject (Sec. 10 para. 4
Austrian Data Protection Act).
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8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:


Can consent be validly obtained in the employment context?
☐ No

☒ Yes

If yes, what are the requirements?
The Austrian legislator eventually chose not to make use of the opening clause in Art. 88
para. 1 GDPR which allows for different legal bases in the employment context. Therefore,
the conditions of the GDPR apply, i.e., in particular, the consent must be given freely.
When (i) control measures and technical systems affecting human dignity are used and (ii)
there is no works council, the employees’ consent must also meet the condition of Austrian
employment law (Sec. 10 Austrian Employment Contract Law Adaptation Act).

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

14.

In what circumstances do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other
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10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

right to claim damages or to request a cease and desist order

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:


is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights/freedoms and
legitimate interests



is based on the data subject’s explicit consent
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
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14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

e.g., pursuant to Austrian tax and corporate law and to the Austrian Telecommunications Act
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
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Processors have to notify:
☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

N/A
☐

individuals

N/A
☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
The breach notice requirements of Sec. 95a of the Austrian Telecommunications Act apply to
(i) anyone who provides publicly available telecommunications services and (ii) any personal
data. A data breach occurs when the protection of personal data is violated, that is, there is a
violation of data security that leads to the loss, unlawful deletion, modification, storage,
dissemination or other illegitimate use of personal data, which are transmitted, stored or
otherwise processed in connection with the provision of publicly available
telecommunications services, as well as the unlawful access to these. It is mandatory to
inform affected individuals, without undue delay, in cases where it is reasonable to expect
that the infringement violates the rights or protectable interests of such individuals (subject to
exceptions, e.g., where certain security measures have been taken and documented). The
Austrian Data Protection has to be informed in any case and without undue delay. According
to Article 2 (2) EU Regulation 611/2013 the authorities have to be informed within 24 hours
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after detection of the violation. Potential penalties for non-compliance with the breach notice
requirements amount to up to EUR 37,000 per incident.
There is also a requirement under Sec. 16a of the Austrian Telecommunications Act for
providers of publicly available communications networks and services to notify the Austrian
Regulatory Authority for Broadcasting and Telecommunications, without undue delay, of any
breach of security or loss of integrity where such breach has had a significant impact on
network operation or service provision. Potential penalties for non-compliance with the
breach notice requirements amount to up to EUR 37,000 per incident.
The breach notice requirements of Sec. 19, 21 and 22 of the Austrian Network and
Information System Security Act apply to (i) operators of critical infrastructures, (ii) providers
of certain digital services and (iii) public administration bodies. The law speaks here of a
security incident, which is any disruption of the availability, integrity, authenticity or
confidentiality of network and information systems that has led to a restriction of the
availability or to a failure of the service operated with significant consequences. To determine
whether there are significant consequences due to a security incident, the following factors
have to be taken into account: (i) the number of users affected by the security incident, in
particular those who need the service to provide their own services, (ii) the duration of the
security incident, (iii) the geographical spread in relation to the area affected by the security
incident, and (iv) the security incident’s impact on economic and social activities. It is not
necessary to notify the individual. The competent Computer Emergency Team has to be
informed without undue delay. Potential penalties for non-compliance with the breach notice
requirement amount to up to EUR 50,000 for the first incident and up to EUR 100,000 for any
further incidents.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ No

☒ Yes

The use of tracking and profiling cookies and other online tracking technologies requires prior
consent pursuant to Art. 6 lit. a GDPR and Sec. 96 para. 3 of the Austrian
Telecommunications Act.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☒

☒

☒

21.

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Austrian Data protection authority has issued both a blacklist (available in German here)
and a whitelist (available in German here).

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whichever is higher.
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☒


criminal penalties from regulators and law enforcement
Pursuant to Sec. 63 of the Austrian Data Protection Act, data processing with the
intention to make a profit or to cause harm although the data subject’s interest in
confidentiality deserves protection, can be considered as a criminal offense if the data:


has been entrusted to or has become accessible solely because of one’s
professional occupation



has been acquired illegally

Such acts are punishable by imprisonment of up to one year or by a fine of up to 720 daily
rates.


☒

In addition, other criminal offenses might also be relevant, e.g., the abuse of access
data: Sec. 126c of the Austrian Criminal Code stipulates that whosoever manufactures,
imports, distributes, sells, otherwise makes accessible, procures or possesses a
computer password, access code or similar data with intent that they are used for the
commission of enabling access to a computer system or part thereof shall be punished
with imprisonment of up to six months or with a fine of up to 360 daily rates.
private remedies

Individuals may, for example:


file complaints with the data protection authorities



claim damages for material or non-material damages

Competitors may issue cease and desist letters and claim for injunctive relief in case the
violating party does not sign a cease and desist declaration.
☒

other

Works councils can file for preliminary injunctions against employers preventing them from
putting into operation data processing systems.

23.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Belgium
21 March 2019
Elisabeth Dehareng
Brussels
Tel: +32 2 639 36 11
elisabeth.dehareng@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
telecoms and electronic communications data, CCTV systems, consumer credit, national
registry number, processing by tax and law enforcement authorities
☒ constitutional
What are the key data privacy and security laws and regulations?



EU General Data Protection Regulation



Act of 30 July 2018 on the protection of natural persons with regard to the processing of
personal data: available in French here; and in Dutch here



Act of 3 December 2017 on the creation of the Belgian Data Protection Authority:
available in French here; and in Dutch here



Act of 8 August 1983 organizing a National Registry for natural persons: available in
French here; and in Dutch here



Belgian Economic Law Code of 28 February 2013: available in French here; and in
Dutch here



Belgian Act of 3 August 2012 laying down various provisions as regards the processing
of personal data carried out by the Federal Public Service Finance within the framework
of its missions (as amended by the Act of 5 September 2018): available in French here;
and in Dutch here



Belgian Act of 21 March 2007 regarding the installation of surveillance camera, as
amended by the Act of 21 March 2018: available in French here; and in Dutch here



Act of 5 September 2018 establishing the information security committee and amending
various acts regarding the implementation of Regulation (EU) 2016/679: available in
French here; and in Dutch here



Act of 13 June 2005 on Electronic Communications: available in French here; and in
Dutch here



Act of 13 December 2006 containing various health provisions, as amended by the Act of
5 September 2018: available in French here; and in Dutch here
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Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
In March 2019, Belgium had still not implemented the Network and Information Security
(NIS) Directive (Directive (EU) 2016/1148 of 6 July 2016) into Belgian law, but a draft Act is
pending before the Belgian Parliament and the Act is expected to be adopted in the course of
2019 (as Belgium is already late to transpose the Directive).
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Belgium has one federal data protection authority:



The Belgian Data Protection Authority, which is the national supervisory authority for
Belgium

A regional authority also exists for the Flemish Region/Community and is competent to
oversee the processing of personal data by Flemish authorities:



The Flemish Supervisory Commission for the processing of personal data

How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Based on publicly available information, the Belgian Data Protection Authority has not used
its new powers to impose administrative sanctions yet. In a status report published in
November 2018, the Authority indicated having started first inspections, but that no case had
yet been escalated to the contentious body.
In the past, the Belgian Data Protection Authority adopted a relatively aggressive stand vis-àvis potential privacy violations, seeking to impose out-of-court pecuniary settlements on
alleged infringers through the public prosecutor’s office or initiating legal proceedings before
Belgian courts. For example, proceedings are still pending before the Brussels Court of
Appeal against a social media company relating to the use of cookies and social media plug
ins.
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The Belgian Data Protection Authority is very active regarding the GDPR, publishing (i)
practical guidance in 13 steps for businesses to prepare for the GDPR, (ii) FAQs in relation
to certain aspects of the GDPR, (iii) a list of processing for which a data protection impact
assessment is mandatory, (iv) a recommendation on the appointment of a data protection
officer, (v) a recommendation on the records of processing activities and a template of
record, etc.
What enforcement priorities are anticipated for the near future?
The Belgian Data Protection Authority has not indicated what will be its enforcement
priorities, but, as indicated in its status report of November 2018, has already started
investigations into compliance issues.
Processing of sensitive personal data, transfers of personal data outside the EEA, and online
collection of personal data have been particularly scrutinized in the past.
It is worth noting that the new members of the Data Protection Authority (in particular the
inspection and contentious bodies) were appointed in March 2019. Enforcement activities are
therefore very likely to increase.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☒

other

Personal data relating to criminal convictions and offenses or related security measures.
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Please see section 7 regarding personal data relating to criminal convictions and offenses or
related security measures.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law
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☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Art. 8 of Belgian DPA specifies which processing may be considered necessary for reasons
of substantial public interest (e.g., processing carried out by associations having legal
personality or by foundations whose main statutory purpose is the defense and promotion of
human rights and fundamental freedoms, or by associations having legal personality or by
foundations whose main statutory purpose is to evaluate, guide and treat persons whose
sexual conduct can be qualified as an offense, etc.).
Pursuant to Art. 10 of the DPA, processing of personal data relating to criminal convictions
and offenses or related security measures may only be carried out:



by natural or legal persons governed by public or private law as necessary for the
management of their own litigation



by attorneys or other legal counsels as necessary for the defense of their clients



by other persons as necessary for reasons of substantial public interest for the
performance of a task carried out in the public interest assigned by or under a law,
decree or ordinance or EU law



as necessary for archiving purposes, scientific or historical research purposes, or
statistical purposes



if the data subject explicitly authorized in writing the processing of his/her personal data
for one or several purposes, provided that the processing is limited to such purposes



if the processing concerns personal data manifestly made public by the data subject, on
its own initiative, for one or several specific purposes, provided that the processing is
limited to such purposes
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8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ No

☒ Yes

If yes, what are the requirements?
There are some concerns that the consent is unlikely to be freely given in the employment
context.
Pursuant to recital 43 of the GDPR “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.
The European Data Protection Board has indeed indicated in its Guidelines on Consent
under the GDPR, that it “deems it problematic for employers to process personal data of
current or future employees on the basis of consent as it is unlikely to be freely given”. Thus,
“given the imbalance of power between an employer and its staff members, employees can
only give free consent in exceptional circumstances, when it will have no adverse
consequences at all whether or not they give consent”.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

13

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)
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☐

additional data security requirements apply

☒

other

Please note that a minor will be considered as a “vulnerable person”, and therefore their
information must be adapted and the contemplated processing may be considered as high
risk and trigger a requirement to carry out a DPIA.

10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Right to claim damages, to request a cease and desist order.
The Belgian DPA contains provisions relating to data subjects’ rights, and their conditions
and exercise in the context of the processing of personal data carried out by the following
public authorities:



Art. 36 to 49 for competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offenses or execution of criminal sanctions, including
the protection against and prevention of threats to public security



Art. 78 to 82 for Intelligence and Security Services



Art. 112 to 115 for authorities competent to issue or withdraw security clearances



Art. 144 to 148 for the Threat Assessment Coordination Body (OCAM)



Art. 172 to 176 for the Passenger Information Unit
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights/freedoms and
legitimate interests



is based on the data subject’s explicit consent

For processing by competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offenses or execution of criminal sanctions, including the
protection against and prevention of threats to public security, any decision based solely on
automated processing, including profiling, which produces adverse legal effects concerning
the data subject or similarly significantly affects him or her, is allowed if a law, decree,
ordinance, EU law or international agreement provides for appropriate guarantees for the
rights and freedoms of the data subject, including at least the right to obtain human
intervention on the part of the controller.
Any profiling leading to discrimination against natural persons on the basis of the special
categories of personal data referred to in Article 34 of the Belgian DPA (i.e., same special
categories of personal data defined in Article 9 of the GDPR) is prohibited (Art. 35 of the
DPA).
For processing by the Intelligence and Security Services, the authorities competent to issue
or withdraw security clearances and the Threat Assessment Coordination Body (OCAM), a
decision which produces adverse legal effects concerning an individual may not be based
solely on an automated processing intended to evaluate certain aspects of his or her
personality, except where such decision is based on a provision laid down by law or where it
is necessary to safeguard an important public interest. (Art. 82, 115 and 148 of the Belgian
DPA).
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

In accordance with the Belgian DPA, the non-profit foundation “Foundation for Missing and
Sexually Exploited Children”, where it processes personal data for the reception,
transmission to the judicial authority and follow-up of data concerning persons who are
suspected, in a specific file of disappearance or sexual exploitation, of having committed a
crime or offense, must appoint a DPO (Art. 8, §3).
A private body that processes personal data on behalf of a federal public authority or to
which a federal public authority transfers personal data must appoint a DPO if the processing
is likely to result in a high risk to the rights and freedoms of natural persons (as referred to in
Art. 35 of the GDPR with regard to DPIA) (Art. 21).
In the context of processing for archiving purposes in the public interest, scientific or
historical research purposes, or statistical purposes, the controller must appoint a DPO
where the processing of personal data is likely to result in a high risk as referred to in Article
35 GDPR (Art. 190).
The DPA also contains rules concerning the appointment of a DPO in the context of certain
processing of personal data by the following public authorities:



competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offenses or execution of criminal sanctions, including the
protection against and prevention of threats to public security (Art. 63 to 65)



Intelligence and Security Services (Art. 91)



authorities competent to issue or withdraw security clearances (Art. 124)



the Threat Assessment Coordination Body (OCAM) (Art. 158)

In addition, it is worth noting that, as per Article 9 of the Flemish Decree regarding the
electronic administrative data traffic of 18 July 2008, as amended in 2018, which applies
to electronic data flows within and between regional public authorities, where a Flemish
public authority (as defined in the Decree) relies on a processor, the processor must also
appoint a DPO.
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
The Belgian DPA contains obligations that apply directly to processors (e.g., sufficient
guarantees offered by processor, sub-processing, entering into a data processing
agreement, maintaining of a record of data processing activities, etc.) in the context of
processing on behalf of the following public authorities:

14.



Articles 53 to 54 for competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offenses or execution of criminal sanctions, including
the protection against and prevention of threats to public security



Articles 83 to 86 for Intelligence and Security Services



Article 116 to 119 for authorities competent to issue or withdraw security clearances



Article 149 to 152 for the Threat Assessment Coordination Body (OCAM)

Are there obligations to register with local data protection authorities?
☒ Yes



☐ No

CCTV Notification


Under the Act of 21 March 2007 regarding the installation of surveillance cameras,
as amended by the Act of 21 March 2018, the decision to install a surveillance
camera and to modify such surveillance system must be notified to the police
services on a platform provided by the Public Federal Service Interior (and no longer
to the Belgian Data Protection Authority).
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Authorization of principle for the communication of health data


15.

Pursuant to Article 42, § 2, 3 of the Act of 13 December 2006 containing various
health provisions, as amended by the Act of 5 September 2018, any communication
of personal data relating to health is subject to an authorization of principle of the
Social Security and Health Chamber of the Information Security Committee (“Comité
de sécurité de l’information” or “Informatieveiligheidscomité”). The scope of this
requirement and the relevant exceptions must be checked on a case-by-case basis.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

Certain data localization requirements exist as per specific laws, such as, but not limited to:



Tax laws: except where otherwise provided for by law or where otherwise authorized by
the tax administration, the books and other documents establishing the taxpayer’s
income have to remain at the disposal of the tax administration in the office, agency,
branch or at any other professional or private location of the taxpayer where these books
and documents are held, prepared or sent (Art. 315 of the Belgian Income Tax Code)



Employment laws: social documents (working regulations, individual accounts,
DIMONA notification to the social security administration, etc.) must be kept in Belgium,
and must be maintained on the company’s site so that they can be immediately available
in original form to any requesting authorities (Art. 22 of the Royal Decree of 8 August
1980 on the retention of social documents). Please note, however, the existence of
Regulation (EU) 2018/1807 on the framework for the free flow of non-personal data in
the European Union, according to which data localization requirements shall be
prohibited (and must be repealed by 30 May 2021), unless they are justified on grounds
of public security in compliance with the principle of proportionality.
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☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption. Based on guidance from the Belgian Data
Protection Authority and best practices, the processing of sensitive data, including healthrelated data, should be protected by appropriate encryption methods, both during
transmission and storage.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:
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the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize

☒

other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:

☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☐

providers of critical infrastructure

☒

other



Reporting obligations for transport, caching and hosting services providers (Art. XII.20,
§2 of the Belgian Economic Law Code of 28 February 2013).
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Obligation for anyone to inform the public prosecutor about an attempt to harm — or
about actual harm to — public security, or a person’s life or property (Art. 30 of the
Belgian Criminal Investigation Code).



Obligation for the controller to notify data breaches to any customer and/or authorities in
accordance with the Belgian civil law principles of good faith and fairness and the
general duty of care (Art. 1382 and seq. and Art. 1146 & seq. of the Belgian Civil Code).

Please note that as of March 2019 Belgium has still not implemented the Network and
Information Security (NIS) Directive (Directive (EU) 2016/1148 of 6 July 2016) into Belgian
law, but a draft Act is pending before the Belgian parliament.
Details regarding the identified data security breach notification requirements



Limited notification obligation for providers of electronic communication services (Art.
114/1, §3 of the Act of 13 June 2005 on Electronic Communications)

This notification obligation applies to providers of electronic communication services (e.g.,
telecom operators, mobile phone communication services providers, internet access
providers, etc.).
In case of a personal data breach (i.e., a breach of security accidentally or unlawfully
resulting in the unauthorized destruction, loss, alteration, disclosure or access of personal
data transmitted, stored or otherwise processed in connection with the provision of publicly
available electronic communications services in the Community), providers of such electronic
communication network or services must notify the Belgian Data Protection Authority
without undue delay.
Besides, where the personal data breach is likely to adversely affect a subscriber or
individual’s personal data, the provider shall notify the subscriber or individual without
undue delay. The notification to the subscriber or individual shall at least describe the nature
of the personal data breach and the contact points where more information can be obtained,
and shall recommend measures to mitigate the possible adverse effects of the personal data
breach.
Notification of a personal data breach to a subscriber or individual concerned shall not be
required if the provider demonstrates, to the satisfaction of the competent authority, that it
has implemented appropriate technical protection measures, and that those measures were
applied to the data concerned by the security breach. Such technical protection measures
shall render the data unintelligible to any person who is not authorized to access it.
Failure to comply would result in liability in case such failure would contribute, directly or
indirectly, in whole or in part, to harm to the affected individual(s) or any person holding an
interest in the data which has been breached. The Belgian telecommunication regulator may
also require public network operators or electronic communication service providers to
implement security requirements and audits; it may also impose administrative fines, such as
prohibiting the delivery of the relevant services in case of non-compliance.



Reporting obligations for transport, caching and hosting services providers (Art. XII.20,
§2 of the Belgian Economic Law Code of 28 February 2013)

Transport, caching and hosting services providers must report without delay to the
competent judicial or administrative authorities alleged illegal activities of — or alleged
illegal information reported by — the recipients of their services; this may then apply to
unauthorized access to and/or use of data they are transporting, caching or hosting.
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Such services providers must also provide the competent judicial or administrative
authorities, on mere demand, with the information they hold and that is useful for the
investigation and confirmation of criminal offenses committed through their channel.
Under this provision, affected individuals must not be notified.
Failure to comply would result in liability if such failure contributes, directly or indirectly, in
whole or in part, to harm to the affected individual. Information society providers not
complying with their information or reporting duty may be punished by a criminal fine from
EUR 208 to EUR 500,000. They can theoretically be subject to cease and desist actions.



Obligation to inform the public prosecutor about an attempt to harm — or about actual
harm to — public security, or a person’s life or property (Art. 30 of the Belgian Criminal
Investigation Code)

This provision requires anyone who knows about an attempt to harm — or about actual harm
to — public security, or a person’s life or property, to immediately inform the public
prosecutor thereof; this may then apply to a hacking incident consisting in (or being part of)
an attempt to harm (or actual harm to) a person’s life or property (including data).
Under this provision, affected individuals must not be notified.
Failure to comply would result in civil liability if such failure contributes, directly or indirectly,
in whole or in part, to harm to the affected individual.



Obligation for the controller to notify data breaches to any customer and/or authorities in
accordance with the Belgian civil law principles of good faith and fairness and the
general duty of care (Art. 1382 and seq. and Art. 1146 & seq. of the Belgian Civil Code)

In accordance with the Belgian civil law principles of good faith and fairness in contractual
relationships, as well as the general duty of care, a controller or a processor should inform its
customers or other persons affected (or even the public at large, e.g., for the sake of
reaching a large audience when it is not possible to identify precisely the persons affected),
and/or authorities of a data breach, where such information could help in mitigating the
prejudice suffered by customers or third parties, if any, or address the consequences of a
data breach. This notification duty is not limited to personal data and could apply to any type
of data or customer (such as data pertaining to legal entities).
The scope and timing of such information mainly depend on what is necessary, in light of the
circumstances of the case, to allow the affected individuals or third parties to take any
appropriate measures to mitigate or to avoid their (potential) prejudice.
Failure to comply with the general duty of care provisions or principles would result in liability
if such failure contributes, directly or indirectly, in whole or in part, to harm to the affected
individual.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The Act of 13 June 2005 on Electronic Communications applies to the use of cookies. In
most cases where websites use cookies, this Act requires the prior and informed consent of
visitors, unless only essential cookies are used (Art. 129).

76 | Baker McKenzie

This consent must be specific to the different purposes pursued. Consent must be obtained
prior to any processing relating to cookies: creation, storage, communication, etc.
For consent to meet the legal requirements, it must be the expression of the indication of the
individual’s wish, given by an affirmative action such as checking a box.
The controller must give users the opportunity to withdraw consent in a simple and free
manner.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

21.

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data
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☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Belgian Data Protection Authorities issued a list of cases where a DPIA is required,
which is applicable as from 1 April 2019 (available in French here and in Dutch here.)

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

They can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whatever is higher.
In accordance with the Belgian DPA (Art. 221), Art. 83 of the GDPR does not apply to public
authorities and their servants or agents, except where these are legal persons governed by
public law that offer goods or services on a market.
☒

criminal penalties from regulators and law enforcement

Criminal sanctions (fines from EUR 2,000 to EUR 240,000) may be imposed on data
controllers, processors or persons acting under their authority under Articles 222 to 230 of
the DPA in case of violation of certain provisions of the DPA (such as where personal data
are processed without a legal basis or in violation of the principles relating to processing of
personal data; a corrective measure imposed by the DPA is not complied with; personal data
have been transferred to a third country in violation of appropriate safeguards or derogations;
a certification has been obtained on the basis of false documents, etc.).
☒

private remedies

Individuals may, for example:



file complaints with the data protection authorities



claim compensation for their damage in accordance with the contractual or extra
contractual liability laws (Art. 216 Belgian DPA)



appoint a body, an organization, or a non-profit association to lodge a complaint on their
behalf and to lodge administrative or judicial remedies on their behalf, either to the
competent supervisory authority or the judiciary as provided for in special legislation, the
Judicial Code and the Code of Criminal Procedure (Art. 220 Belgian DPA)
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☐

23.

24.

bring an action for an injunction with the president of the court of first instance, in
summary proceedings (Art. 209 Belgian DPA)
other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other



use of CCTV cameras



compliance with the principles relating to processing of personal data, such as the
principle of data minimization
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Bolivia
15 March 2019
Lindsay Sykes
Santa Cruz
lsykes@ferrere.com
Carolina Finfera
Santa Cruz
Tel: +591 3 341 95 65
cfinfera@ferrere.com
Natalia Dalenz
Santa Cruz
Tel: +591 3 341 95 65 ext. 168
ndalenz@ferrere.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Telecommunications services; information and communication technologies; and electoral.
☒ constitutional
What are the key data privacy and security laws and regulations?


Bolivian Political Constitution, 7 Februrary 2009
(http://www.silep.gob.bo/silep/masterley/127385)



Supreme Decree N° 1793, 13 November 2013
(http://www.silep.gob.bo/silep/masterley/128719)



Telecommunications Law N°164, 8 August 2011
(http://www.silep.gob.bo/silep/masterley/118680)



Bolivian Criminal Code, 3 November 1834
(http://www.silep.gob.bo/silep/masterley/126316)



Supreme Decree 28168, 18 May 2005
(http://www.gacetaoficialdebolivia.gob.bo/index.php/normas/descargar/36079)



Code for Children and Adolescents, 27 October 1999
(http://www.silep.gob.bo/silep/masterley/118288)



Law 018, 16 June 2010 (http://www.silep.gob.bo/silep/masterley/118207)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

We anticipate material changes on the existing data privacy and security legal framework in
Bolivia, as per Draft Law N°405, which related to the Protection of Personal Data. Such Draft
Law, presented on 30 November 2018 in the Chamber of Representatives, is currently
pending approval from the Plurinational Legislative Assembly of Bolivia.
Is such a law/ regulation in the making?
☒ Yes

☐ No

Draft Law N° 405/18 on Protection of Personal Data presented on 30 November 2018 at the
Chamber of Representatives is pending approval from the Plurinational Legislative Assembly
of Bolivia
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2.

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes

☒ No

N/A
How active is the regulator?
☐ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?

What enforcement priorities are anticipated for the near future?

3.

What are key definitions in the data privacy and security laws?
Personal data
All information concerning a natural or legal person, which identifies or makes it identifiable.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

Bolivian legislation defines data controller as: any natural or legal person, public or private,
cooperative or community, which administers, controls, operates and maintains a network of
telecommunications, information and communication technologies with the respective
authorization.
Bolivian legislation does not define “data processor”, but defines “data processing” as: “any
operation or combination of operations involving personal data, such as collection, storage,
use, circulation or suppression.”

4.

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

N/A

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any
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☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

N/A

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

N/A
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

N/A

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
N/A
Can consent be validly obtained in the employment context?
☐ Yes

☐ No
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If yes, what are the requirements?
N/A

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

18

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☒

other

It is mandatory to safeguard the identity of the child or adolescent involved in any type of
judicial process and to restrict the access of the documentation regarding it, unless there is an
express authorization from the competent authority.
What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
☐

additional data security requirements apply

N/A
☐

other

N/A
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10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

N/A

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

N/A
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:
N/A
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

N/A
☐

other

N/A
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☐ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes
N/A
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☒ No

14.

Are there obligations to register with local data protection authorities?
☐ Yes

☒ No

N/A

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any country that is not Bolivia
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

The Jurisdiction of the recipient offers the same level of data security as Bolivia
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

N/A
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption
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N/A
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

N/A
Controllers have to notify:
☐

data protection authorities

N/A
☐

individuals

N/A
☐

other

N/A
Processors have to notify:
☐

controller

N/A
☐

data protection authorities

N/A
☐

individuals

N/A
☐

others

N/A

18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)
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☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

N/A
Details regarding the identified data security breach notification requirements
N/A

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No

N/A

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ Yes
☐

☐

☐

☐

☐

☒ No
email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent
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21.

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

N/A

22.

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Amounts are not specified in law, they are determined by the telecommunications regulator
(ATT) on a case-by-case basis. Warning, seizure of equipment and material, fines and
temporary disqualification from performing activities in telecommunications, and/or
information and communication technologies.
☒

criminal penalties from regulators and law enforcement

Criminal action for tampering with correspondence and private papers based on Bolivian
Criminal Code, which provides for potential imprisonment of three months to a year or a fine.
☒

private remedies

Civil claims for damages related to administrative or criminal violations of data privacy norms.
☒

other



Constitutional action for violation of right to privacy and related civil claims for damages.



Human rights claims for violation of the right to privacy.
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☒

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other

N/A
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Brazil
16 April 2019
Flavia Rebello
Sao Paulo
Tel: +551130486851
flavia.rebello@trenchrossi.com
Gabriela Paiva-Morette
Sao Paulo
Tel: +551130486785
gabriela.paiva-morette@trenchrossi.com
Thais Carvalho
Sao Paulo
Tel: +551130486568
thais.carvalho@trenchrossi.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Consumer protection, credit scoring, internet
☒ constitutional
What are the key data privacy and security laws and regulations?
Brazilian Federal Constitution
Article 5, X: contains general provisions on privacy. According to the Brazilian Federal
Constitution, the individual’s rights to intimacy, privacy, honor and image are fundamental
rights and any violation thereof entitles the data subject to indemnification for both moral and
material damages. Moreover, the secrecy of correspondence, telegraphic, data and telephone
communications is also a constitutional guarantee.
Brazilian Civil Code - Law No. 10,406/02
Article 21: among other general provisions, it considers the right to privacy as a personality
right, which cannot be waived or assigned as a matter of public policy.
Brazilian Consumer Protection Code (“CDC”) - Law No. 8,078/90
Contains certain rules regarding the collection, storage and use of consumer data. The CDC
regulates the creation of databases containing consumers’ personal information. Under the
CDC, a “consumer” is any individual or legal entity that acquires goods or services as an enduser. By this definition of consumer, the CDC governs not only retail sales to consumers, but
also sales of products and services to legal entities that will be treated as consumers when and
if they are end-users of products and services (on a case-by-case basis).
Internet Legal Framework - Law No. 12,965/14
Establishes general principles, warranties, rights and duties that govern the use of the internet
in Brazil and regulates the protection of privacy and data online. It contains several provisions
regarding internet users’ rights to the protection of logs, personal data and private
communications.
Brazilian Criminal Code - as amended by Law No. 12,737/12
Has general provisions addressing crimes relating to the inviolability of correspondence and
the invasion of information technology devices.
Interception of Telephone Communication Law - Federal Law 9,296/96
Determines that such procedure may only be authorized by a judge in the context of a criminal
investigation. The same rules apply to wiretapping of information technology devices.
Complementary Law No. 105/01
Establishes rules regarding bank secrecy with which financial institutions must comply. Other
sector-specific rules may also apply.
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Brazilian Information Access Law- Federal Law Nº 12,527/11
Regulates access to information held by public entities and agencies in Brazil, and also gives a
legal definition of what is considered “personal information”.
Good Payer’s Registry Law - Federal Law Nº 12,414/11, amended by Complimentary Law
No. 166/2019
Regulates databases containing personal data related to credit and purchase history.
General Data Protection Law (GDPL)
In August 2018, Brazil passed Law Nº 13,709/18, which is the first omnibus data protection law
in the country. GDPL was amended by Provisional Measure No. 869/2018, which, among other
things, created the Brazilian Data Protection Authority.
As of April 2019, analysis of the Provisional Measure is still pending in the Brazilian Congress,
and several amendments have been proposed. Depending on how the Provisional Measure
develops in the legislative process, several key aspects of the GDPL may still be subject to
change.
The law will come into effect in August 2020, except for the provisions regarding the creation of
the Data Protection Authority, which are already in force. The law is mostly inspired by the EU
GDPR but is in a much simpler format and there are key differences including lower monetary
penalties and a specific exception for credit rating.
Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☒ Yes

☐ No

Provisional Measure nº 869/2018, which - amongst other things - created the Brazilian Data
Protection Authority, must be voted on by the Brazilian Congress and converted into law within
60 days from the date of publication, renewable for another 60 days. The 60-day term has
been extended and the analysis of the Provisional Measure No. 869/2019 is ongoing in
Congress.
Close to 200 amendments to the Provisional Measure, and consequently to the GDPL, have
been proposed. They range from the structure, composition, and nature of the Brazilian Data
Protection Authority to more substantial changes to the law itself, such as legal basis for data
processing, application of the law to public entities, technical standards for data security,
among many others.
Is such a law/regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Brazil only has a federal-level regulator, the Brazilian Data Protection Authority (“DPA”). It was
created as an entity, associated with the federal presidency. Despite an express provision
stating that the DPA has technical independence, it does not have administrative
independence or a separate budget.
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As mentioned above, the DPA was created through Provisional Measure nº 869/2018, which is
yet to be voted on in the Brazilian Congress to come definitively into effect. It is not clear
whether this structure will remain in force after discussions of the Provisional Measure in
Brazilian Congress since several amendments regarding the DPA have been proposed (as
explained above).
How active is the regulator?
☒ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Since the DPA has been created very recently, and is pending approval by the Brazilian
Congress, it has not yet engaged in any enforcement activities. For instance, while the
authority has already been created, members have not yet been appointed. Furthermore, as
stated above, the current state of the DPA is not definitive, and is still subject to change.
Note, though, that Brazil has seen enforcement of data protection related provisions in other
laws by consumer authorities and the District Attorney’s Office.
What enforcement priorities are anticipated for the near future?
Enforcement under the GDPL will not occur until August 2020.
However, since the approval of the GDPL raised the awareness of data protection in Brazil, we
expect an increase in enforcement by Consumer authorities and District Attorney’s Office.

3.

What are key definitions in the data privacy and security laws?
Personal data
The GDPL defines personal data as “information related to a natural person identified or
identifiable” (article 5, I).
The Constitutional protection of privacy and the provisions of the Civil Code are very broad as
they refer to the protection of the individual’s privacy and intimacy. The CDC refers to any
information included in registrations or forms and any data regarding the acquisition of
products or services.
Decree No. 8,711/2016, which regulates the Internet Legal Framework, provides a definition of
Personal Data which, in theory, is limited to the purposes of such law. The Decree defines
Personal Data as any data related to an identified or identifiable individual, including
identification numbers, location data or electronic identifiers when these are related to a
person.
In addition to the above, the Brazilian Information Access Law defines personal information as
any information regarding an identified or identifiable individual (i.e., subject to be identified).
This definition may be used as a reference point for the purposes of data protection laws and is
generally adopted in courts and by scholars when addressing this matter.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

The definition of “sensitive data” was included in the GDPL and, therefore, is only effective as
of August 2020.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

applies to personal data subject to processing that has been collected in Brazil
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5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☒

other

Note that while the boxes are ticked above, the following information will only need to be
included in a privacy notice to data subjects from August 2020 when the GDPL starts to apply:


contact details of the data protection officer, where applicable



the existence of the right to withdraw consent if processing is based on consent



whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is
obliged to provide the personal data and of the possible consequences of failure to provide
such data



if applicable, information regarding automated decision-making, including profiling
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☒

other

Note that while the boxes are ticked above, the following legal bases will only apply from
August 2020 when the GDPL starts to apply:


the personal data is necessary to perform a contract with the data subject



the personal data is necessary to protect the vital interests of a natural person



the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subjects’ privacy interests and the
data subject has not made use of his/her right to object)

Further under the GDPL, Article 7, further legal bases include (after August 2020):


the personal data is necessary for the performance of public policies by the public
administration (government bodies)



the personal data is necessary for the performance of studies by research organizations,
assured, when possible, the personal data anonymization



the personal data is necessary for the regular exercise of rights on legal, administrative or
arbitral action



the personal data is necessary for the protection of health, on proceedings performed by
healthcare professionals or by health entities



the personal data is necessary for credit protection
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7.

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Under the GDPL, Article 11, further legal bases for processing sensitive data will include
processing:

8.



for the performance of public policies by the public administration (government bodies)



for the purposes of fraud prevention and the data subject safety, on identification and
electronics systems registrations authentication proceedings



for the performance of studies by a research organization, assured, when possible, the
personal data anonymization



to protect the vital interests of the data subject or of another natural person

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
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Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
There are no specific rules addressing this matter. Personal data relating to an employee is
treated by the law in the same way as other personal data and therefore in principle it is
possible to validly obtain consent in an employment context. However, there are decisions by
labor courts that question the validity of consent in an employment relationship because of the
employment subordination, and we believe that the likelihood of Brazilian DPA adopting the
same interpretation is high.

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

According to Brazil’s Child and Adolescent Statute, a child is any person up to 12 years of age,
and an adolescent is any person between 13 and 18 years of age. Both are considered minors
for the purposes of the law, and the GDPL will impose special requirements in relation to
personal data of minors (see below).
According to the Brazilian Civil Code, only individuals over the age of 18 are capable of binding
themselves personally. Minors under 16 are considered absolutely incapable, while those
between 16 and 18 are considered relatively incapable (i.e., they can bind themselves with the
assistance of their parents or guardians).
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☒

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

According to Article 14 of the GDPL, when Data is processed on the basis of consent,
controllers must maintain public the information about the data type collected, its use manner
and the proceeding for the rights exercise.
Furthermore, the information about the data processing must be given in a simple, clear and
accessible way, considering the physical, perceptive, sensorial, intellectual and mental user
characteristics. The use of audio-visual resources may be appropriate in some instances and
parents or legal representatives must be provided with the necessary information.
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☐

additional data security requirements apply

☒

other

Personal data relating to children may be collected without consent if the collection is
necessary to contact the parents or legal representative and the personal data is used only
once and is not stored, or for the child’s protection. In no case may such data be transferred to
third parties without consent.
The data controller must not make data subject participation in games, internet applications
and other activities conditional upon the provision of personal data beyond what is strictly
necessary for participating in the activity.
The data controller must perform every reasonable effort to verify whether the consent was
given by the child’s representative, considering the available technologies.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Under the GDPL, Articles 17 through 22, further rights effective as of August 2020 include the
right to petition to the DPA in regards to their personal data.

11.

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

The data subject has the right to request review of the decisions taken solely based on the
automated processing of personal data which affects their interests, including decisions aimed
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at defining their personal, professional, consumption and credit profiles or aspects of their
personality.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

Per Article 41 of the GDPL, all data controllers must appoint a DPO. However, the law
expressly states that the Brazilian DPA may provide for supplemental rules about the DPO
requirement, and may exempt certain controllers from appointing a DPO based on the nature
and size of the entity, and the volume of data processing operations.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes
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☒ No

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

☒

other

controllers must provide to the processor instructions regarding the processing of personal
data and verify compliance with the instructions
Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

Per Article 37 of the GDPL the data processor must keep record of the personal data
processing operations they perform, especially when based on the legitimate interest.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any country that is not Brazil.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☒

other solutions

Please note that while ticked above the following will only apply as of August 2020 when the
GDPL starts to apply:
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approved adequate/whitelisted jurisdictions



approved standard contractual clauses



binding corporate rules

As per Article 33 of the GDPL, other legal bases will include:

☐



when the transfer is necessary for the international legal cooperation between public
intelligence agencies, public investigation agencies and public persecution agencies, in
accordance with international law mechanisms



when the transfer is necessary for the protection of the life or physical safety of the data
subject or a third party



when the National Data Protection Authority authorizes a specific transfer



when the transfer is a product of a commitment undertaken under international cooperation

b)

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

N/A
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☒

other

Organizations are required to take steps to: (i) ensure that personal data in its possession and
control are protected from unauthorized access and use; (ii) implement appropriate physical,
technical and organization security safeguards to protect personal data; and (iii) ensure that
the level of security is in line with the amount, nature, and sensitivity of the personal data
involved.
The Brazilian DPA may create additional security standards.
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17.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

There is an obligation to notify the DPA and the data subjects of any breach that may result in
relevant risk or damage to the data subject. The law does not define these terms.
Controllers have to notify:
☒

data protection authorities

The communication must be made in a reasonable time, according to what will be established
by the Data Protection Authority.
☒

individuals

Same as above.
☐

other

Processors have to notify:
There are no legal requirements for processors to notify in the case of a personal data breach.
Controllers need to notify the DPA and the data subjects if the breach occurred at the
processor level.

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)
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☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☐

☒

☐

☐

☐

☐ No

email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent (provided for in certain States’ laws)

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐
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prior opt-in consent

21.

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

There is no blacklist or whitelist.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

In the context of the Internet Legal Framework, failure to comply with any of its rules regarding
protection of personal data and private communications may result in:


warnings



fines in the amount of up to 10% of the economic group’s gross revenues in Brazil in the
last fiscal year



temporary suspension of data collection activities in Brazil



prohibition of data collection activities in Brazil

Furthermore, the law expressly determines that the Brazilian entity of a group shall be jointly
liable with the foreign entity for any fines imposed on the foreign entity for failure to comply with
these data protection requirements.
In the context of the GDPL, sanctions include:


warnings, with an indication of a deadline for correction measures to be taken



simple fine of up to 2% of the net turnover of the economic group in Brazil, in its last fiscal
year, limited to BRL 50 million per violation



daily fine, considering the total limits of the previous fine
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disclosure of the violation, after having properly verified and confirmed its occurrence



blocking of the personal data the subject of the violation, until remedied



deletion of the personal data the subject of the violation

☒

criminal penalties from regulators and law enforcement

According to the Brazilian Criminal Code, it is a criminal offense to invade third parties’
information devices, whether or not such devices are connected to the internet, by means that
aim to obtain, alter or destroy data or information without the express or implied authorization
from the device owner or to install vulnerabilities to obtain illicit advantages. The crime is
punishable by detention of three months to one year, plus a fine. This penalty also applies to
anyone who makes, offers, distributes, sells or discloses a computer device or software aimed
at enabling the conducts described above. Also, in the event that the invasion results in
obtaining content from private electronic communications, industrial or trade secrets,
confidential information or the unauthorized remote control of the device, the penalty is
increased to imprisonment for six months to two years, plus a penalty. This latter penalty is
also increased in the event that the data or information obtained is disclosed, traded or
transmitted to third parties.
☒

private remedies

The imposition of administrative remedies does not preclude the right of affected individuals to
claim indemnification for damages caused by the processing of personal data. The Brazilian
Federal Constitution expressly entitles the data subject to indemnification for both moral and
material damages for violation of the individual’s rights to intimacy, privacy and honor.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☒

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☒

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements
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☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

Due to the lack of a privacy culture until the enactment of the GDPL, except for companies in
specific sectors that rely heavily on personal data as a main asset for their business, most
companies in Brazil commit many of the mistakes described above.
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., healthcare, banking/finance, consumer credit reporting
☒ constitutional
What are the key data privacy and security laws and regulations?
In Canada, data privacy and security laws have been enacted at the federal and
provincial/territorial level, which apply to private-sector entities, public sector-entities and
“health information custodians”. In the following, only the data privacy and security laws
applicable to private-sector entities are covered.
Federal — Personal Information Protection and Electronic Documents Act, SC 2000, c 5
(“PIPEDA”)
Alberta — Personal Information Protection Act, SA 2003, c P-6.5 (“Alberta PIPA”)
British Columbia — Personal Information Protection Act, SBC 2003, c 63 (“BC PIPA”)
Quebec — Act respecting the protection of personal information in the private sector, CQLR
c P-39.1 (“Quebec Act”)
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☒ Yes

☐ No

In 2013, the Manitoba government enacted the Personal Information Protection and Identity
Theft Prevention Act (“Manitoba PIPITPA”), making it the fourth province along with British
Columbia, Alberta and Quebec to enact a broadly applicable private-sector data privacy and
security law. The Manitoba PIPITPA is not yet in force and there is presently no estimated
timeframe available for its coming into force.
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2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Federal — Office of the Privacy Commissioner of Canada (“OPC”)
Alberta — Information and Privacy Commissioner of Alberta (“Alberta OIPC”)
British Columbia — Information and Privacy Commissioner for British Columbia (“BC OIPC”)
Quebec — Commission d’accès à l’information du Québec (“Quebec CAI”)
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The OPC has over the past 18 months made repeated requests to the federal government to
provide the OPC with stronger enforcement powers, including the power to make orders,
issue fines and administrative monetary penalties, and conduct inspections and audits. While
continuing to seek stronger enforcement powers, the OPC’s strategy has been to, on the one
hand, guide and engage with organizations on how to comply with their privacy obligations
(Promotion Program), and on the other hand, launch proactive enforcement actions to target
systemic, chronic or sector-specific privacy issues that have not been adequately addressed
through the complaint system (Compliance Program). The OPC launched its first proactive
OPC-initiated investigation under its Compliance Program in May 2018 into the practices of
six different data and list brokers.
What enforcement priorities are anticipated for the near future?
With the recent proliferation in data breaches affecting individuals in Canada, and the recent
enactment of federal security breach notification requirements under PIPEDA, we expect that
in the near future this will be an area of enforcement in which the OPC will be particularly
active. In addition, the OPC recently published Guidelines for obtaining meaningful consent
and Guidance on inappropriate data practices, in response to advances in technology that
are posing challenges for privacy protection and the consent model. We expect that in the
near future Canadian data privacy and security regulators will increasingly scrutinize the use
of technological innovations such as big data, the Internet of Things and artificial intelligence,
to ensure that these technologies are being implemented in compliance with data privacy
and security principles and requirements.

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data generally means information about an identifiable individual. Information will
generally be about an “identifiable individual” where there is a serious possibility that an
individual could be identified through the use of that information, alone or in combination with
other information.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☒

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☐ No

Regardless of whether an organization determines the purposes and means of processing
personal data or processes personal data on behalf of another organization, the organization
will generally be subject to the same requirements in respect of its collection, use and
disclosure of personal data. However, we note that if an organization transfers personal data
to a third party for processing, the transferring organization remains responsible for the
personal data and must use contractual or other means to provide a comparable level of
protection while the data is being processed by a third-party.

4.

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction
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☐

5.

6.

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject
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☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Under PIPEDA, Alberta PIPA, BC PIPA and the Quebec Act, an organization is generally
required to obtain consent for any collection, use or disclosure of personal data, subject to
limited exceptions that are prescribed (most of which are similar or related to the legal bases
listed above).

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Under PIPEDA, Alberta PIPA, BC PIPA and the Quebec Act, an organization is generally
required to obtain consent for any collection, use or disclosure of personal data, subject to
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limited exceptions that are prescribed (most of which are similar or related to the legal bases
listed above).

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
Processing is necessary/reasonably required (depending on the applicable private-sector
data privacy and security law) for the purposes of establishing, managing or terminating the
employment relationship, and the employee has been provided with appropriate notice.
Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
PIPEDA only applies to employee personal data of employees of federally regulated
businesses (e.g., banks, airlines, telecommunications companies). Alberta PIPA, BC PIPA
and the Quebec Act apply to employee personal data of employees of non-federally
regulated businesses in those provinces. Under PIPEDA, Alberta PIPA and BC PIPA, an
organization can generally collect, use and disclose employee personal data without consent
if the data is necessary (in the case of PIPEDA) or reasonably required (in the case of
Alberta PIPA and BC PIPA) for the purposes of establishing, managing or terminating the
employment relationship, and the employee has been provided with appropriate notice.
Under the Quebec Act, an organization must generally obtain consent to collect, use or
disclose employee personal data, though implied consent (i.e., by providing appropriate
notice) can be sufficient if the employee personal data is not sensitive personal data.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

see text below.

The OPC takes the position that, in all but exceptional circumstances, a minor within the
meaning of data privacy laws is a person below the age of 13. The Alberta OIPC, BC OIPC
and Quebec CAI do not set a specific age threshold, but rather consider whether the
individual understands the nature and consequences of the exercise of the right or power in
question.
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other
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What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

The OPC has published guidance in which it confirms that profiling or categorization which
leads to unfair, unethical or discriminatory treatment contrary to human rights law could be
considered an inappropriate data practice under PIPEDA.
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If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
Creating profiles of data subjects or utilizing automated decision making for decisions related
to data subjects will generally be permitted where, (i) the activity is carried out in accordance
with the general requirements under Canadian private-sector data privacy and security laws
(i.e., provide notice, obtain consent, etc.); and (ii) the activity does not result in inferences
being made about individuals or groups, with a view to profiling them in ways that could lead
to unfair, unethical or discriminatory treatment contrary to human rights law.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

Under Canadian private-sector data privacy and security laws, organizations are generally
required to designate an individual or individuals who are accountable for the organization’s
compliance with applicable private-sector data privacy and security laws.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☐ No

☒ N/A

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes
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☐ No

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

Regardless of whether an organization determines the purposes and means of processing
personal data or processes personal data on behalf of another organization, the organization
will generally be subject to the same requirements in respect of its collection, use and
disclosure of personal data.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Under the Quebec Act, every “personal information agent” carrying on an enterprise in
Quebec must register with the Quebec CAI by filing an application in accordance with
prescribed requirements. Under the Quebec Act, a “personal information agent” is any
person who, on a commercial basis, personally or through a representative, establishes files
on other persons and prepares and communicates to third parties credit reports bearing on
the character, reputation or solvency of the persons to whom the information contained in
such files relates. The Quebec CAI must register an agent who files an application in
conformity with the prescribed requirements.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Alberta PIPA imposes requirements for the transfer of personal data outside Canada. The
Quebec Act imposes requirements for the transfer of personal data outside Quebec.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims
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☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

In general, if an organization transfers personal data to a third party (whether inside or
outside of Canada), the organization must use contractual or other means to ensure a
comparable level of protection for the data while it is being processed by the third party, and
ensure that the data is not used for purposes other than those for which it is transferred.
Alberta PIPA specifically requires organizations to notify individuals if they use a service
provider outside Canada to collect and/or process personal data. The Quebec Act
specifically requires organizations to obtain individuals’ consent in order to communicate
their personal data outside Quebec or give a person outside Quebec the authority to hold,
use or communicate the information, though implied consent (i.e., by providing appropriate
notice) can be sufficient if the personal data is not sensitive personal data.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

17.

☐ No

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

In Canada, mandatory private-sector breach notification requirements for breaches of
personal data other than personal health data now exist both at the federal level under the
PIPEDA and at the provincial level under Alberta PIPA.
Under PIPEDA a personal data breach (breach of security safeguards) is generally defined
as the loss of, unauthorized access to or unauthorized disclosure of personal data resulting
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from a breach of an organization’s security safeguards that are referred to in PIPEDA or from
a failure to establish those safeguards.
Under Alberta PIPA, a personal data breach is generally defined as any incident involving
the loss of or unauthorized access to or disclosure of personal data.
Under BC PIPA and the Quebec Act, notification is not required, but is a best practice.
Controllers have to notify:
☒

data protection authorities

Under PIPEDA, an organization must notify the OPC and affected individuals of any breach
of security safeguards involving personal data under its control if it is reasonable in the
circumstances to believe that the breach creates a real risk of significant harm to an
individual. The notification must contain certain prescribed information and must be made in
a prescribed form and manner, as soon as feasible after the organization determines that the
breach has occurred.
Under Alberta PIPA, an organization with personal data under its control must provide notice
to the Alberta OIPC whenever there is a loss of, unauthorized access to, or disclosure of
personal data, such that a reasonable person would consider there to be a real risk of
significant harm to an individual. The notification must contain certain prescribed information
and must be made in a prescribed form and manner, without unreasonable delay.
☒

individuals

Under PIPEDA, an organization must notify affected individuals of any breach of security
safeguards involving personal data under its control if it is reasonable in the circumstances to
believe that the breach creates a real risk of significant harm to an individual. The notification
must contain certain prescribed information and must be made in a prescribed form and
manner, as soon as feasible after the organization determines that the breach has occurred.
Alberta PIPA does not require organizations to automatically notify affected individuals when
there is a breach, however, the Alberta OIPC has the power to require organizations to notify
affected individuals for whom there is a real risk of significant harm.
Under BC PIPA and the Quebec Act, notification is not required, but is a best practice.
☒

other

Under PIPEDA, an organization that notifies an individual of a breach of security safeguards
must also notify any other organization or government institution or a part of a government
institution of the breach if the notifying organization believes that the other organization or
the government institution or part concerned may be able to reduce the risk of harm that
could result from it or mitigate that harm, or if any of the prescribed conditions are satisfied.
Processors have to notify:
PIPEDA and Alberta PIPA require an organization to report a breach involving personal data
under its control. Therefore, the obligation to report the breach rests with an organization in
control of the personal data implicated in the breach. The term control is not defined in
PIPEDA or Alberta PIPA. The OPC has published guidance interpreting the requirements
under PIPEDA, which suggests that in circumstances where an organization (the “principal
organization”) has transferred personal data to a third party for processing and a breach
Baker McKenzie | 123

occurs while the personal data is with the processor, it is reasonable to interpret the principal
organization as having control of the personal data and therefore responsibility for breach
reporting in respect of a breach that occurs with the third party processor. However, the OPC
acknowledges that business relationships can be very complex and determining who has
personal data under its control needs to be assessed on a case-by-case basis.

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
Alberta, Ontario, New Brunswick, Newfoundland and Labrador, Nova Scotia, Northwest
Territories and Yukon have each enacted data privacy and security laws that apply to “health
information custodians” (e.g., hospitals, pharmacies, laboratories, nursing homes,
ambulance services, healthcare practitioners, etc.) and include security breach notification
requirements. In general, health information custodians are required to notify individuals
and/or the relevant provincial/territorial regulator, at the first reasonable opportunity, where
personal health data is stolen, lost, disposed of, or disclosed to, or accessed by,
unauthorized persons. Organizations that fail to comply with the security breach notification
requirements can be subject to fines which vary by province/territory (e.g., in Ontario,
organizations may be subject to fines of up to CAD 500,000).
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19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Under Canada’s Anti-Spam Law (“CASL”), an organization can generally rely on implied
consent to install cookies, as long as the individual’s conduct indicates that they consent to it
(e.g., if the person disables cookies in their browser, the organization would not be
considered to have consent to install cookies). Under PIPEDA, an organization can generally
rely on implied consent to collect and use personal data through cookies so long as the
personal data is not sensitive and the collection and use aligns with the reasonable
expectations of the individual. The OPC has published guidance on online behavioral
advertising and the use of cookies, which sets out the conditions under which implied
consent to online behavioral advertising can be considered acceptable. The guidance also
generally prohibits the use of certain types of cookies and generally prohibits the tracking of
children and tracking on websites aimed at children.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☐

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent
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21.

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The OPC, Alberta OIPC, BC OIPC and Quebec CAI have the power to investigate
complaints from individuals or initiate investigations on their own accord, and publish public
reports of findings. The OPC cannot make enforceable orders, but the Alberta OIPC, BC
OIPC and Quebec CAI can. The OPC can however, after an investigation, make an
application to the Federal Court, which has broad order-making powers. The OPC can also
enter into compliance agreements with organizations.
☒

criminal penalties from regulators and law enforcement

PIPEDA: Organizations that commit offenses may be subject to fines of up to CAD 100,000.
Alberta PIPA: Organizations that commit offenses may be subject to fines of up to CAD
100,000.
BC PIPA: Organizations that commit offenses may be subject to fines of up to CAD 100,000.
Quebec Act: A failure to comply with the Quebec Act’s requirements for the collection,
storage, communication or use of personal data is liable to a fine of up to CAD 10,000 and,
for a subsequent offence, to a fine up to CAD 20,000. Any one who hampers an inquiry or
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inspection by communicating false or inaccurate information or otherwise is liable to a fine of
up to CAD 10,000 and, for a subsequent offence, to a fine of up to CAD 20,000.
CASL: Organizations that fail to comply with certain direct marketing provisions of CASL may
be subject to administrative monetary penalties of up to CAD 10 million.
☒

private remedies

PIPEDA: While PIPEDA does not establish a specific private right of action, failure to comply
with PIPEDA may result in civil actions, class actions, or private rights of action. A
complainant may also, after filing a complaint with the OPC and after receiving the OPC’s
report of findings or being notified that the complaint has been discontinued, apply to the
Federal Court for a hearing. The Federal Court may, in addition to other remedies, order an
organization to correct its practices to comply with PIPEDA or award damages to a
complainant, including damages for any humiliation that the complainant has suffered.
Alberta PIPA: Where the right of appeal for an order made or conviction issued for a breach
of Alberta PIPA has been exhausted, an individual affected by the breach has a cause of
action for damages for loss or injury they suffered as a result of the breach or conduct.
BC PIPA: Where the right of appeal for an order made or conviction issued for a breach of
BC PIPA has been exhausted, an individual affected by the breach has a cause of action for
damages for actual harm they suffered as a result of the breach or conduct.
Quebec Act: While the Quebec Act does not establish a specific private right of action, failure
to comply with the Quebec Act may result in civil actions, class actions, or private rights of
action. An individual may also appeal a final decision of the Quebec CAI and may also apply
for leave to appeal from an interlocutory decision of the regulator.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements
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☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
In addition to the general principle regarding the protection of privacy and personal data
contained in the Chilean Constitution and the general data privacy framework set forth in Act
19,628 (the Chilean Data Privacy Act or “DPA”), there are several other provisions on data
privacy scattered throughout various bodies of law, including, e.g., the Chilean Labor Code,
the Chilean Sanitary Code, Decree with the Force of Law No. 1 issued by the Chilean
Ministry of Health on 2006 regarding health insurance, Act 19,799 on electronic signatures,
Decree Law 3,500 issued by the Labor and Social Security Ministry on 1980 regarding the
pension system, Decree with the Force of Law No. 3 issued by the Chilean Finance Ministry
on 1997 regarding banks, the Updated Compilation of Rules issued by the Chilean
Commission for the Financial Market, etc.
☒ constitutional
What are the key data privacy and security laws and regulations?
Act 19,628 (the Chilean Data Privacy Act or “DPA”)
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☒ Yes

☐ No

Although we do not expect them to be actually implemented in the next 12 months, there are
a number of bills currently being discussed in the Chilean Congress, including a new DPA
and a new law regarding cybersecurity, which, if enacted, would significantly change the data
privacy and security regulatory landscape in Chile.

2.

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes

☒ No

N/A
How active is the regulator?
☐ Not very
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☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
N/A
What enforcement priorities are anticipated for the near future?
N/A

3.

What are key definitions in the data privacy and security laws?
Personal data
Any information relating to identified or identifiable natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☐

government identity card or number information

☐

passwords

☒

other

Sensitive data includes also personal data revealing “personal habits”.
Genetic data may be deemed to be sensitive data if it falls within the more broad category of
“clinical laboratory exams and analysis” set forth in the Chilean Sanitary Code.
Further, employers are subject to a specific obligation not to disclose any private information
and data relating to their employees to which they may have access to as a result of the
employment relationship, which may be argued includes data revealing trade union
membership.
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

The DPA uses the concept of “responsible party”, meaning the natural person, private legal
entity or public entity responsible for the decisions related to the processing of the personal
data.

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Additional legal bases include:


The collection or processing of personal data is authorized by the law.



The personal data relates to economic, financial, banking or commercial obligations of
the data subject (subject to certain limitations).



The personal data relates to the members of a private legal entity and is used by such
entity for its own general benefit and exclusive use (e.g., for statistical purposes).



The Ministry of Health and private health insurance institutions (Institutos de Salud
Previsional or ISAPRES) may obtain and process personal data and sensitive personal
data if such personal data or sensitive personal data is necessary for purposes of
protecting public health.



If the personal data is necessary for a public entity to perform its audit or oversight
functions, the data subject cannot prevent it from being processed.
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7.

If the personal data is required to protect the security of the Chilean nation or the
national interest, the data subject cannot prevent it from being processed.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Other potential legal bases for processing sensitive personal data include:


If the collection or processing of personal data is authorized by the law.



If the personal data is necessary for purposes of determining or granting health benefits
to the data subject.



The Ministry of Health and private health insurance institutions (Institutos de Salud
Previsional or ISAPRES) may obtain and process personal data and sensitive personal
data if such personal data or sensitive personal data is necessary for purposes of
protecting public health.



If the personal data is necessary for a public entity to perform its audit or oversight
functions, the data subject cannot prevent it from being processed.



If the personal data is required to protect the security of the Chilean nation or the
national interest, the data subject cannot prevent it from being processed.
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8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
N/A
Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
N/A

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18.

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other
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10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

The DPA grants also the following rights:


a right to know where the personal data came from, the purpose of its storage and the
identification of the individuals or organizations to which it is regularly transmitted.



a right to object to the processing of personal data when it is used for commercial
communication purposes.

Also, Act 19,799 provides specific rules regarding data portability for individuals having an
electronic signature.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

N/A
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes
The exceptions are as follows:
N/A
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☐ No

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

N/A
☐

other

N/A
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

☒ No

N/A
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14.

Are there obligations to register with local data protection authorities?
☐ Yes

☒ No

N/A

15.

Are there restrictions on the transfer of personal data to third countries?
☐ Yes

☒ No

N/A
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

N/A
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

N/A
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

17.

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities

☐

individuals

☐

other

Processors have to notify:
☐

controller

☐

data protection authorities

☐

individuals

☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

Banks and financial institutions.
Details regarding the identified data security breach notification requirements
Banks and financial institutions are subject to specific notification requirements in the case of
cyberattacks and any incidents “related to cybersecurity”, including any incidents that might
put at risk the continuity of the business, their funds or resources of the relevant entity or its
clients, service quality or the entity’s image. This in accordance with Chapter 20-8 of the
Updated Compilation of Rules issued by the Chilean Commission for the Financial Market
(“Chapter 20-8”). Such chapter also includes a non-exhaustive list of possible incidents,
which includes “technology issues affecting information security”, “loss of information of the
bank or its clients”, etc.
Among other requirements, Chapter 20-8 includes:


Having an officer especially appointed to deal with these type of events.



Establishing a communication channel with the CMF.



Reporting the incident to the Commission for the Financial Market (the “CMF”) within 30
minutes from the moment it takes place, including as much information as possible as
indicated in Chapter 20-8.



Once closed, providing a new report to the CMF including all information listed in
Chapter 20-8.



Informing clients or users and keep them up-to-date, but only if the incident affects the
service quality or continuity or is of public knowledge.



Sharing information on the incident with the rest of the industry.

The CMF may also require them to implement a specific contingency plan, if deemed
necessary.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes
N/A

140 | Baker McKenzie

☒ No

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☐

21.

☐ No

email marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:
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22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The data subject may bring a lawsuit against the government agency, private legal entity or
individual responsible for the database and the court can order the correction, blockage or
elimination of the data from the database, as appropriate, and impose fines from UTM 1 to
UTM 10 (approx. USD 71 to USD 710) or UTM 10 to UTM 50 (approx. USD 710 to USD
3,550) in the case of financial personal data).
Failure to timely deliver information or to update or amend any information in the manner
ordered by the court, may lead to a fine of up to UTM 50 (approx. USD 3,550) as well as to a
suspension of up to 15 days in the case of governmental entities.
[Note that the UTM or Unidad Tributaria Mensual is Chilean unit indexed to inflation so its
value varies with time].
☒

criminal penalties from regulators and law enforcement

As per letter c) of article 61 bis of Decree Law 3,500 issued by the Labor and Social Security
Ministry on 1980, unauthorized use of personal data provided to the pension system is
subject to the same sanctions as those established for fraud under article 467 of the Chilean
Criminal Code, which go from 541 days to five years of imprisonment plus a fine that may
range from UTM 15 (approx. USD 1,065) to UTM 30 (approx. USD 2,130).
[We understand this question refers only to non-compliance of data privacy and security
requirements, not to cybercrimes committed acting with wilful misconduct. Please confirm if
otherwise.]
☒

private remedies

The court can further award indemnification for damages (whether property and/or moral
damages), if applicable.
☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☒

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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China
15 April 2019
Zhenyu (Jay) Ruan
Shanghai
Tel: +862161058577
zhenyu.ruan@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Healthcare
Financial Services
Telecommunications and e-commerce
☐ constitutional
What are the key data privacy and security laws and regulations?
The Cybersecurity Law which came into effect on July 1, 2017
The General Rules of Civil Code which came into effect on October 1, 2017
The Criminal Code, last amended on November 4, 2017
The Law on Protection of Rights and Interests of Consumers, last amended on March 15,
2014
The Interpretations of the Supreme People’s Court and the Supreme Procuratorate on
Several Issues Concerning Handling of Cases Involving Infringement Upon Personal
Information of Citizens
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

Detailed implementation rules of the Cybersecurity Law will be issued to provide further
guidance on processing, localization and cross-border transfers of personal information.
In addition, Chinese government also plans to draft and issue consolidated Personal
Information Protection Law in the next 3 to 5 years.
Is such a law/ regulation in the making?
☐ Yes

2.

☐ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No
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Cyberspace Administration of China, the Ministry of Public Security (and its local offices) and
the State Administration of Market Regulations.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Enforcement has been taken against illegal sharing and sale of personal information.
Recent enforcement has been on mobile applications that excessively collect personal
information for purposes unrelated to the use of such applications.
What enforcement priorities are anticipated for the near future?
Aside from the above-two enforcement activities which will remain priorities for Chinese
regulators, Chinese regulators may start focusing on compliance with data localization and
cross-border transfer of personal information abroad.

3.

What are key definitions in the data privacy and security laws?
Personal data
There is no uniform definition of “personal data” under the fragmented data privacy
regulations in China. While the scope of personal data varies among the different data
privacy regulations, the general principle is that any information that alone or in combination
with other information may identify an individual will be regarded as personal data.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☒

government identity card or number information

☒

passwords

☒

other

Internet identity identification information: combination of user ID, email account and the
relevant passwords, code and digital certification;
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Phone number, marital history, undisclosed violation and criminal records, whereabouts and
tracks, web browsing history, information on hotel accommodation, information on accurate
location.
It is worth noting that sensitive data and the foregoing scope are not statutorily-defined.
Instead, personal sensitive information and the relevant scope are stipulated in
recommended national standards.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:
o

the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

Controller and processor are concepts used in recommended national standards. Under the
relevant data privacy laws and regulations, business operators and network operators (which
are broadly defined to include any company in China) that collect and use personal
information will generally be subject to the same data privacy protection requirements.

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground
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☐

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

In the recommended national standards, the foregoing information is recommended to be
included in a privacy policy or privacy notice given to data subjects.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Consent is the only legal basis recognized under the data privacy law for collection and
processing of personal information. The other legal bases outlined above are recognized
under the recommended national standards.
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

18.

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☐

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

E-Commerce operators must not restrict consumers’ choice of transaction based on
automated decision making by providing options that are not based on relevant consumers’
personal features.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☐ No
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Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

As processor is not a legal concept specifically recognized under data privacy laws and
regulations in China, processors are subject to the same statutory requirements on business
operators / network operators in terms of protection of personal information.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any jurisdiction other than Mainland China, including Hong Kong, Macau and Taiwan, is
considered a foreign jurisdiction.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions
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A network operator that is classified as an operator of critical information infrastructure
(“CIIO”) needs to store and process in China personal information collected and generated in
the course of operations conducted in China, and if it is truly necessary for a CIIO to transfer
such personal information abroad, it needs to obtain clearance from a competent Chinese
regulator.
In order for a network operator that is not classified as CIIO to transfer abroad personal
information collected and generated in the course of operation in China, it shall conduct
security self-assessment with respect to such cross-border transfer and file the same with a
competent Chinese regulator. If certain thresholds are crossed, security assessment needs
to be conducted by a competent Chinese regulator before the transfer is conducted.
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

As mentioned above, CIIOs are subject to data localization requirements. In addition,
companies in specific industries and sectors such as financial institutions and medical
institutions are subject to industry-specific data localization requirements.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

No specific circumstance is stipulated, as this is a generally required security measure.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

No statutory definition.
Controllers have to notify:
☒

data protection authorities
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Unclear for the time being, except for telecommunications service providers and network
service providers who shall notify the Ministry of Industry and Information Technology (and
its local offices). Notification shall be made in a timely manner.
☒

individuals

No specific conditions are stipulated. Notification shall be made in a timely manner.
☐

other

Processors have to notify:
Same as above, as there is no distinction between controllers and processors under Chinese
law. However, it is commonly accepted that controllers and processors can agree on the
party who shall give the notification in case of personal data breach.
☒

controller

Same as above.
☒

data protection authorities

Same as above.
☒

individuals

Same as above.
☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☒

other

Financial institutions to notify the regulators of financial service sectors
Details regarding the identified data security breach notification requirements
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Currently, no detailed definition of security breach and specific requirements are stipulated
under these industry-specific rules.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

21.

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
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There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Infringing upon personal information will subject the relevant network operator to a warning,
confiscation of illegal gains, or a fine of no less than one but no more than ten times the
illegal gains or be subject to a combination of these administrative penalties.
Where no illegal gain has been derived from, a fine of no more than RMB 1 million will be
imposed; and a fine of no less than RMB 10,000 but no more than RMB 100,000 will be
imposed on the persons directly in charge and other directly responsible persons. Where the
circumstances are serious, the network operator will be ordered to suspend relevant
business, stop the business for rectification or close down the website, or relevant business
permits or their business licenses may be revoked.
Where a network operator stole, obtained through illegal means, or illegally sold or provided
personal information to others but do not constitute a crime, the public security bureau shall
confiscate the illegal gains, and impose a fine of no less than one but no more than ten times
the illegal gains; if there is no illegal gain, a fine of less than RMB 1 million shall be imposed.
☒

criminal penalties from regulators and law enforcement

A fixed-term imprisonment of not more than three years or criminal detention and
concurrently or separately, sentenced to a fine. Where the violation is very serious, the
person shall be sentenced to fixed-term imprisonment of not less than three years but not
more than seven years and concurrently sentenced to a fine.
☒

private remedies
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Tort liabilities which may include:
1. Cessation of infringement;
2. Compensation for losses;
3. Apology; and
4. Elimination of adverse impacts and restoration of reputation.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☒ constitutional
What are the key data privacy and security laws and regulations?
Law 1581 / 2012 Decree 1377 / 2013 Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Colombian Data Privacy Protection Office (Delegatura para la Protección de Datos
Personales) is a branch within the Superintendence of Industry and Commerce (SIC). While
the Superintendence of Finance (the governmental entity in charge of the regulation of
financial entities) has some specific faculties regarding data protection over the entities under
its regulation, it is SIC that is considered the general Colombian data protection authority.
How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
The SIC has carried out investigations, ex-officio or upon request of a party and, as a result,
has ordered measures that must be taken to enforce the habeas data right.
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Recently, the SIC threatened a foreign company to close its web page for alleged violation of
local laws. The case is difficult and we think that the basis for closing the web page are
debatable.
Recently, a fine of approximately USD 110,000 was imposed by the SIC to a company that did
not delete the personal data of a data subject despite receiving several requests to do so.
What enforcement priorities are anticipated for the near future?
We anticipate that the SIC may order the temporary blocking of data and websites when, in the
evidence provided by the data subject, an actual risk of violation of his/her fundamental rights
is identified, and this blockage is necessary to protect the data while a final decision is
adopted.
In addition, we anticipate that the SIC may impose fines of up to COP 2,000 minimum statutory
monthly wages, (approximately USD 530,000 at current exchange rates for 2019).

3.

What are key definitions in the data privacy and security laws?
Personal data
Any information related to an identified or identifiable person. An identifiable person is any
person who can be identified directly or indirectly by making reference to an identification
number or one or more factors specific to his / her physical, psychological, mental, economic,
cultural or social identity.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Data that affects data subjects’ intimacy or which could be used to discriminate against them.
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

Colombian data privacy laws apply to entities (in Colombia or abroad) processing personal
data of individuals (regardless of their nationality) who are domiciled in the territory of
Colombia.

5.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☐

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period
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☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

According to the applicable laws in Colombia, a privacy notice can (as it is optional) be used by
a data controller in Colombia to inform data subjects of the existence of the privacy policy. A
privacy notice is not mandatory but it can be used to inform that the privacy policy exists.
The privacy notice (optional and different to the privacy policy) should include the following
information according to applicable laws:
1.

Name of the data controller and contact information.

2.

Indicate data processing and purpose.

3.

The rights of the data subject according to applicable laws.

4.

Mechanisms to have access to the privacy policy and to be informed of any significant
changes made to such policy.

The privacy policy must include the following to fulfil local law requirements:
1.

Name, domicile, address, email and phone number of the data controller.

2.

Indicate data processing and purpose when this has not been previously informed to the
client through a privacy notice.

3.

The rights of the data subject according to applicable laws in Colombia

4.

Indicate area within the company or specific person appointed as privacy officer.

5.

Procedures for the data subject to exercise the rights to update, rectify, delete personal
data and revoke the consent for its treatment.

6.

Effective date of the privacy policy and term of the database.
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☐

other

Any collection, use, transfer, storage or processing of personal data requires prior, express
and informed consent from the data subject. This qualified consent is the backbone of the
Colombian data protection system.

7.

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health
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8.

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Prior, express and informed consent from employees should be obtained.

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply
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☐

other

The applicable data protection laws prohibit the processing of personal data of minors.
However, based on the ruling by means of which the Colombian Constitutional Court declared
the Data Protection Law to be compliant with the Constitution, Decree 1377 of 2013 provided
for exceptions allowing the data of minors to be processed, consisting of the circumstances in
which the processing of data is necessary for the protection of the minor’s fundamental rights.
Whenever it is possible, minors’ opinions concerning the processing of their data must be
taken into account.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

The data subject should be given the option to grant the consent for the processing of his / her
personal data under automated decision making mechanisms. This consent should be
independent and autonomous from the consent granted for other processing purposes. As
blank or bundled consents are not permitted in accordance with applicable data protection laws
in Colombia, a tick the box is required for each processing purpose.
If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No
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The exceptions are as follows:
The data subject may specifically grant the consent for the processing of his / her personal
data under automated decision making mechanisms.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

Entities processing personal data of individuals (regardless of their nationality) who are
domiciled in the territory of Colombia are required to appoint an area within the company, or a
specific person as Data Protection Officer responsible for the privacy practices of the
organisation. The duties of this officer can be exercised either by a specific individual or by an
area or division within the organisation. While Colombian laws do not require the privacy officer
to be located in Colombia, the privacy officer is obliged to respond in a timely manner to all
queries and complaints, and must be fully knowledgeable of the organisation’s operations and
privacy policies.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☐ Yes

☒ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes
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☐ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

Data processors must guarantee the habeas data right for data subjects, apply the necessary
security measures to ensure the protection of the data, develop an internal manual and
procedures to comply with the law and with any requests from the data subjects, and inform
the DPA of any data breach.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

The applicable regulations do not specify a deadline for companies to register their databases
in the National Database Registry (RNBD) in those cases in which the threshold was met for
the year ended on 31 December 2018. Please note that the deadlines provided by the
applicable regulations refer to companies that met the threshold for the year ended on
December 31, 2017:


The deadline for entities and non-for profit organizations which had total assets exceeding
COP 20,225,160,000 (610.000 UVT) as of 31 December 2017 was 30 September 2018.



The deadline for entities and non-for profit organizations which have total assets that
exceed COP 3,315,600,000 (100.000 UVT) and below COP 20,225,160,000 (610.000
UVT) was 30 November 2018.

Although there are no further regulations setting forth deadlines for companies that met the
threshold as of 31 December 2018, a conservative approach is to register the databases with
the RNBD as soon as possible in case the threshold has been met.

15.

Are there restrictions on the transfer of personal data to third countries?
☒ Yes

☐ No

The applicable data protection laws expressly prohibit transfers to countries that do not provide
an adequate level of data protection. The applicable laws further state that this prohibition does
not apply when:
1.

the data subject has given their prior express and informed consent;

2.

for exchanges of medical data as required for the treatment of the data subject for health
or public hygiene reasons

3.

for banking or stock exchange operations, in accordance with their applicable laws;

4.

the transfer is carried out in the context of international treaties that Colombia has ratified,
on the basis of the principle of reciprocity;
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☐

5.

the transfer is necessary for the performance of a contract between the data subject and
the controller or for the execution of precontractual measures as long as the data subject
has given his/her consent; or

6.

the transfer is legally required to safeguard the public interest, or for the establishment,
exercise or defence of a right in a judicial proceeding.

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☒

other solutions

The consent of the data subjects is required.
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

The data subject has to provide prior, express and informed consent for transferring the data to
another entity (in Colombia or abroad).

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other
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17.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

When violations to the security codes occur and the administration of the personal data is at
risk. Since the data breach notification provision does not restrict the scope to specific types of
data that were affected by the breach, it is applicable to any type of personal data.
Controllers have to notify:
☒

data protection authorities

There is no specific deadline set forth in the applicable laws, but the DPA’s guidelines establish
that notice must be given no later than fifteen working days from the date in which the data
breach is detected.
The notification of a data breach should include the following:
1.

Type of breach (in the case of controllers registered in the Platform for Data Base
Registry (RNBD) one type must be selected from the drop-down list provided by the
RNBD system);

2.

Type of personal data that was compromised;

3.

Date on which the breach took place; and

4.

Number of data subjects that were affected by the breach.

In addition to this, it is advisable to include the type of mitigation and remediation actions taken
or to be taken and an indication of how were data subjects informed of the breach, if this is the
case.
☒

individuals

While not mandatory, the accountability principle guidelines issued by SIC include a
recommendation on notifying data subjects, which is deemed by SIC as an advisable practice
that will be seen in a favorable light in case any investigations are initiated pursuant to a data
breach report.
☐

other

Processors have to notify:
☐

controller

☒

data protection authorities

There is no specific deadline set forth in the applicable laws, but the DPA’s guidelines establish
that notice must be given no later than fifteen working days from the date in which the data
breach is detected.
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The notification of a data breach should include the following:
1.

Type of breach (in the case of controllers registered in the Platform for Data Base
Registry (RNBD) one type must be selected from the drop-down list provided by the
RNBD system);

2.

Type of personal data that was compromised;

3.

Date on which the breach took place; and

4.

Number of data subjects that were affected by the breach.

In addition to this, it is advisable to include the type of mitigation and remediation actions taken
or to be taken and an indication of how were data subjects informed of the breach, if this is the
case.
☒

individuals

While not mandatory, the accountability principle guidelines issued by SIC include a
recommendation on notifying data subjects, which is deemed by SIC as an advisable practice
that will be seen in a favorable light in case any investigations are initiated pursuant to a data
breach report.
☐

18.

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes
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☐ No

It is necessary to have a consent banner that pops up as soon as you enter the website. The
consent banner should include a link to the procedure that must be followed in order to disable
the use of “cookies” in case the user decides to do so.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Penalties for not complying with applicable data protection laws may include the following:
a) Fines of up to 2,000 minimum statutory monthly wages, (approximately USD 530,000 at
current exchange rates for 2019).
b) If the DPA considers that the data controller has materially breached the applicable data
protection laws, it may adopt more stringent decisions, such as the order to temporarily
close the data controller’s establishment (for up to six months); or to permanently close the
establishment; or
c) Suspension of the activities related to the processing of personal data for up to six months
in the event of material breaches of the obligations of data controllers, putting an end to
activities that are related to the processing or decommissioning the activities related to the
processing.
☐

criminal penalties from regulators and law enforcement

The Criminal Code contemplates as a criminal felony to process data without consent,
resulting in a jail penalty from 4 to 8 years and fines from approximately USD 26,000 to USD
267,000 at current exchange rates.
☐

private remedies
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☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☒

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Czech Republic
19 March 2019
Jiří Čermák
Prague
Tel: +420 236 045 001
jiri.cermak@bakermckenzie.com
Milena Hoffmanová
Prague
Tel: +420 236 045 001
milena.hoffmanova@bakermckenzie.com
Martin Lazár
Prague
Tel: +420 236 045 001
martin.lazar@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
telecoms, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?



EU General Data Protection Regulation



Act on Protection of Personal Data (to be repealed)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

The Act on Processing of Personal Data, which serves as the national GDPR implementing
legislation and repeals the Act on Protection of Personal Data, will come into force shortly. It
is currently at the final stage of the legislative procedure (awaiting the President’s signature).
We have taken this new legislation into account in the following comments.
On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Czech Republic has one central data protection authority: the Office for Personal Data
Protection.
How active is the regulator?
☐ Not very
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☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Office for Personal Data protection imposed a fine of CZK 1.5 million (approx. EUR
58,500) on an operator of one of the largest e-shops in the Czech Republic for its failure to
ensure appropriate security of processing, which resulted in a leak of personal data of over
735,000 customers.
The Office for Personal Data Protection has also been publishing various guidelines, FAQs,
translations of opinions of the Article 29 Working Party/the EDPB and other relevant
documents for the purposes of interpretation of the GDPR. The Office for Personal Data
Protection has also organized a number of seminars for data protection officers.
What enforcement priorities are anticipated for the near future?
We expect the Office for Personal Data Protection to carry out more audits of compliance
with the data protection laws and to impose a greater number of corrective measures and
other sanctions. We also anticipate an increase in the number of administrative and judicial
claims of data subjects.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Controllers are, unless otherwise stipulated by the applicable law, permitted to process
personal data for a purpose other than the one for which the data has been collected,
pursuant to Sec. 6 para. 1 of the Act on Processing of Personal Data (compatibility test for
secondary use of data) in order to secure a protected interest (protected interests are those
listed in Article 23(1) GDPR and mirrored in Sec. 6 para 2 of the Act on Processing of
Personal Data), provided such processing is necessary and appropriate for the purposes of:



fulfilling an obligation to which the controller is subject



performing a task carried out in the public interest or in the exercise of official authority
vested in the controller
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Processing special categories of personal data is permitted pursuant to Sec. 16 para. 1 of
the Act on Processing of Personal Data for journalistic purposes, purposes of academic,
artistic or literary expression, if:

8.



such processing is necessary to fulfil a pursued legitimate objective; and



the interest on the processing of personal data prevails over the legitimate interests of
the data subject

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
N/A
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Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes. The national legislation does not elaborate on consent in the employment context in any
way, so the requirements under the GDPR apply. In particular, consent must be freely given.
Pursuant to recital 43 of the GDPR, “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

15.

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data
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☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

right to claim damages or to request a cease and desist order

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights/freedoms and
legitimate interests



is based on the data subject’s explicit consent

The Act on Processing of Personal Data contains the term “administrating authority”. This
term is defined as a public authority competent to fulfil tasks laid down by other legislation for
the purposes of preventing, investigating and detecting criminal offenses, prosecuting
criminal offenses, serving sentences and protecting measures, ensuring the security of the
Czech Republic or securing the public security and internal security, including through
searching for people and things, and which is not an intelligence service or municipal police.
Pursuant to Sec. 37 Act on Processing of Personal Data, an administrative authority may
process personal data solely by automated means which produces legal effects concerning
the data subject or similarly significantly affects the data subject only if expressly stipulated
by the applicable law.
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Automated processing of personal data is further subject to additional security measures,
such as the obligation to prevent unauthorized access to the data centers, to keep electronic
records of such processing, etc.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
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Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls
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☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☒

other

Controllers are obliged to implement additional security measures when processing personal
data by automated means, such as (i) ensuring that the system for the processing of
personal data is used only by an authorized natural person, (ii) ensuring that an authorized
natural person has access only to personal data according to its specific authorization,
established exclusively for that person, (iii) maintaining electronic records of such processing
which would contain information on who processed the data, and when and for what reason
it was processed, and (iv) preventing unauthorized access to data carriers.

17.

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
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Processors have to notify:
☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☐

providers of critical infrastructure

☒

other



National Cyber Security Center (NCKB)



Government CERT (provided by CZ.NIC)

Details regarding the identified data security breach notification requirements
Under Sec. 70 (1) and (2) Czech Act on Medical Devices, the manufacturers, importers,
distributors, health care providers, service providers, dispensers, sellers or an authorized
representatives are obliged to notify the State Institute for Drug Control of an adverse event
that has arisen in connection with the use of a medical device in writing and no later than 15
days from detecting such event.
An adverse event means:



any failure or deterioration in the characteristics or effectiveness of the medical device,
or inaccuracy in the labelling of the medical device, or in the instructions for use which
have led to or could lead to the death of the user or other natural person, or serious
deterioration of their condition
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a technical or medical reason relating to the characteristics or efficiency of the medical
device and results in the manufacturer’s systematic withdrawal of the same type of
medical device from the market.

Violation of this notification obligation is punishable by an administrative fine of up to CZK
500,000 (approx. EUR 19,500).
Sec. 2 (y) Czech Electronic Communications Act defines a personal data security breach as
a security breach which leads to unauthorized access or unauthorized or accidental change,
destruction, disclosure or loss of personal data processed in connection with the provision of
a publicly available electronic communications service. An undertaking providing publicly
available electronic communications service shall report such personal data security breach
to the Office for Persona Data Protection without undue delay.
In the event that the personal data breach is capable of affecting the privacy of a natural
person in a particularly serious manner, or if an undertaking providing a publicly available
electronic communications service has not taken measures to remedy this situation (which
would be considered sufficient to protect personal data at risk in accordance with the
assessment of the Office for Personal Data Protection), it shall also notify the affected
natural person and the Office for Personal Data Protection.
Additionally, an undertaking providing a public communications network or providing a
publicly available electronic communications service shall be obliged to, without undue delay,
notify a serious breach of security and the loss of network integrity to:



Czech Telecommunications Office



entities operating as centers for receiving emergency calls



users of the particular publicly available electronic communications service.

An administrative fine up to CZK 50 million (approx. EUR 1.95 million) or up to 10 % of the
total turnover of the perpetrator for the last accounting period, whichever is higher, may be
imposed for failure to comply with the aforementioned reporting obligations pursuant to the
Czech Electronic Communications Act.
Sec. 7 (2) Czech Act on Cybersecurity defines a cyber security incident as an information
security breach in information systems or in the security and integrity of electronic
communication networks resulting from a cyber security event.
Sec. 8 Czech Act on Cybersecurity sets forth cyber security incident reporting obligations of
different entities.
Government CERT (provided by CZ.NIC) serves as the notification point of cyber security
incidents for (i) public authorities or entities administrating an important network and (ii)
digital service providers.
The National Cyber Security Center (NCKB) serves as the notification point of cyber security
incidents for (i) administrators and operators of critical information infrastructure information
or communication system, (ii) administrators and operators of important information system,
and (iii) administrators and operators of essential service information system.
Other entities (not stipulated in the Sec. 3 Czech Act on Cybersecurity) may report cyber
security incidents to either Government CERT or the National Cyber Security Center.
An administrative fine of up to CZK 1 million (approx. EUR 39,000) may be imposed for
failure to comply with the cyber security incident reporting obligations.
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19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Pursuant to a statement of the Office for Personal Data Protection, the use of cookies for
marketing and other specific purposes requires a prior consent pursuant to Art. 6 lit. a
GDPR, unless such cookies are used solely for the purposes of proper display of a particular
website (e.g., technical cookies, etc.).

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Office for Personal Data Protection has issued guidance on the obligation to conduct a
DPIA (available in Czech here).

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Sec. 180 Czech Criminal Code defines and penalizes illicit disposal with personal data as
follows:



whoever, even negligently, wrongfully publishes, communicates, makes available, or
otherwise processes or misappropriates personal data gathered on another person in
connection with the exercise of public competence and thereby causes a serious
detriment on rights or rightful interests of the person concerned by the collected data



anyone who even negligently breaches a state-imposed or state-recognized duty of
confidentiality by wrongfully publishing personal data obtained in connection with
performing his/her occupation, profession or function and thereby causes a serious
detriment on rights or rightful interests of the person concerned by the personal data

In both cases the perpetrator shall be sentenced to imprisonment for up to three years or to
prohibition of activity. The imprisonment may be even longer depending on the severity of
the damage and the means of illicit disposal with the personal data.
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☒

private remedies

Individuals may, for example:



file complaints with the data protection authorities



claim damages for material or non-material damages

Certain organizations (e.g., consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☒

other

Works councils can file for preliminary injunctions against employers preventing them from
putting into operation data processing systems.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., TV surveillance, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



The Danish Data Protection Act

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Danish Data Protection Agency.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Danish Data Protection Agency has not imposed any fines yet under the GDPR. During
the past 18 months the key topics subject to the Danish Data Protection Agency’s audits and
inspections have been as follows:


legal bases for processing of personal data, including data subject consent
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erasure of personal data



use of data processors at municipalities



appointment of data protection officers



preparation of records of processing activities



the rights of the data subjects

The Danish Data Protection Agency is regularly publishing guidelines on the interpretation of
the GDPR.
What enforcement priorities are anticipated for the near future?
The Danish Data Protection Agency has announced that its audits and inspections in the first
six months of 2019 will focus on:

3.



personal data breaches



data protection officers at municipalities, including engaging third party service providers



encryption of e-mails at private entities



authorization of employees at municipalities



the data subject’s right to access at private entities and public authorities



use (and reuse) of personal data at the municipalities



aggregation and combination of personal data with the purpose of resale of such data to
private entities

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information
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☒

government identity card or number information

☐

passwords

☒

other

information on criminal offenses
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

applies to processing carried out on behalf of Danish diplomatic representations

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests’ ground

☒

the recipients or categories of recipients of the personal data, if any
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6.

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Please see below regarding personal data or sensitive personal data in the employment
context.

194 | Baker McKenzie

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Processing of special categories of personal data is permitted pursuant to Sec. 7 of the
Danish Data Protection Act, if:


the conditions for processing personal data laid down in points a), c), d), e) or f) of article
9(2) of the GDPR have been complied with



it is necessary to fulfil employment law obligations or specific rights laid down in points b)
of article 9(2) of the GDPR



the processing is necessary for the purposes of preventive medicine, medical diagnosis,
the provision of care or treatment, or the management of medical and healthcare
services, and where such data is processed by a health professional subject under law
to the obligation of professional secrecy



the processing is necessary for reasons of substantial public interest

Processing of data about criminal offenses is only permitted for public administrative bodies
pursuant to Sec. 8(1) of the Danish Data Protection Act, if necessary for the performance of
the tasks of the authority.
Processing of data about criminal offenses is permitted for private bodies pursuant to Sec.
8(3) of the Danish Data Protection Act, if:


the data subject has given explicit consent
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necessary for the purpose of safeguarding a legitimate interest and this interest clearly
overrides the interests of the data subject

Processing of special categories of personal data and data about criminal offenses is
permitted pursuant to Sec. 9 and 10 of the Danish Data Protection Act, where:


processing is carried out for the sole purpose of operating legal information systems of
significant public importance and the processing is necessary for operating such systems



processing takes place for the sole purpose of carrying out statistical or scientific studies
of significant importance to society and where such processing is necessary in order to
carry out these studies

Processing of social security numbers (CPR-number) is permitted for public authorities
pursuant to Sec. 11(1) of the Danish Data Protection Act in order to secure a unique
identification or as file numbers.
Processing of social security numbers (CPR-number) is permitted for private bodies pursuant
to Sec. 11(2) of the Danish Data Protection Act, if:

8.



this follows from the law



the data subject consents



processing is carried out solely for scientific or statistical purposes



if it is a matter of disclosing an identification number where such disclosure is a natural
element of the ordinary operation of enterprises of the type in question and the
disclosure is of decisive importance for unique identification of the data subject



the disclosure is demanded by a public authority



the conditions laid down in Sec. 7 of the Danish Data Protection Act are satisfied (see
above)

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
In addition to the legal bases provided by the GDPR, the employer may pursuant to Sec.
12(1)-(3) of the Danish Data Protection Act process employee data if:


the processing is necessary for the purpose of observing and respecting the employment
law obligations and rights of the employer or of the data subject as laid down by other
law or collective agreements



the processing is necessary to enable the employer or a third party to pursue a legitimate
interest that arises from other law or collective agreements, provided the interests or
fundamental rights or freedoms of the data subject are not overridden



based on the employee’s consent obtained in accordance with article 7 of the GDPR

As mentioned under section 7 above, the employer may pursuant to Sec. 7(2) of the Danish
Data Protection Act, process sensitive personal data if it is necessary to fulfil employment
law obligations or specific rights laid down in points b) of article 9(2) of the GDPR.
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Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes. Pursuant to recital 43 “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.
However, in Denmark, consent obtained in an employment relationship will in most cases be
considered valid, as Sec. 12(3) explicitly states the employer’s opportunity to obtain such
consent from the employee.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

13

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data
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☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

right to claim damages

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:

12.



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests



is based on the data subject’s explicit consent

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
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☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

N/A
☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Article 28, 29, 30(2), 31, 32, 33(2), 37 et seq., 44 et seq. of the GDPR.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Prior approval from the Danish Data Protection Agency must be obtained for processing
activities where:


the processing of data is carried out for the purpose of warning others against having
business relations or accepting employment with a data subject
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15.



the processing is carried out for the purpose of commercial disclosure of data for the
assessment of financial standing and creditworthiness



the processing is carried out exclusively for the purpose of operating legal information
systems

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

Pursuant to Sec. 3(9) of the Danish Data Protection Act, the Minister of Justice may lay down
rules to the effect that personal data which are processed in specified IT systems and kept
for public administrative authorities, must be stored, in full or in part, exclusively in Denmark.
To our knowledge, such rules have not yet been laid down.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls
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☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption. Further, as of 1 January 2019 private entities
are obliged to send external e-mails containing sensitive and/or confidential information in
encrypted form and it is a minimum requirement that the transport layer is subject to
encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:
a) the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption
b) the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize

☒

other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
The processor shall notify the controller without undue delay after becoming aware of a
personal data breach.
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☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

N/A
☐

individuals

N/A
☐

others

N/A

18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☐

providers of critical infrastructure

☒

other

e.g., payment service providers
Details regarding the identified data security breach notification requirements
Notification of the Danish Business Authority
Under the Danish Act on Electronic Telecommunications, which supplements the EU
Regulation 611/2013, providers of public telecommunications services are obliged to notify
the Danish Business Authority in case of data breaches. The Danish Business Authority
must be informed no later than 24 hours after detection of the violation. A data breach occurs
when the protection of personal data is violated, that is, where there is a violation of data
security that leads to the loss, unlawful deletion, modification, storage, dissemination or other
illegitimate use of personal data, which are transmitted, stored or otherwise processed in
connection with the provision of publicly available telecommunications services, as well as
the unlawful access to these. It is mandatory to inform affected individuals, without undue
delay, in cases where it is reasonable to expect that the infringement severely violates the
rights or protectable interests of such individuals (subject to exceptions, e.g., where certain
security measures have been taken and documented). Potential penalties for noncompliance with the breach notice requirement will be sanctioned with a fine.
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Notification of the Danish Financial Supervisory Authority
Under the Danish Act on Payments, implementing the EU Directive 2015/2366, payment
service providers are obliged to notify the Danish Financial Supervisory Authority in case of
data breaches, if the data breach is considered a “major operational and security incident”. If
that is the case, the Danish Financial Supervisory Authority must be informed without undue
delay. A data breach occurs under the following circumstances: a singular event or a series
of linked events unplanned by the payment service provider which has or will probably have
an adverse impact on the integrity, availability, confidentiality, authenticity and/or continuity of
payment-related services. Where the breach has or may have an impact on the financial
interests of the payment service users, the payment service provider must without undue
delay inform the payment service users of the breach. Potential penalties for non-compliance
with the breach notice requirement will be sanctioned with a fine.
Notification of the Center of Cyber Security
Under the Danish Act on Security of Network and Information Systems, which implements
the EU Directive 2016/1148, providers of publicly available network and information systems
are obliged to notify the Center of Cyber Security in case of breach of the information
security, if the breach is considered to have a material impact on the operation of the
network system. The Center of Cyber Security must be informed no later than two weeks
after detection of the breach. No individuals affected by the breach must be informed.
Potential penalties for non-compliance with the breach notice will be sanctioned with a fine.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Pursuant to the Danish Executive Order on Cookies, implementing the EU Directive 2002/58
(the ePrivacy Directive), the internet user’s prior consent must be obtained prior to the use of
cookies and other online tracking technologies

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
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☒

☒

21.

☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Danish Data Protection Agency issued a blacklist (available in English here).

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

In an amount of up to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement
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Pursuant to Sec. 41 of the Danish Data Protection Act, certain data protection infringements
may be sanctioned with a fine or imprisonment for a term not exceeding six months, if that
person infringes the provisions on:


the controller’s and processor’s obligations under articles 8, 11, 25-39, 42 or 43 of the
GDPR



the certification body’s obligations under article 42 or 43 of the GDPR



the supervisory body’s obligations under article 41(4) of the GDPR



the fundamental principles of processing, including the conditions for consent set out in
articles 5-7 and 9 of the GDPR



the rights of the data subjects under articles 12-22 of the GDPR



the transfer of personal data to a recipient in a third country or an international
organization under articles 44-49 of the GDPR

☒

private remedies

Individuals may, for example:


file complaints with the Danish Data Protection Agency



claim damages for material or non-material damages (the so-called “injury to feelings”)

☒

other

The Danish Data Protection Agency may also require the controller to take the necessary
steps to comply. This may include ordering the deletion of incorrect information or the
stoppage of processing for which there is no lawful purpose.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position
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☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Finland
11 March 2019
Samuli Simojoki
Helsinki
Tel: +358 20 713 3500
samuli.simojoki@borenius.com
Louna Taskinen
Helsinki
Tel: +358 20 713 3449
louna.taskinen@borenius.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., healthcare and social welfare sector, telecoms sector, law enforcement, employment
context
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Finnish Data Protection Act (1050/2018) (currently available only in Finnish)



Finnish Act on Electronic Communications Services (917/2014) (up-to-date version
available only in Finnish)



The Finnish Act on the Protection of Privacy in Working Life (759/2004) (up-to-date
version available only in Finnish)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
In addition, the Finnish legislator is currently updating the data protection laws applicable to
law enforcement authorities, such as the Finnish police and the border guard, and it is
expected that the updated laws will enter into force within the next 12 months.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Data Protection Ombudsman acts as the national supervisory authority of Finland.
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How active is the regulator?
☒ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Data Protection Ombudsman gained full competence under the GDPR only after the
Finnish Data Protection Act (the “DPA”) entered into force on 1 January 2019, and therefore
the Data Protection Ombudsman has not yet, to our knowledge, enforced any sanctions
under the GDPR.
The Data Protection Ombudsman has been rather active in public, and has given interviews
to the press, through magazines, as well as delivered seminars and similar events actively.
The Data Protection Ombudsman updated its website in May 2018, in connection with which
all previous guidelines, decisions etc. provided by the Data Protection Ombudsman were
removed from online. After the website update, the Data Protection Ombudsman has,
however, provided some new GDPR guidelines and instructions on its website.
According to the Office of the Data Protection Ombudsman, since May 2018, 2,700 data
breaches have been reported to the Office, but we are not aware of whether these
notifications have led to any enforcement activities yet.
What enforcement priorities are anticipated for the near future?
We expect the Data Protection Ombudsman to carry out random audits to check compliance
with the data protection legislation. We expect these to be carried out in particular if triggered
by individual complaints.
We also expect an increase in claims having a data protection law angle.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person
(“data subject”). An identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, identification number, location data,
online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information
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☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☒

other

e.g., personal credit information; bank account information; traffic data and location data to
some extent
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources
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6.

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Section 4 of the DPA specifies the circumstances under which Article (6)(1)(e) of the GDPR
applies. Pursuant to Section 4 of the DPA, personal data may be processed as provided in
Article (6)(1)(e) of the GDPR where:
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the matter concerns data describing the status, duties or performance of a person in a
public corporation, business, organization or in some other corresponding activities, as
long as, the aim of the processing is in line with the public interest and the processing
proportioned to the legitimate objective pursued



it is necessary and proportioned in the actions of authorities in order to carry out public
interest functions



it is necessary for scientific or historical research or statistics and the processing is
proportioned to the aim of public interest pursued



the processing of research data, cultural heritage data and description data thereof that
contains personal data, for archiving purposes is necessary and proportioned to the aim
of public interest pursued and the rights of data subjects

Under section 7 of the DPA, the processing of data relating to criminal convictions and
offenses as provided in Article 10 of the GDPR shall be carried out only in the following
situations:


when necessary for solving, drafting, presenting, defending or resolving legal
proceedings



if the data is processed by an insurance company where necessary for the determination
of the liability of the insurance company



where the processing is based on the provisions of an Act or necessary for compliance
with an obligation to which the controller is subject directly by virtue of an Act



for purposes of scientific or historical research or the processing of data for statistical
purposes

Please see also Section 8 below regarding processing of personal data and special category
data in the employment context.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest
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☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other



Pursuant to Section 6 of the DPA, special category personal data may be processed in
the following circumstances: an insurance company processes data relating to the
insured and the claimant’s health, disease, or disability, or data related to the treatment
or other related activities necessary for the insurance company to determine its liability,
acquired while carrying out insurance activities.



Processing is provided for by law or is directly attributable to the responsibilities provided
for the controller by law.



Processing of data regarding a membership of a trade union, which is necessary in order
for the controller to carry out its specific rights and obligations in the field of employment
law.



A healthcare service provider processes data relating to the data subject’s health or
disability, or to the healthcare and rehabilitation services the data subject receives, or
other data that is necessary for the treatment of the data subject that the service provider
acquires while organizing or producing healthcare services.



A social welfare service provider processes data relating to the data subject’s health or
disability, or to the healthcare and rehabilitation services the data subject receives, or
other data that is necessary in order to grant the service or benefit that the service
provider acquires while organizing or producing social welfare services or when granting
benefits.



Processing health and genetic data related to anti-doping work and sport for disabled to
the extent the processing of this data is necessary for enabling anti-doping work or sport
for disabled persons and persons with a long-term sickness.



Processing data related to scientific or historical research or statistics.



Processing research and cultural heritage related data, except for genetic data, for nonprofit archiving purpose.

Additional safeguards applicable to processing under Section 6(1) of the DPA are set forth in
Section 6(2) of the DPA.
The processing of traffic data and location data are subject to provisions set out in the Act on
Electronic Communications Services (917/2014).

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
The legal bases for processing as such apply also in the employment context. However,
pursuant to Section 30 of the DPA, provisions regarding the processing of employee’s
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personal data, tests and controls conducted over the employee and requirements thereto,
technical supervision at work place as well as obtaining and reading the employee’s email
are provided in the Act on the Protection of Privacy in Working Life (759/2004). The Act on
the Protection of Privacy in Working Life sets further requirements and restrictions for the
processing of certain categories of personal data in the context of employment, such as
personal credit data, health data and data obtained through drug testing.
In addition, further provisions on privacy in the employment context are provided, e.g., in the
Security Clearance Act (726/2014) and in the Act on Checking the Criminal Background of
Persons Working with Children (504/2002). As a rule, the employer has no right to carry out
a background check on criminal records in the employment relationship.
Exceptions to this are cases where the employment relationship involves work with minors or
involves tasks related to the maintenance of the infrastructure critical for the functioning of
society, such as energy, water and food supply and telecommunications, irrespective of
whether they are performed in the public or private sector. In addition, the criminal
background of employees manufacturing explosives and transporting valuable goods may be
checked.
A person who will be subject to a security clearance must be informed thereof in advance, for
example in the job advertisement. Further, a clearance must not be carried out without
consent of the person subject to the clearance.
Can consent be validly obtained in the employment context?
☐ No

☒ Yes

If yes, what are the requirements?
Pursuant to recital 43 of the GDPR “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.
Regardless of the foregoing, pursuant to the current Finnish legislation, consent as a valid
basis for processing in the employment context has not been prohibited and no further
requirements for obtaining consent apply. The Act on the Protection of Privacy in Working
Life (759/2004) is currently subject to parliamentary proceedings aiming at updating the Act,
but based on the government bill, no further requirements regarding consent are included in
the updated Act either.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of:
13 (for purposes of Article 8(1) of the GDPR) and 15 for purposes of the Act on Electronic
Communications Services.
In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent
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☐

in the context of educational services

☒

other

Pursuant to the Act on Electronic Communications Services, in cases related to processing
of location data, e.g., for obtaining a consent for using location data or receiving information
on the use of location data, minors under the age of 15 shall be represented by their
guardian.
What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to claim damages

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
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☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☒ Yes
The exceptions are as follows:
If the decision:

12.



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests



is based on the data subject’s explicit consent

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes
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☐ No

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction
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☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:


the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption
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☒

the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
There are several Finnish Acts that set forth a notification obligation to certain entities. Some
of them are covered below. Based on the Act on Electronic Communications Services
(917/2014), telecommunications operators, added-value service providers, domain name
registrars and certain online service providers (such as cloud service providers and online
market place operators) shall, without undue delay, report a data security breach or a threat
thereof either to the National Cyber Security Centre and/or to the users of their services.
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Telecommunications operators and certain online service providers may be imposed a fine
for a data protection violation in electronic communications, should they neglect the
notification obligation.
Identification Service Providers are required under the Act on Strong Electronic Identification
and Electronic Signatures (617/2009) to report, without undue delay, severe risks and threats
to their data security to the relying parties (a natural or legal person that relies upon an
electronic identification), trust network (network of registered Identification Service
Providers), holders of electronic identification means and the National Cyber Security Centre.
Pursuant to the Finnish Financial Supervisory Authority (“FSA”) regulations, Financial
Institutions specified in the aforementioned regulations, are obliged to report without delay to
the FSA disruptions and faults in services provided to customers, and as well as in payment
and IT systems.
Pursuant to the Act on the Electronic Processing of Client Data in Social and Health Care
Services (159/2007), in cases where a service provider finds significant deviations from the
fulfilment of essential requirements of a data system in which patient data or client data is
processed, such provider must notify the data system manufacturer of such deviation. In
case the deviation can pose a significant risk to patient safety, data security or data
protection, the service provider must also notify the Finnish National Supervisory Authority
for Welfare and Health (Valvira) about such deviation.
Further notification requirements applicable to, e.g., administrative e-service providers and
users of their services apply. In addition, pursuant to the general disclosure obligation under
the Securities Markets Act (746/2012), listed companies have a general obligation to disclose
to the public information materially affecting the value of a security. As data breaches might
materially affect the value of the company’s securities, information on data breaches shall in
certain cases be made public.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Based on the Finnish Act on Electronic Communications Services (917/2014), the use of
cookies requires consent from the user, unless cookies are used for the purpose of enabling
the transmission of messages in communications networks or, where cookies are necessary
for the service provider to provide a service that the user has specifically requested.
Based on the Finnish competent authority’s (Finnish Transport and Communications Agency)
current guidance on cookies, a cookie consent is valid when given by the user through
his/her browser settings, i.e., no explicit cookie consent is currently required under the
Finnish legislation.
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20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

21.

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Office of the Data Protection Ombudsman has compiled a list of processing operations,
which require DPIA. The list is available in English here.
☒

maintain a record of processing activities
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22.

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The administrative fine imposed on a private sector entity can amount to up to EUR 20
million or up to 4% of the total worldwide annual turnover of the preceding financial year,
whichever is higher.
According to Section 24 of the DPA, administrative fines (based on Article 83 of the GDPR)
cannot be imposed on public sector organizations, such as government and municipality
authorities, public utilities and universities, nor on the Finnish Evangelical Lutheran or
Eastern Orthodox Church.
☒

criminal penalties from regulators and law enforcement

Pursuant to Section 26 of the DPA, the below data protection related infringements are
considered as criminal offenses.
Data Protection Offense
Under Chapter 38 Section 9 of the Criminal Code of Finland (39/1889), a person who, as
someone other than the controller or processor provided in the GDPR, intentionally or
grossly negligently acquires personal data in a manner that is incompatible with the purpose
of processing, discloses personal data or transfers personal data in violation of the provisions
of: (i) the GDPR; (ii) the DPA; (iii) the Act on Processing of Personal Data in Criminal Matters
and in relation to the Maintenance of National Security; or (iv) other acts on data protection
relating to purpose limitation, disclosure or transfer, and thereby violates the privacy of the
data subject or causes him or her other damage of significant inconvenience, shall be
sentenced for a data protection offense to a fine or to imprisonment for at most one year.
Message interception and aggravated message interception
Under Chapter 38 Section 3 and 4 of the Criminal Code, a person who unlawfully: (i) opens a
letter or another closed communication addressed to another or by hacking obtains
information on the contents of an electronic or other technically recorded message protected
from outsiders; or (ii) obtains information on the contents of a telephone call or an electronic
message, shall be sentenced for message interception to a fine or to imprisonment for at
most two years. The message interception is deemed aggravated where, e.g., the message
that is the object of the offense has an especially confidential content or the act constitutes a
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grave violation of the protection of privacy and the interception is aggravated also when
assessed as a whole, in which cases the offender shall be sentenced for aggravated
message interception to imprisonment for at most three years.
Computer break-in and aggravated computer break-in
Under Chapter 38 Section 8 and 8 (a) of the Criminal Code, a person who by using user
credentials that do not belong to him or her or by otherwise by-passing security measures in
place, unlawfully hacks into a data system or into a separately protected part of a data
system, shall be sentenced for a computer break-in to a fine or to imprisonment for at most
two years. The same punishment applies also to a person who unlawfully obtains data
contained in a data system by special technical device or otherwise by by-passing the
security measures by fraudulent means. Section 8 (a) regulates aggravated computer breakin, for which the maximum punishment is imprisonment for at most three years. Computer
break-in is considered aggravated when it is committed as a part of organized criminal group
or in a particularly planned manner.
Secrecy offense and secrecy violation
Under Chapter 38 Section 1 and 2 of the Criminal Code, a person who violates the secrecy
duty set forth in Section 35 and 36 of the DPA by disclosing information that should be kept
secret and which the discloser has obtained by virtue of their position, task or performance of
a duty, shall be sentenced for a secrecy offense to a fine or to imprisonment for at most a
year; or for a secrecy violation to a fine.
Breach of official secrecy
Under Chapter 40 Section 5 of the Criminal Code, a public official who, intentionally, while in
service or thereafter, unlawfully discloses a document or information that is to be kept secret
or not disclosed, or makes use of such document or information to the benefit of him- or
herself or to the loss of another, shall be sentenced for breach of official secrecy to a fine or
imprisonment for at most two years.
☒

private remedies

Individuals may, for example:


file complaints with the data protection authorities



claim damages for material or non-material damages

☐

23.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, banking and insurance, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation 2016/679 of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (“GDPR“).



Privacy and Electronic Communications 2002/58/EC Regulations of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications sector (“ePrivacy Directive“).



Data Protection Act n° 78-17 of 6 January 1978 as modified by Act n° 2018-493 and
by Order n° 2018-1125 of 12 December 2018 (together “Data Protection Act“).



Decree n° 2005-1309 of 20 October 2005 as modified by Decree n° 2018-687 of 1
August 2018, available here.



Law on Confidence in the Digital Economy, n° 2004-575 of 21 June 2004 (“LCEN“).



Decree n°. 2011-219 of 25 February 2011 on the conservation and communication of
data identifying any person who has contributed to the creation of online content,
available here.



Digital Republic Act n° 2016-1321 of 7 October 2016, available here.

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No



On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). The
ePrivacy Regulation was supposed to come into force at the same time as the GDPR.
Since the legislative process is in delay, it is unclear whether and when the ePrivacy
Regulation will enter into force.



Article 29 of Order n° 2018-1125 of 12 December 2018 provides that its provisions shall
enter into force at the same time as the entry into force of the Decree amending Decree
No. 2005-1309 of 20 October 2005 implementing Act No. 78-17 of 6 January 1978 on
data processing, files and freedoms, and by no later than 1 June 2019. This Decree
could bring some material changes to French data privacy laws.



Also, a Decree of the French Council of State must be issued, in order to determine
categories of data controllers and the purposes of the processing operations in the light
of which they may be carried out when they concern data containing the registration
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number of persons in the national register for the identification of natural persons (NIR).
No date has been given so far, but we assume it should be issued in the coming months.
Is such a law/ regulation in the making?
☒ Yes

☐ No

We assume this is the case, but we have no more details than those provided above.

2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The French Data Protection Authority (Commission nationale de l’informatique et des
libertés, “CNIL”) is an independent French administrative regulatory body whose mission is to
ensure that data privacy law is applied to the collection, storage, and use of personal data.
Also, the National Agency for the Security of Information Systems (“ANSSI“) is the national
authority responsible for supporting and securing the development of digital technology. As
such, ANSSI plays a major role in cyber security, and provides services for monitoring,
detecting, alerting and reacting to computer attacks and ensuring the security of citizens’
data.
How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
Regarding enforcement activities, recent sanctions imposed by the CNIL show its particular
interest in data security consistently over the past two years. For example, a video streaming
site was sentenced to EUR 50,000 for failure to ensure data security (24/07/2018); and a
telecoms company was sentenced to EUR 250,000 for failure to ensure data security
(26/12/2018). It should also be noted the CNIL holds the record for the largest GDPR fine
(EUR 50 million) for lack of transparency and invalid consent in the adtech space.
With regard to the CNIL’s priorities in the past 18 months, the two previous annual control
programs show that the authority has been interested in several activities: in 2018, the CNIL
control program focused on data processing related to recruitment, data collected by real
estates agencies and data processing relating to the management of paid parking services
using connected equipment. In 2017, the CNIL control program focused on health data
confidentiality in the field of insurance companies, investigational records data of the
Ministère de l’Intérieur (Home Office), and data collected by Smart TVs.
What enforcement priorities are anticipated for the near future?
We expect the CNIL to focus on geolocation, consent and transparency in the near future.
We also expect the CNIL to carry out random controls to check compliance with data
protection law, especially when triggered by complaints.
Also, since the CNIL and the DGCCRF (French Administration for Competition, Consumer
Affairs and Fraud Prevention) modified their cooperation protocol in January 2019 to
strengthen the protection of consumers and their personal data, we expect an increase in
controls having a data protection law and consumer protection law angle.
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3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person (article 4 of the GDPR, article 2 of
the Data Protection Act).
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes
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☐ No

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☒

other
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Pursuant to the Data Protection Act, data controllers have to inform data subjects that they
are allowed to give instructions regarding the storage, erasure and communication of their
data after their death.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services
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☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Pursuant to article 8 of Data Protection Act, processing sensitive personal data is also
permitted if:

8.



processing is necessary for the purposes of preventive medicine, medical diagnosis, the
administration of care or treatment, or the management of health services data and
processing is carried out by healthcare professionals or other persons subject to the
obligation of professional secrecy pursuant to article 226-13 of the French Criminal Code



processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, after an opinion has been given by
the CNIL



data is processed by employers or administrations involving biometric data strictly
necessary to control access to workplaces and to equipment and applications used in
the context of tasks entrusted to employees, agents, trainees or service providers



processing relates to the re-use of public information contained in judgments and
decisions, provided that such processing has neither the purpose nor the effect of
allowing the re-identification of the persons concerned

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
There are no express provisions in the Data Protection Act, but French employers acting as
data controllers must take into account their specific legal obligations. Therefore, the
processing of personal data by employers can be based on the compliance with a legal
obligation. This may be the case in the fields of recruitment (background checks), mandatory
social declarations (for the use of the Social Security Number), immigration law (status/work
permit), managing disabled workers (French Labor Code obligations) or managing sick leave
and health data (French Social Security Code).
Lastly, article 8 II. 9° of the Data Protection Act specifies that sensitive data could be
processed, insofar as the purpose of the processing requires it, in operation “implemented by
employers or administrations concerning biometric data strictly necessary to control access
to workplaces and to equipment and applications used in the context of tasks entrusted to
employees, agents, trainees or service providers”.
Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
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Pursuant to recital 43, “consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject
and the controller, which could be the case in the relationship”.
This was the position of the CNIL prior to the GDPR, and the CNIL keeps that position and
has an extended interpretation of that constraint, since it seems to consider that consent is
not a valid consent for the processing of applicants’ personal data (even though they are not
subject to the “subordination link” which is deemed to jeopardize the freedom of consent).

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

15.

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☒

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

Pursuant to article 59 of the Data Protection Act, and in the context of medical research, a
minor aged 15 or over may object to holders of parental authority having access to data
concerning him or her collected in the course of the related medical research, study or
evaluation. The minor then receives the information and exercises his or her rights alone.
For the same processing operations, a minor aged 15 or over may object to holders of
parental authority being informed of data processing if the fact of participating in it leads to
the disclosure of information on a preventive action, screening, diagnosis, treatment or
intervention for which the minor has expressly opposed the consultation of holders of
parental authority, pursuant to Articles L. 1111-5 and L. 1111-5-1 of the French Public Health
Code, or if the family ties are severed and the minor personally receives reimbursement of
benefits from sickness and maternity insurance and supplementary cover. The minor then
exercises his/her rights alone.
☐

additional data security requirements apply

☒

other

232 | Baker McKenzie

Pursuant to article 7-1 of the Data Protection Act, the controller shall draft, in clear and
simple terms, and easily understandable by the minor, the information and communications
relating to the processing concerning him/her.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Article 40-1 of the Data Protection Act allows individuals to give instructions on the storage,
erasure and communication of their data after their death.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

Pursuant to article 39 of the Data Protection Act, any individual proving his/her identity has
the right to request from the controller information enabling him/her to understand the logic
underlying the automated processing and challenge a decision taken on the basis of the
latter which produces legal effects for the data subject. However, the information
communicated to the data subject must not infringe copyright within the meaning of the
provisions of Book I and Title IV of Book III of the Intellectual Property Code.
If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
Pursuant to article 10 of the Data Protection Act, exceptions are:
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The cases referred to in Article 22(2) (a) and (c) of Article 22 of the GDPR (i.e., (a) where
it is necessary for entering into, or performance of, a contract between the data subject
and a data controller; and (c) automated decision making is based on the data subject’s
explicit consent), but subject to the restrictions referred to in Article 22(3) (i.e., the
controller shall implement appropriate measures to safeguard the rights and freedoms
and legitimate interests of the data subject, at least the right of the data subject to human
intervention by the controller, to express his or her point of view and to challenge the
decision), and provided that the rules defining processing as well as the main
characteristics of its implementation are communicated, with the exception of secrets
protected by law, by the controller to the data subject if he/she requests so.



Individual administrative decisions taken in compliance with Article L. 311-3-1 and
Chapter I of Title I of Book IV of the Code on Relations between Public and
Administration, provided that the processing does not involve data mentioned in Article 8
(I) of Data Protection Act (i.e., sensitive data). These decisions shall include, under
penalty of being declared void, the explicit mention provided for in Article L. 311-3-1 of
the aforementioned Code. For these decisions, the controller shall ensure that the
algorithmic processing and its developments are under control, in order to be able to
explain in detail and in an intelligible form to the data subject the way in which the
processing has been carried out with regard to him/her.

It should be noted that, by way of derogation from the second exception above, no decision
by which the administration decides on an administrative appeal mentioned in Title I of Book
IV of the Code on Relations between Public and Administration may be taken solely on the
basis of automated processing of personal data.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
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☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
In September 2017, the CNIL published a “Guide for processors” which is available in
English. It provides guidance on the scope of data processors’ obligations under the GDPR
and explains what the Art. 28 contract should contain.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

The Data Protection Act ends the various prior formalities such as the obligation to register
with the CNIL. However, in order to ensure high standards of protection, it maintains, as
provided for in the GDPR, both individual and global authorization schemes for some
processing presenting a significant risk to the data subject’s rights and freedoms.


Pursuant to article 22 of the Data Protection Act, processing of personal data containing
the registration number of individuals in the national identification register of natural
persons (“NIR”) shall be subject to a global authorization system, by a Council of State
Decree after consultation of the CNIL. Few exceptions apply: processing of such data for
the sole purpose of official statistics, scientific or historical research, or for the provision
of remote public services does not require authorization.



Pursuant to article 26 of the Data Protection Act, processing carried out on behalf of the
State which is relevant to its security, defense or criminal investigations shall remain
subject to the individual authorization system held by Ministerial Order, after the CNIL
has given its opinion.



Pursuant to article 27 of the Data Protection Act, processing of biometric or genetic data
necessary for authentication or control of an individual’s identity, and which is carried out
on behalf of the State, also remains subject to the individual authorization system by a
Decree issued by the State Council and after consultation of the CNIL.



In addition to these individual or global authorization schemes, Chapter IX of the Data
Protection Act also provides for an ad hoc scheme for health data and subjects their
processing to a prior declaration of conformity with standard references (“référentiels”) of
the CNIL. Failing that, article 54 of the Data Protection Act states that processing shall
be subject to the CNIL’s prior authorization, except in the field of health research or
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study. By way of derogation from Article 54, the processing of health-related personal
data by bodies or services entrusted with a public service mission appearing on a list
drawn up by the Ministerial Order responsible for health and social security, the sole
purpose of which is to respond to and manage the consequences of a health alert in the
event of an emergency situation, is only subject to the provisions of Section 3 of Chapter
IV of the GDPR.
Also, pursuant to article 46 (3) (a) of the GDPR, some transfers of personal data to a third
country shall be declared to, and authorised by, the CNIL:

15.



contractual clauses between the controller or processor and the controller, processor or
the recipient of the personal data in the third country or international organization



provisions to be inserted into administrative arrangements between public authorities or
bodies which include enforceable and effective data subject rights.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

☒

☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions



ad-hoc contractual clauses approved by the CNIL



administrative agreement or legally binding and enforceable text adopted to enable
cooperation between public authorities (i.e., Memorandum of Understanding,
international conventions)

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

Pursuant to tax law: paper invoices must be stored on French territory, located in a place
immediately accessible to any request from the French tax administration (BOFiP-CF-COM10-10-30-10-30-10-§ 310-28/05/2014).
☒

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

The French Blocking Statute of 1968 (law n° 68-678 relating to the communication of
documents and information of an economic, commercial, industrial, financial or technical
nature to foreign natural or legal persons), reinforced in 1980, prevents, “subject to
international treaties or agreements”, French citizens and residents in France, as well as
236 | Baker McKenzie

managers of companies (or other legal persons) having their headquarters or an
establishment in France, from communicating “to foreign public authorities, documents or
information of an economic, commercial, industrial, financial or technical nature, the
communication of which is likely to affect the sovereignty, security, essential economic
interests of France or public order”.
☐

16.

d)

other restrictions

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
In 2018, the CNIL published a guide relating to “Security of Personal Data”, which is
available in English, where it provides further details and precise instructions about
encryption. The above-mentioned guide, which is neither a list of mandatory requirements
about data security, nor an exhaustive list of measures to be implemented, gives some
recommendations on the methodology to determine the right level of protection of personal
data.
In 2018, ANSSI also published a Data Security Guide which is only available in French.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

Baker McKenzie | 237

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

18.

controller



in case of a personal data breach, irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☒

providers of critical infrastructure

☒

other
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Banking and financial services: Article L. 521-10 of the French Monetary and Financial
Code



National Defence: Article L1332-6-2 of the French Defence Code

Details regarding the identified data security breach notification requirements
Several authorities may be notified depending on the sector of activity of the organization
and its sensitivity to security, the nature of the data collected and the type of processing.


Providers of essential services/providers of critical infrastructure: Pursuant to
article 7 of Act n° 2018-133 of 26 February 2018 relating to implementation of EU
provisions in the field of security (implementing the NIS Directive), operators of essential
services shall declare to ANSSI, without delay after becoming aware of them, incidents
affecting networks and information systems necessary for the provision of essential
services, where such incidents have or are likely to have a significant impact on the
continuity of these services, taking into account in particular the number of users and the
geographical area affected and the duration of the incident.

Penalties for non-compliance with the obligation to report an incident provided for in article 7
are up to EUR 75,000 per incident.


Banking and financial services: Pursuant to article L. 521-10 of the French Monetary
and Financial Code, payment service providers shall inform the French Prudential
Supervision and Resolution Authority (“ACPR”) without undue delay of any major
operational incident. Also, payment service providers shall inform the Banque de France
without undue delay of any major security incident. The Banque de France assesses the
incident and takes appropriate measures, if necessary, and if it deems it necessary, it
informs the ACPR. Where the incident has or is likely to have an impact on the financial
interests of its payment service users, the payment service provider shall inform its
payment service users without undue delay following the incident and of any available
measures they may take to mitigate the harmful effects of the incident.



National Defence: Pursuant to article L. 1332-6-2 of the French Defence Code,
operators mentioned in Articles L. 1332-1 and L. 1332-2 (i.e., public or private operators
running or using facilities and structures, the unavailability of which could significantly
reduce the Nation’s war or economic potential, security or capacity to survive, as well as
operators running nuclear facilities) shall inform the Prime Minister without delay of
incidents affecting the operation or security of the information systems aforementioned.

Penalties for non-compliance with the obligation to report incidents provided for in article L.
1332-6-2 are up to EUR 150,000 per incident.


Health regulatory requirements: Pursuant to article 110 of the Health System
Modernization Act of 26 January 2016, health centers (such as hospitals, clinics, care
centers, establishments for the elderly, disabled and dependent persons) are required to
notify serious security incidents in their information systems, to the administrative bodies
responsible for implementing health policy at a regional level. Healthcare institutions
concerned are required to report serious security incidents (i.e., events that give rise to
an exceptional situation, and in particular: incidents with potential or proven
consequences for the safety of care; incidents that affect the confidentiality or integrity of
health data; incidents affecting the normal functioning of the establishment, body or
service concerned).

The notification of serious security incidents shall be made, without delay, on the site for
reporting adverse health events: www.signalement.social-sante.gouv.fr/ on the “health
professionals” section by filling in the dedicated form.
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Penalties for non-compliance with the obligation to report such incident are up to EUR
300,000 per incident. Non-compliance is also punishable by five years’ imprisonment.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The use of tracking and profiling cookies and other online tracking technologies under
French Law requires prior consent pursuant to Art. 32 of the FDPA and 6 lit. a GDPR.
The CNIL still considers that a user continuing to browse a webpage is an acceptable form of
providing consent, though this analysis may not be totally consistent with the WP 29’s
guidelines on consent or with the EDPB’s recent guidelines on the interplay between the
ePrivacy Directive and the GDPR (March 2019).

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

☒

Prospecting is not of a commercial nature (e.g. charitable): with opt-out consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

☒

If the individual’s number is listed on The French “do not contact list” called “Bloctel”: no
telephone marketing allowed.

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

☒

Prospecting is not of a commercial nature (e.g. charitable): with opt-out consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☒
☒

21.

If the individual’s number is listed on The French “do not contact list” called “Stop
Publicité” or “Robinson list”: no postal marketing allowed.

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The CNIL issued a list of the types of processing operations for which a data protection
impact assessment is required (the list is available here).

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

In an amount of up to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Pursuant to article 50 of the Data Protection Act, some offenses against Data Protection Act
provisions are provided for and punished by articles 226-16 to 226-24 of the Criminal Code.
They include:


Processing personal data, including through negligence, or having it processed by a third
party without compliance with formalities to take prior to their implementation, as
provided for by law, is punishable by five years’ imprisonment and a fine of EUR
300,000.
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Processing personal data including information about the registration numbers of
individuals in the national register of identification of natural persons, without
authorization, is punishable by five years’ imprisonment and a fine of EUR 300,000.



Processing personal data or having it processed without implementing measures
prescribed in articles 24, 25, 30 and 32 of the GDPR (i.e., responsibility of the controller,
data protection by design and by default, records of processing activities, security of
processing) is punishable by five years’ imprisonment and a fine of EUR 300,000.



Failure by an electronic communications service provider or controller or processor to
notify a breach of personal data to the CNIL, or the data subject (or the controller in the
situation of a processor) is punishable by five years’ imprisonment and a fine of EUR
300,000.



Collecting personal data by fraudulent, unfair or unlawful means is punishable by five
years’ imprisonment and a fine of EUR 300,000.



Processing personal data concerning a natural person despite that person’s opposition,
where such processing is for the purpose of prospecting, in particular for commercial
purposes, or where such opposition is based on legitimate grounds, is punishable by five
years’ imprisonment and a fine of EUR 300,000.



Data retention (except in cases provided for by law), without the express consent of the
data subject, of sensitive personal data is punishable by five years’ imprisonment and a
fine of EUR 300,000. The same penalties apply to non-automated processing of
personal data, which implementation is not limited to the exercise of exclusively personal
activities.



Processing personal data for the purpose of health research is punishable by five years’
imprisonment and a fine of EUR 300,000: when no information has been provided to the
data subject about transfers, right of access, rectification and opposition, the nature of
the data transmitted and the recipients of such data; when notwithstanding the
opposition of the data subject or, where provided by law, in the absence of the person’s
informed and express consent, or in the case of a deceased person, notwithstanding the
refusal expressed by the latter during his/her lifetime.



Retaining personal data beyond the period provided for by law or regulation is
punishable by five years’ imprisonment and a fine of EUR 300,000, unless such retention
is carried out for historical, statistical or scientific purposes under the conditions provided
for by law.



Misuse of defined purposes is punishable by five years’ imprisonment and a fine of EUR
300,000.



Unauthorized disclosure of data which would have the effect of violating the
consideration of the data subject or his/her private life, or of causing damage to his/her
privacy, shall be punishable by five years’ imprisonment and a fine of EUR 300,000, or a
fine of EUR 100,000 where it has been committed through negligence or carelessness.
Prosecution can only be carried out upon a complaint from the victim, his/her legal
representative or successors in title.



Transfers of personal data in violation of Chapter V of the GDPR is punishable by five
years’ imprisonment and a fine of EUR 300,000.



It is punishable by one year’s imprisonment and a fine of EUR 15,000 to obstruct actions
of the CNIL, either by opposing the performance of the tasks entrusted to its members or
to authorized agents when the visit has been authorized by the judge; either by refusing
to communicate to its members or to the agents authorized the information and
documents relevant to their mission, or by concealing or removing such documents or
information; by communicating information that does not conform to the content of the
recordings as it was at the time the request was made or that does not present such
content in a directly accessible form.
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=> Pursuant to article 226-23 of the Criminal Code, in the cases provided for above (i.e., as
set out in Articles 226-16 to 226-22-2), the erasure of all or part of the personal data
processed in respect of which the offense was committed may be ordered. The members
and agents of the National Commission for Informatics and Liberties are entitled to note the
deletion of these data.
Finally, legal persons found criminally liable, under the conditions provided for in article 1212, for offenses defined in the aforementioned situations, shall be liable to the penalties
provided for in articles 131-39, 2° to 5° and 7° to 9° of the Criminal Code.
☒

private remedies

Individuals may, for example:


file complaints with the CNIL (article 11 of the Data Protection Act)



claim damages for material or non-material damages (article 43 ter of the Data
Protection Act)

More precisely, in relation to judicial proceedings, the current group action provided for in
article 43 ter of the Data Protection Act can only terminate a violation of the Data Protection
Act, and cannot compensate data subjects for damages resulting from such a violation.
Pursuant to article 43 quarter, any person may mandate/appoint an association or
organization referred to in article 43 ter to exercise on his or her behalf the rights provided for
in Articles 77 to 79 and 82 of the GDPR (i.e., right to lodge a complaint with a supervisory
authority, right to an effective judicial remedy against a supervisory authority, a controller or a
processor, and right to compensation and liability). It may also mandate them to act before
the CNIL, against the latter before a judge or against the controller or his/her processor
before a court.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

Baker McKenzie | 243

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

Lack of transparency
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus - all personal data
☒ sector-specific
e.g. telecoms, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



German Federal Data Protection Act

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017 the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear, whether and when the ePrivacy Regulation will
enter into force.
Is such a law/regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Germany has one data protection authority in each of its 16 states and one federal data
protection and information commissioner. From the perspective of private bodies, the “main
regulator” is the competent state authority as that is competent to monitor and enforce
compliance with the GDPR. The federal authority is competent to supervise the public bodies
of the federation and represents Germany in the European Data Protection Board as joint
representative and single point of contact.


The data protection authority of Baden-Wuerttemberg (https://www.badenwuerttemberg.datenschutz.de)



The data protection authority of Bavaria (https://www.lda.bayern.de/de/index.html



The data protection authority of Berlin (https://www.datenschutz-berlin.de/)
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The data protection authority of Brandenburg (www.lda.brandenburg.de)



The data protection authority of Bremen (www.datenschutz-bremen.de)



The data protection authority of Hamburg (http://www.datenschutz-hamburg.de/)



The data protection authority of Hessia (www.datenschutz.hessen.de)



The data protection authority of Mecklenburg-Vorpommern (www.datenschutz.mvnet.de)



The data protection authority of Lower Saxony (www.lfd.niedersachsen.de)



The data protection authority of Northrhine-Westphalia (www.lfd.nrw.de)



The data protection authority of Rhineland-Palatinate (http://www.datenschutz.rlp.de/)



Independent data protection center in the state of Saarland (http://www.lfdi.saarland.de/)



The data protection authority of Saxony (www.datenschutz.sachsen.de)



The data protection authority of Saxony-Anhalt (www.datenschutz.sachsen-anhalt.de)



The independent center of data protection of Schleswig-Holstein
(https://www.datenschutzzentrum.de/)



The data protection authority of Thuringia (https://www.tlfdi.de/tlfdi/)



The federal data protection and information commissioner
(https://www.bfdi.bund.de/DE/Home/home_node.html)

How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The data protection authority of Baden-Wuerttemberg (one of the German data protection
authorities) imposed a fine of EUR 20,000 on a social media company for violating its
obligation to ensure data security (storage of customers’ passwords in an unencrypted
manner).
The German data protection conference, consisting of the data protection authorities of the
states and of the federation, is regularly publishing guidelines on the interpretation of the
GDPR since July 2017 regarding key topics of the GDPR. In addition to that individual data
protection authorities of the states are publishing guidelines.
What enforcement priorities are anticipated for the near future?
We expect the data protection authorities to carry out random audits to check compliance
with data protection law, such as the data protection authority of Bavaria which is conducting
data protection audits on a regular basis (https://www.lda.bayern.de/en/audits.html). We
expect these to be carried out in particular, if triggered by individual complaints.
We also expect an increase in claims having a data protection law and consumer protection
law angle. We also anticipate that damage claims for non-material damages may increase.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal” data means any information relating to an identified or identifiable natural person;
an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
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identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data are intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision-making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other:

Please see below regarding personal data or sensitive personal data in the employment
context.
Private bodies are permitted to process personal data for a purpose other than the one for
which the data were collected pursuant to Sec. 24 para. 1 Federal Data Protection Act
(compatibility test for secondary use of data), if:


processing is necessary to prevent threats to state or public security or to prosecute
criminal offences; or



processing is necessary for the establishment, exercise or defense of legal claims,

unless the data subject has an overriding interest in not having the data processed.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims
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☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other:

For private bodies, the processing of special categories of personal data is permitted
pursuant to Sec. 22 para. 1 German Federal Data Protection Act, if:


processing is necessary to exercise the rights derived from the right of social security
and social protection and to meet the related obligations;



processing is necessary for the purposes of preventive medicine, for the assessment of
the working capacity of the employee, medical diagnosis, the provision of health or social
care or treatment or the management of health or social care systems and services or
pursuant to the data subject’s contract with a health professional and if these data are
processed by health professionals or other persons subject to the obligation of
professional secrecy or under their supervision; or



processing is necessary for reasons of public interest in the area of public health, such
as protecting against serious cross-border threats to health or ensuring high standards of
quality and safety of health care and of medicinal products or medical devices.

For private bodies the processing of special categories of personal data for a purpose
other than the one for which the data were collected shall be permitted, if:

8.



processing is necessary to prevent threats to state or public security or to prosecute
criminal offences; or



processing is necessary for the establishment, exercise or defense of legal claims,



and an exception pursuant to Article 9 para. 2 GDPR or pursuant to Section 22 Federal
Data Protection Act applies.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
The German Federal Data Protection Acts provides for legal bases for the processing of
personal data based on Art. 88 para. 1 GDPR.
Even though there is no express provision in the German Federal Data Protection Act that an
employer can also rely on the legal bases provided by the GDPR to justify processing of
employee data, it is the prevailing view that the legal bases of the GDPR are not pre-empt
(except for Art. 6 lit. b GDPR).
The German Federal Data Protection Act provides for the following legal bases for the
processing of employees’ personal data:


for employment-related purposes where necessary for hiring decisions or, after hiring, for
carrying out or terminating the employment contract or to exercise or satisfy rights and
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obligations of employees’ representation laid down by law or by collective agreements or
other agreements between the employer and staff council


to detect crimes only if there is a documented reason to believe the data subject has
committed a crime while employed, the processing of such data is necessary to
investigate the crime and is not outweighed by the data subject’s legitimate interest in not
processing the data, and in particular the type and extent are not disproportionate to the
reason



on the basis of consent (see below for details)



if applicable, to exercise or satisfy rights and obligations stipulated in a collective
agreement or in a works council agreement.

Employees’ sensitive personal data may be processed under the German Federal Data
Protection Act:


for employment-related purposes if it is necessary to exercise rights or comply with legal
obligations derived from labour law, social security and social protection law, and there is
no reason to believe that the data subject has an overriding legitimate interest in the data
not being processed



on the basis of explicit consent (see below for details)



if applicable, to exercise or satisfy rights and obligations stipulated in a collective
agreement or in a works council agreement.

Can consent be validly obtained in the employment context?
☐ No

☒ Yes

If yes, what are the requirements?
Pursuant to recital 43 “consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject
and the controller”, which could be the case in the employment relationship.
Sec. 26 para. 2 German Federal Data Protection Act stipulates that if personal data of
employees are processed on the basis of consent, then the employee’s level of dependence
in the employment relationship and the circumstances under which consent was given shall
be taken into account in assessing whether such consent was freely given. Pursuant to Sec.
26 para. 2 German Federal Data Protection Act consent may be freely given in particular if it
is associated with a legal or economic advantage for the employee, or if the employer and
employee are pursuing the same interests. As an example the German legislator mentions
the permission to use company IT systems for private purposes. Consent must be given in
written form, unless a different form is appropriate because of special circumstances.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of 16.
In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services
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☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorised by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
☐

additional data security requirements apply

N/A
☐

other

N/A

10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other:

e.g., right to claim damages or to request cease and desist

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other
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If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☒ Yes
The exceptions are as follows:
If the decision:


is necessary for entering into, or performance of, a contract between the data subject
and a data controller;



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests; or



is based on the data subject’s explicit consent.

Pursuant to Sec. 37 FDPA, if the decision is made in the context of providing services
pursuant to an insurance contract and:


the request of the data subject was fulfilled; or



the decision is based on the application of binding rules of remuneration for therapeutic
treatment and the controller takes suitable measures, in the event that the request is not
granted in full, to safeguard the data subject’s legitimate interest, at least the right to
obtain human intervention on the part of the controller, to express his or her point of view
and to contest the decision; the controller shall inform the data subject of these rights no
later than the notification indicating that the data subject’s request will not be granted in
full.

The decisions pursuant to Sec. 37 FDPA may be based on the processing of health data as
referred to in Art. 4 No. 15 GDPR.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☒

the organization employes more than a certain number of individuals in the jurisdiction:

if an organization constantly employs as a rule at least 10 persons dealing with the
automated processing of personal data
☒

other:

if an organization undertakes processing subject to a data protection impact assessment
pursuant to Art. 35 GDPR, or if they commercially process personal data for the purpose of
transfer, of anonymized transfer or for purposes of market or opinion research
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

Transfers of personal data to third countries are permissible only, if there is a legal basis for
the processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules
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☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions:

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

e.g., pursuant to tax law and to the German Telecommunications Act
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption:

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒


data protection authorities
in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons
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without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:


the controller has implemented technical and organizational protection measures and
those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize.

☒

other:

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects individually) if
the communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

N/A
☐

individuals

N/A
☐

others

N/A

18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure
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☐

other

Details regarding the identified data security breach notification requirements
The breach notice requirements of Sec. 109a of the German Telecommunications Act apply
to (i) anyone who provides publicly available telecommunications services, and (ii) any
personal data. A data breach occurs when the protection of personal data is violated, that is,
there is a violation of data security that leads to the loss, unlawful deletion, modification,
storage, dissemination or other illegitimate use of personal data, which are transmitted,
stored or otherwise processed in connection with the provision of publicly available
telecommunications services, as well as the unlawful access to these. It is mandatory to
inform affected individuals, without undue delay, in cases where it is reasonable to expect
that the infringement severely violates the rights or protectable interests of such individuals
(subject to exceptions, e.g., where certain security measures have been taken and
documented). Both the Federal Network Agency and the Federal Commissioner for Data
Protection and Freedom of Information have to be informed. The authorities have to be
informed without undue delay. According to Article 2 (2) EU Regulation 611/2013 the
authorities have to be informed within 24 hours after detection of the violation. Potential
penalties for non-compliance with the breach notice requirement amount to up to EUR
100,000 or more per incident.
The breach notice requirements of Sec. 8b of the German Act on the Federal Office for
Information Security apply (i) to operators of critical infrastructures and (ii) availability,
integrity, authenticity and confidentiality of IT systems, components and processes. A data
breach occurs under the following circumstances: (i) interferences of availability, integrity,
authenticity and confidentiality of IT systems, components and processes which have caused
a disruption or other adverse effect on the operability of the critical infrastructure; or (ii)
significant interferences of availability, integrity, authenticity and confidentiality of IT systems,
components and processes which may cause a disruption or other adverse effect on the
operability of the critical infrastructure. It is not necessary to notify the individual. The Federal
Office for Information Security has to be informed. The authority must be informed without
undue delay. Potential penalties for non-compliance with the breach notice requirement
amount to up to EUR 50,000 or more per incident.
There is also a sector-specific requirement for operators of publicly available electronic
communications networks and providers of publicly available electronic communications
services to notify the Federal Network Agency and the Federal Office for Information
Security, without undue delay, of any impairment of electronic communications networks or
services which cause or may cause significant breaches of security (Sec. 109 para. 5
German Telecommunications Act). The Federal Network Agency may inform the public or
may require the operator/provider to inform the public of the incident. Potential penalties for
non-compliance with the breach notice requirement amount to up to EUR 50,000 or more per
incident.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Pursuant to a statement of the German data protection authorities the use of tracking and
profiling cookies and other online tracking technologies requires prior consent pursuant to
Art. 6(1) lit. a GDPR.
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20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

21.

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The German data protection authorities issued a blacklist (available in English here).
☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security
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22.

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement:

These can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement:

Pursuant to Sec. 42 German Federal Data Protection Act, certain data protection
infringements are considered criminal offences:


Knowingly and without authorization with regard to the personal data of a large number
of people which are not publicly accessible,


transferring the data to a third party or



otherwise making them accessible,
for commercial purposes, shall be punishable with imprisonment of up to three years
or a fine.



With regard to personal data which are not publicly accessible


processing without authorization, or



fraudulently acquiring,
and doing so in return for payment or with the intention of enriching oneself or
someone else or harming someone, shall be punishable with imprisonment of up to
two years or a fine.

In addition, other criminal offences might be relevant, e.g., the handling of stolen data: Sec.
202d German Criminal Code stipulates that whosoever obtains for himself or someone else,
passes to someone else, disseminates or otherwise makes available data (section 202a
para. 2) that is not generally available and that has been obtained by someone else through
an unlawful act, to enrich himself or a third party, or otherwise harming others, shall be liable
to imprisonment not exceeding three years or a fine.
☒

private remedies:

Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages.
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Certain organizations (e.g., consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☒

other:

Works councils can file for preliminary injunctions against employers preventing them from
putting into operation data processing systems.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Greece
28 March 2019
Vassilios Constantes
Athens
Tel: +30 210 7206900
constantes@pptlegal.gr

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☐ No

☒ Yes

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Electronic communications sector
☐ constitutional
What are the key data privacy and security laws and regulations?
EU General Data Protection Regulation
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ No

☒ Yes

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
On 20 February 2018, a Greek draft bill complementing the GDPR was published and made
available for public consultation, which ended on 5 March 2018. There has been now
substantial update since then. The draft bill is available in Greek here.
Noteworthy provisions of the draft bill include the following:


Provisions are introduced for CCTV data processing.



Provisions are introduced regarding processing in the context of employment.
Employees’ heath data can only be collected directly from the employee and only if
absolutely necessary for:


evaluating an employee’s suitability for work



compliance with a legal obligation



establishing an employee’s social security rights (special rules apply for
psychological and psychometric tests and also for the processing of criminal records
and genetic data)



Provisions are introduced regarding processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes.



Criminal sanctions are being introduced for breach of the GDPR provisions including
imprisonment for up to five years and a fine of up to EUR 300,000. Stricter sanctions are
envisaged if a breach has an impact on national security.
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A DPO who violates his/her duty of confidentiality (as envisaged by the draft bill) can
be sanctioned with imprisonment for up to five years and a fine of up to EUR 100,000.



The age for consent in the context of information society services is set at 15 years.



Processing of data relating to criminal convictions and offences is permissible when
provided by law which sets the purpose, safeguards and measures for the protection
of the data subjects’ rights. As a matter of exception, such processing is also
permissible (inter alia) in the context of employment if absolutely necessary for the
evaluation of suitability for a specific position.



Controllers can (partially of fully) refuse to comply with a data subject rights if
processing is related to:





national security



defence



public security



the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security



important economic or financial interest of the Greek state



the establishment, exercise or enforcement of legal claims



the protection of the data subject or the rights and freedoms of others.

Further to the GDPR provisions, appointment of a DPO is required for controllers and
processors whose processing operations, according to the authority’s relevant issued
categories, require regular and systematic monitoring of data subjects on a large scale
by virtue of their nature, their scope and/or their purposes.

The following responses do not take into account the provisions of the draft bill given it has
not yet been approved by Parliament.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Greece has one data protection authority: The Hellenic Data Protection Authority (“HDPA“)
How active is the regulator?
☒ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
In the past 18 months, the HDPA imposed fines of EUR 150,000 on telecommunication
companies for illegal phone calls.
What enforcement priorities are anticipated for the near future?
We expect a general increase in complaints and claims.
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3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

☐ No
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4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health
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8.

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes, but care needs to be taken as, pursuant to recital 43, “consent should not provide a
valid legal ground for the processing of personal data in a specific case where there is a
clear imbalance between the data subject and the controller”, which could be the case in the
employment relationship.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

16

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply
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☐

10.

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to claim damages

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:


is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights/freedoms and
legitimate interests
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12.

is based on the data subject’s explicit consent

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
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14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

e.g., pursuant to tax law and labor law
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption
Baker McKenzie | 271

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it
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18.

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☒

☒

☒

☒

21.

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The HDPA, with its decision no. 65/2018, published the list of the kind of processing
operations which are subject to the requirement for a data protection impact assessment
according to article 35 par. 4 of GDPR (available in English here).
☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)
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22.

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☐

criminal penalties from regulators and law enforcement

☒

private remedies

Individuals may, for example:


file complaints with the data protection authorities



claim damages for material or non-material damages

☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☒

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)
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☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Hong Kong
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Paolo Sbuttoni
Hong Kong
Tel: +852 2846 1521
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Marcia Lee
Hong Kong
Tel: +852 2846 2549
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Kenneth Cheung
Hong Kong
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kenneth.cheung@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☐ constitutional
What are the key data privacy and security laws and regulations?
Personal Data (Privacy) Ordinance (Chapter 486 of Laws of Hong Kong) (“PDPO”)
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Privacy Commissioner for Personal Data (“PCPD”)
How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
Direct marketing is a particular enforcement focus of the PCPD and is an area where we see
regular enforcement activity within the data privacy space.
From 2017 to 2018, the PCPD referred 16 cases to the HKPF for criminal investigation, most
of which were direct marketing-related cases.
What enforcement priorities are anticipated for the near future?
It is common for the PCPD to take enforcement action upon receipt of a complaint, and
depending on the severity of the case may provide conciliation between the parties, conduct
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investigation or even refer the case to the Hong Kong Police Force (“HKPF”) for serious
cases involving, for example, direct marketing or non-compliance with data access/correction
requests.
We expect the PCPD to continue with its current course of enforcement direction and focus
on direct marketing breaches.
In addition, as there have been several high-profile data breach incidents recently, while
there are no mandatory breach reporting obligations under the PDPO, we expect the PCPD
to place more focus on obligations with respect to security of personal data.

3.

What are key definitions in the data privacy and security laws?
Personal data
The PDPO defines “personal data” as any data relating directly or indirectly to a living
individual and from which it is practicable to ascertain the identity of the individual and which
is in a form in which access to or processing of the data is practicable.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☐

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

The PDPO does not specifically define sensitive personal data. All types of personal data are
subject to the same rules.
Note, however, that the PCPD issued non-binding guidance in July 2015 on the collection
and use of “biometric data”, which it appears to treat as a more sensitive category of data.
In addition, through its guidance, the PCPD treats Hong Kong identity card (“HKID”) copies
and numbers as a more sensitive category of data. Collection and use of HKID numbers
must comply with the Code of Practice on the Identity Card Number and Other Personal
Identifiers.
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other



Whether it is voluntary or obligatory to provide personal data, and if obligatory, the
consequences of not providing the data.



While it is not mandatory to appoint a “Data Protection Officer”, data subjects must be
notified of the name or job title, and address, of the individual to whom data
access/correction requests may be made.



Under the PDPO, data subjects only have access and correction rights. There is no
statutory right to erasure or data portability.



In relation to direct marketing, please refer to our response to Question 20.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The PDPO is primarily a notification-based regime.
Consent is only required where the data user seeks to use personal data for a “new purpose”
outside the scope of the initial notification, or in relation to direct marketing (please see our
response to Question 20 below).
The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other
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There are exemptions to the requirement of consent.
For example, personal data used for the purpose of (i) prevention or detection of crime; (ii)
apprehension, prosecution or detention of offenders; (iii) prevention, preclusion or remedying
(including punishment) of unlawful or seriously improper conduct, or dishonesty or
malpractice; (iv) prevention or preclusion of significant financial loss arising from (a) any
imprudent business practices or activities or (b) unlawful or seriously improper conduct, or
dishonesty or malpractice, are exempted from the requirement of consent if its application
would be likely to prejudice any of the above matters.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

282 | Baker McKenzie

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
The general consent requirements also apply in the employment context.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of
In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other
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10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes
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☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

The data user is required to adopt “contractual or other means” of protection to:



prevent any personal data transferred to the data processor being kept longer than is
necessary for the processing



prevent any unauthorized or accidental access, processing, erasure, loss of use of the
data transferred to the data processor for processing

A written data processing agreement is not mandatory, but best practice.
In addition, while there is no mandatory obligation to conduct due diligence on the processor,
this is also best practice as the PDPO does not directly regulate processors and therefore
data users will remain liable for the actions of their authorized processors.
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Are there any direct regulatory or statutory requirements on processors?
☐ Yes

14.

☒ No

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ Yes

☒ No

While the PDPO contains a provision concerning cross-border transfer of personal data
(Section 33 of the PDPO), it is not currently in force.
In December 2014, the PCPD issued a Guidance on Personal Data Protection in Crossborder Data Transfer to serve as a practical guide for data users to prepare for the
implementation of Section 33, including recommended model clauses. However, the
guidance is purely voluntary as it relates to a law that is not yet in force.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

17.

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities



☐

individuals

☐

other

Processors have to notify:
☐

controller



☐

data protection authorities

☐

individuals

☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes

☐ No

There are specific notification and consent requirements to use and/or transfer personal data
for direct marketing purposes.
Notification requirements
The data user must inform the data subjects of the following:



that it intends to use, or where applicable, provide to third parties, personal data for
direct marketing



that the data subject’s consent is required before it does so



of the kind of personal data to be used



of the classes of marketing subjects to which the marketing will relate



where the data is being transferred, the classes of persons provided with the data



where the data is being provided for gain (e.g., for commission), that the data is to be so
provided

Consent requirements
The data subject’s consent must be obtained for direct marketing. Consent is defined to
include an “indication of no objection” — silence does not constitute consent. While oral
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consent is permitted in relation to use of personal data for the data user’s own direct
marketing purposes, written consent is required where personal data will be transferred to
third parties (including related business entities) for their use in direct marketing.
In relation to the below tick boxes, we have only ticked “prior opt-in consent”. To clarify,
consent can be obtained via both “opt in” or “opt out” mechanisms prior to using personal
data for direct marketing, but either way the data subjects must take action to indicate that
they do not object to receiving marketing. Implied consent is not sufficient.
☒

☒

☒

☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The PDPO is a principle-based law and contains six Data Protection Principles (“DPPs”) that
data users are required to comply with.
Whilst contravening the DPPs does not directly constitute a criminal offense, it may lead to
an investigation by the PCPD. Where an investigation determines that there has been a
contravention, the PCPD has the power to issue an enforcement notice to the data user to
direct the data user to remedy or prevent the recurrence of the contravention.
☒

criminal penalties from regulators and law enforcement

Non-compliance with an enforcement notice issued by the PCPD is a criminal offense and on
first conviction, the data user would be liable to a fine of HKD 50,000 and imprisonment for
two years, and if the offense continues after the conviction, additionally to a daily penalty of
HKD 1,000.
Non-compliance with direct marketing requirements is punishable by a maximum fine of HKD
1 million (approximately USD 129,000) and five years’ imprisonment (where personal data is
transferred for direct marketing purposes for gain).
☒

private remedies

Individuals can file complaints with the PCPD, and can also institute civil proceedings against
a data user to seek compensation where the individual has suffered damage by reason of
contravention of a PDPO requirement.
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☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

Using personal data for “new purpose” outside the scope of the initial notification without
obtaining express consent.
Improper collection of personal data (e.g., excessive collection).
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, healthcare sector
☐ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Act No. CXII of 2011 on the Right of Informational Self-Determination and on Freedom of
Information



Act XLVII of 1997 on Processing and Protection of Medical and Other Related Personal
Data



Act C of 2003 on Electronic Communications

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
In Hungary, the draft bill on the sectorial implementation of the GDPR was submitted to the
Parliament on 7 February 2019. The draft intends to modify 86 legislative acts, aligning them
with the provisions of the GDPR.
The draft bill contains in particular the following substantive amendments to existing
Hungarian legislation:


Where the processing of health data is based on consent, replace the requirement that
consent be in written form with a freely given data subject consent containing a clearly
expressed will, provided the consent has probative value.



Add to the Hungarian Labor Code a new chapter: tightening the conditions for informing
employees about the employer’s processing of their personal data; regulating the
employer’s use of certificates of clean criminal record and the biometric data of
employees and employee candidates (as to the former) and employees (as to both); and
regulating employees’ right to use IT devices provided to them by the employer for
personal purposes.
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Lift the ban on the processing of special categories of personal data in whistleblowing
systems.



Exempt from the obligation to preserve protected customer data in the case of data
transfers made in compliance with group-wide AML/CFT policies and procedures.



Amend Act LIII of 2017, on the Prevention and Combating of Money Laundering and
Terrorist Financing, to exclude the possibility of making copies of the personal
identification page of a Hungarian national’s address card.



Require traders to remove the page containing complaints or suggestions from the
customer complaint book immediately after a customer adds an entry into that book.

The bill is currently in a detailed discussion phase, with adoption of the bill expected to occur
after the end of March 2019.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The data protection authority in Hungary is the National Authority for Data Protection and
Freedom of Information (www.naih.hu).
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Hungarian DPA imposed a fine of HUF 1 million (approximately EUR 3,200) on a data
controller for violating the access rights of data subject in connection with CCTV recordings.
In another case, the Hungarian DPA imposed a fine of HUF 500,000 (approximately EUR
1,600) on a debt collection agency. It found that the data controller did not comply with the
data minimization principle and did not meet transparency requirements in connection with
the storage of backup copies of the data.
In the most recent case, the Hungarian DPA imposed a fine of HUF 500,000 (approximately
EUR 1,600) on a credit institution. It found that the data controller had failed to fulfil its
obligation pursuant to the principle of accuracy and did not facilitate the exercise of a data
subject’s right to restriction of the processing.
What enforcement priorities are anticipated for the near future?
The Hungarian DPA has not yet disclosed its enforcement priorities for the 2019 calendar
year. We expect, however, an increase in the Hungarian DPA’s enforcement activities
regarding the investigation of data subjects’ complaints concerning the enforcement of data
subject rights.
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3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data means any information relating to an identified or identifiable natural person.
An identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

National identification numbers (tax ID, social security ID and personal ID number).
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction
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5.

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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☒

other

On the basis of Article 9(4) of the GDPR, the Act XLVII of 1997 on Processing and Protection
of Medical and Other Related Personal Data contains additional legal bases for the
processing of personal data concerning health.
These include data processing:


promoting the preservation, improvement and maintenance of health



promoting the provision of effective medical treatment to the patient, including
professional supervision



monitoring the health of the data subject



conducting measures necessary for public health and epidemiological purposes



enforcing patient rights



for the specific purposes expressly permitted by Hungarian legislation (such as: the
training of health care professionals, medical and epidemiological examination, analysis,
planning, organization of health care, and planning of costs; statistical analysis;
anonymization for impact assessment; scientific research; determination of social
security and social benefits; law enforcement; administrative procedure; court
proceedings; monitoring, measuring and evaluating the performance of the health
system; pharmacovigilance; etc.)



with the written consent of the data subject

One of the above legal bases must be applied in addition to the legal bases listed in Article
9(2) of the GDPR.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes, but only if the voluntary nature of the consent can be proven; otherwise the validity of
consent is likely to be challenged based on the Hungarian DPA’s practice to date.
Pursuant to recital 43 GDPR, “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.
On 15 November 2016, the Hungarian DPA released comprehensive guidance about the
basic requirements of data processing in the employment context. The guidance confirms
that Hungarian employers may not rely on consent as a legal basis for the processing of
employee data — unless the employee has a genuine free choice and is subsequently able
to withdraw the consent without detriment. The Hungarian DPA holds the view that this is
only rarely the case in the employment context, due the subordinate relationship among the
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employer and the employee. The employer therefore generally must rely on a legal basis
other than employees’ consent to process employee data in the employment context.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

16

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other
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e.g., right to claim damages or to request a cease and desist order

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☒ Yes
The exceptions are as follows:

12.



If the decision:



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests



is based on the data subject’s explicit consent

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules
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☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

e.g., pursuant to the Hungarian Act C of 2003 on Electronic Communications regarding data
that is subject to mandatory data retention requirements for law enforcement purposes
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒


data protection authorities
in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons
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without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:
a) the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption
b) the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize

☒

other

There shall be public communication or similar measures, through which the data subjects
are informed in an equally effective manner (instead of informing the data subjects), if
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure
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☐

other

Details regarding the identified data security breach notification requirements
In Hungary, data breach notification obligations apply only to providers of public electronic
communication services in Hungary if the personal data of telecom services subscribers is
breached. The notification must be provided to the National Media and Infocommunications
Authority (“NMHH”) by the public electronic communication services provider via NMHH’s
online platform (“Adatkapu”).
Section 156 (2) of Act C of 2003 — on Electronic Communications (the “Electronic
Communications Act”) defines “security breach” as a breach of security leading to the
accidental or unlawful use or processing of personal data, meaning, in particular, the
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed in connection with the provision of a publicly
available electronic communications service. No exceptions apply to the breach notification
obligation of service providers; any breach event must be promptly reported to the NMHH.
Sections 156 (2)-(8) of the Electronic Communications Act establish a personal data breach
notification obligation for providers of public electronic communication services to the NMHH.
NMHH Decree No. 4/2012 (I.24.) establishes the details of the data breach notification
obligation.
Affected individuals must be notified only if the personal data breach is likely to adversely
affect the personal data or privacy of a subscriber or of other private individuals. In such
cases, the provider of electronic communications services must also notify the subscriber or
the private individual of the breach without undue delay, but within 24 hours at the latest.
However, notification to a subscriber or private individual concerned is not required if the
telecoms services provider has demonstrated to the satisfaction of the NMHH that it has
implemented appropriate technological protection measures and that those measures were
applied to the data affected by the security breach. Such technological protection measures
must be capable of rendering the data unintelligible to any person who is not authorized to
access it.
If the service provider has not notified the subscriber or private individual of the personal data
breach, the NMHH, having evaluated the likely adverse effects of the breach, following
consultation with the Hungarian DPA the NMHH may require the service provider to do so.
If a personal data breach occurs, the telecoms services provider must without undue delay,
but within 24 hours at the latest, notify the NMHH concerning that breach. If the telecom
services provider does not possess some of the data required to be included in that
notification, the service provider must commence an internal investigation, and, within 24
hours of the breach, notify the NMHH (the “first notification”).
After the first notification, the telecoms service provider must gather the information
necessary for the second notification, which must be submitted without undue delay, but
within 72 hours from the first notification (the “second notification”).
Until the closure of its investigation, the telecoms service provider must inform the NMHH
monthly about the information arising from the provider’s internal investigation in the past
month.
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A public electronic communications service provider has the following reporting obligations in
case of network outages:

19.



to the Government Incident Response Team, about any security incident affecting their
electronic communications networks, including any threat of which they are aware, and
which are likely to result in potentially unfavorable changes or any previously unknown
situations in the Electronic Communication Networks or Electronic Communication
Services, or in consequence of which the confidentiality, integrity, authenticity,
functionality or availability of information carried via the Electronic Communication
Networks or Electronic Communication Services is either lost or compromised



without delay, to the General Informatics and Electronic Communication Inspectorate of
the NMHH, about any network security incidents affecting the operation of the network
and of the services

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ No

☒ Yes

On 17 February 2017, the Hungarian DPA released cookie guidance. The guidance says
that the use of user-input cookies, authentication cookies, user-centric security cookies,
multimedia player session cookies, load balancing session cookies, and user interface
customization cookies does not require any consent. However, if this cookie consent
exemption does not apply to the type of cookie used — such as in connection with the use of
third party cookies or tracking cookies — then the website operator must secure the user’s
voluntary consent to the use of a cookie.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
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☒

21.

☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Hungarian DPA issued a blacklist (available in English here).

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Under Sections 219 (1)-(4) of Act C of 2012 on the Hungarian Criminal Code, any person
who, in violation of the statutory provisions governing the protection and processing of
personal data and the provisions set out in binding legislation of the European Union:


is engaged in the unauthorized and inappropriate processing of personal data



fails to take measures to ensure the security of data,
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with gainful interest or thus causing a significant injury of interest, is guilty of a misdemeanor
punishable by imprisonment not exceeding one year.
Said penalty may be imposed on any person who, in violation of data protection laws fails to
notify the data subject as required with a view to exercising his rights of access, and thereby
imposes significant injury to the interests of another person or persons.
Any misuse of personal data shall be punishable by imprisonment not exceeding two years if
committed in connection with special data or personal data from criminal records.
Where a felony occurs because the misuse of personal data is committed by a public official
or in the course of discharging a public duty, the penalty is imprisonment not exceeding three
years. In addition to that, also other criminal offences might be relevant, e.g., illicit access to
data and breach of information systems and mail fraud.
☒

private remedies

Individuals may, for example:


file complaints with the Hungarian DPA



claim damages for material or non-material damages

☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)
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☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Iceland
11 March 2019
Áslaug Björgvinsdóttir
Reykjavík
Tel: +354 5 400 334
aslaug@logos.is
Katla Lovísa Gunnarsdóttir
Reykjavík
Tel: +354 5 400 321
katla@logos.is

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, public healthcare and welfare, local government, law enforcement, legal
procedures, financial, insurance
☒ constitutional
What are the key data privacy and security laws and regulations?
Act 90/2018 on Data Protection and Processing of Personal Data (“Data Protection Act”)
implementing the GDPR into Icelandic law (only available in Icelandic)
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Icelandic Data Protection Authority
How active is the regulator?
☐ Not very
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☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Icelandic Data Protection Authority has not yet imposed fines based on the new Data
Protection Act implementing the GDPR.
Lately, the Icelandic Data Protection Authority seems to have been focusing on data
protection and security within the municipals/local government.
The Data Protection Authority has generally not been active in imposing fines or other
enforcement activities and usually only does so if its decisions ore requests have been
disregarded.
What enforcement priorities are anticipated for the near future?
We expect the Data Protection Authority to carry out random audits to check compliance with
data protection law. We expect these to be carried out in particular, if triggered by individual
complaints.
We also expect an increase in claims by individuals and related enforcement activities.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person;
an “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other
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Processing of information on criminal activity, social security numbers, data collected by
means of electronic surveillance and data on finances and credit are subject to additional
restrictions.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available
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6.

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Additional requirements are in place for the processing of sensitive data (see below),
personal data in relation to information on criminal activities, social security numbers, data
collected by electronic surveillance, financial information and information on credit.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing
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8.

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
The Data Protection Act does not address consent in the employment context. Therefore, the
conditions of the GDPR apply, in particular, consent must be freely given. This is possible in
the employment context but care must be taken in light of recital 43 of the GDPR pursuant to
which “consent should not provide a valid legal ground for the processing of personal data in
a specific case where there is a clear imbalance between the data subject and the
controller”, which could be the case in the employment relationship.
This has not yet been addressed by the Data Protection Authority.

314 | Baker McKenzie

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

13

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
☐

additional data security requirements apply

N/A
☒

other

Given that children merit specific protection, any information and communication, where
processing is addressed to a child, should be in such a clear and plain language that the
child can easily understand.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:

12.



is necessary for entering into, or performance of, a contract between the data subject
and a data controller,



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests, or



is based on the data subject’s explicit consent.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

N/A
☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 25, 26, 27, 28 and 35 of the Data Protection Act implementing Art. 28, 29, 30, 31, 32, 33,
37 et seq. and 44 et seq. of the GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the Data Protection Act or the GDPR, but means countries (1)
outside of the European Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules
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☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the Data Protection Authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

e.g., pursuant to bookkeeping law
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the Data Protection Act as an
appropriate technical and organizational measure.
☒

other

Pseudonymization, the ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services, the ability to restore the availability and
access to personal data in a timely manner in the event of a physical or technical incident, a
process for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures for ensuring the security of the processing.

17.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
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Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

N/A
☐

individuals

N/A
☐

others

N/A
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
If there is a particular risk of a breach of the security of a certain network, the service
provider must inform the subscribers of such risk, according to article 47(1) of Act 81/2003
on Electronic Communications. This is further elaborated in regulation 1221/2007 on the
protection of information in public communications networks.
Customers must be notified of any security incidents that cause disturbance to continuous
electronic communications services, if confidentiality on a specific network or customer
information is seriously jeopardized due to a security risk on electronic communications
networks.
Electronic communications undertakings shall have clear and effective procedures for such
notifications. The relevant service criteria shall appear on the undertaking’s website or in a
comparable medium, for example, in customer agreements. The notification shall state, at a
minimum, what effect the incident has or may have, the measures that the electronic
communications undertaking will take, and advice to customers if such an incident occurs.
No time frame is provided for the notification.
Violations can result in fines or imprisonment for up to two years or three years if conducted
for commercial purposes.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

According to article 47(5) of Act 81/2003 on Electronic Communications, the use of spyware
or other similar equipment installed in the users end equipment in order to access data,
collect hidden data or track or monitor the user’s activities is only lawful if carried out for a
legitimate purpose and with the knowledge of the user concerned. The user shall have the
right to refuse the use of such equipment.
With the implementation of the E-Privacy Regulation, we expect this will change.
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20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

21.

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

Such list has not been published.
☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security
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22.

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

In an amount of up to ISK 2.4 billion (approximately EUR 18 million) or 4% of the total
worldwide annual turnover of the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Pursuant to Article 48 of the Data Protection Act, certain data protection infringements are
considered criminal offences.
It is punishable with imprisonment of up to three years or a fine to knowingly and without
authorization transfer to a third party or otherwise make accessible for commercial purposes
the personal data of a large number of people which data was not publicly accessible.
Violation of confidentiality, as defined in the Data Protection Act, can result in fines or
imprisonment of up to one year. If it was for commercial purposes the violation can result in
imprisonment of up to three years.
☒

private remedies

Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages

☐

23.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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India
15 March 2019
Sajai Singh
Bengaluru
Tel: +91 9845078627
sajai@jsalaw.com
Probir Roy Chowdhury
Bengaluru
Tel: +91 8043503618
probir@jsalaw.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Banking and Finance, Insurance, Securities etc.
☒ constitutional
What are the key data privacy and security laws and regulations?


The Information Technology Act, 2000 (“IT Act”);



The Information Technology (Reasonable security practices and procedures and
sensitive personal data or information) Rules, 2011 (“Privacy Rules”); and



Information Technology (The Indian Computer Emergency Response Team and Manner
of Performing Functions and Duties) Rules, 2013 (“CERT-In Rules”).

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

The Indian Government proposes to enact a legislation to overhaul the country’s existing
data protection regime. In July 2018, a committee of experts constituted by the Government
released a first draft of the Personal Data Protection Bill, 2018 (“PDP Bill”). The PDP Bill is
expected be tabled before the Parliament before the end of 2019.
The PDP Bill has been modelled after the EU’s General Data Protection Regulation (GDPR).
It provides for the manner in which personal data must be collected, stored, processed and
transferred. It introduces concepts such as data fiduciary (similar to a data controller), data
principal (similar to a data subject) and data processor and also sets out rights of data
principals and obligations of data fiduciaries and processors while collecting and processing
data. The PDP Bill also provides the manner and circumstances in which personal data may
be lawfully transferred outside India.
Is such a law/ regulation in the making?
☐ Yes
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☒ No

2.

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes

☒ No

How active is the regulator?
☐ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?

What enforcement priorities are anticipated for the near future?

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal information” means any information that relates to a natural person, which, either
directly or indirectly, in combination with other information available or likely to be available
with a body corporate, is capable of identifying such person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☐

government identity card or number information

☒

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

However, the Indian Government has clarified in a press note that a body corporate located
in India that provides “services relating to collection, storage, dealing or handling of sensitive
personal data or information under contractual obligation with any legal entity located within
or outside India” (i.e., the data processor) is not subject to certain requirements under the
Privacy Rules (including requirements for obtaining consent from data subjects).

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The IT Act extends to the whole of India and also has extra-territorial applicability in certain
cases. As per Section 75, the provisions of the IT Act extend to any offence or contravention
committed outside India by any person irrespective of his/her nationality, if the act or conduct
constituting the offence or contravention involves a computer or computer system located in
India. Therefore, in the context of data protection, the provisions of the IT Act and Privacy
Rules would apply if the collection or processing of personal information or sensitive
personal information involves a computer or computer system located in India.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground
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☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

Clear and easily accessible statements of the controller’s privacy practices and policies.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other



The information is processed for a lawful purpose connected with a function or activity of
the body corporate or any person on its behalf; and



The processing of sensitive personal data or information is considered necessary for that
purpose.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

As per the Indian Contract Act, 1872, an individual who is less than 18 years of age would be
considered a minor.
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

As per the Indian Contract Act, 1872, a minor is not competent to contract. Although not
specifically provided for under the IT Act or Privacy Rules, if an entity relies on consent to
collect personal data and the data subject is a minor, then such consent should be procured
from a parent or other individual who has parental responsibility over the minor.

10.

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data
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11.

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:
N/A

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

As per the Privacy Rules, every entity that collects and/or processes the personal data of an
individual is required to appoint a ‘Grievance Officer’ and publish details of the officer on its
website. The Grievance Officer is similar to the data protection officer under the GDPR and
is required to redress grievances of data subjects within a period of one month from the date
of its receipt.
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☐ Yes

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

At present, there is no definition of third country under the IT Act and Privacy Rules.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims
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☐

☒

b)

other solutions

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

As per a notification dated 6 April 2018 issue by the Reserve Bank of India (RBI), India’s
central banking regulatory, all licensed banks and payment system providers must ensure
that all data relating to payment systems operated by them are stored in a system only in
India. Such data includes full end-to-end transaction details and any information collected /
carried / processed as a part of a message / payment instruction.
The notification however clarifies that where a transaction has a foreign element, data
pertaining to such transaction may be stored in the relevant foreign country, in addition to
being stored in India.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

At present, Indian law does not prescribe compliance requirements based on the jurisdiction
to which the data is transferred. Transfer of sensitive personal data to a third party (whether
located in India or elsewhere) is only permitted if:
i.

The recipient ensures the same level of data protection that is adhered to by the data
collector; and

ii.

The transfer of sensitive personal data:
a. is necessary for the performance of a lawful contract between the collector and data
subject; or
b. has been expressly consented to by the data subject.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☐

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other
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17.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

At present there is no definition for ‘personal data breach’. However, the CERT-In Rules
have listed certain ‘cyber security incidents’, including ‘unauthorized access of IT systems or
data’, that must be mandatorily reported by entities.
Controllers have to notify:
☐

data protection authorities



☐

individuals

☒

other

Please refer to our response to Question 18
Processors have to notify:
☐

controller



☐

data protection authorities

☐

individuals

☒

others

Please refer to our response to Question 18

18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other
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Under the IT Act and the CERT-In Rules, service providers, intermediaries, data centers and
body corporates are required to report certain kinds of cyber security incidents (including
data breaches) to the Computer Emergency Response Team (CERT-In). Such report must
be filed as soon as possible upon the occurrence of such incident, in a prescribed format.
There are also various sector specific reporting obligations that apply to entities in the
financial services sector. For instance, every bank is required to promptly report the
occurrence of any cyber security incident or incident pertaining to information security
(whether or not successful) to the RBI. Similarly, insurance companies must report cybersecurity incidents to the Insurance Regulatory and Development Authority of India (IRDAI).
Details regarding the identified data security breach notification requirements
As per the CERT-In Rules, ‘cyber security breach’ means unauthorized acquisition or
unauthorized use by a person as well as an entity of data or information that compromises
the confidentiality, integrity or availability of information maintained in a computer resource.
Similarly, regulations issued by the RBI do not specifically define ‘cyber security incident’ or
incident pertaining to information security. However, the following incidents have been
identified as examples of reportable events:

19.



outage of critical IT system(s);



distributed denial of service (DDOS);



ransomware/cryptoware attacks;



data breach or destruction;



website defacement;



theft or loss of information; and



outage of infrastructure.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ Yes
☐

☐

☒ No

email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
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☐

☐

☐

21.

☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)
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22.

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☐

administrative remedies from regulators and law enforcement

☐

criminal penalties from regulators and law enforcement

☒

private remedies

As per Section 43A of the IT Act, a data collector who fails to implement reasonable security
practices and procedures for the protection of Personal Information and sensitive personal
data may be required to compensate an aggrieved data subject for any injury or harm
caused to him/her on account of such failure.
☐

23.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☒

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., financial services and healthcare sectors
☒ constitutional
What are the key data privacy and security laws and regulations?
(i) Law No. 11 of 2008 as amended by Law No. 19 of 2016 on Electronic Information and
Transactions (“EIT Law”)
(ii) Government Regulation No. 82 of 2012 on the Implementation of Electronic Systems and
Transactions (“GR 82”)
(https://jdih.kominfo.go.id/produk_hukum/view/id/6/t/peraturan+pemerintah+republik+indon
esia+nomor+82+tahun+2012)
(iii) Minister of Communication and Informatics (“MOCI”) Regulation No. 20 of 2016 on
Personal Data Protection in Electronic Systems (“MOCI Regulation 20”)
(together, “Data Protection Regulations”)
Please note that all regulations are in the Indonesian language.
Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☒ Yes

☐ No

The Indonesian Government is currently preparing a new Data Protection Law. The draft
intends to introduce the concepts that are implemented under the GDPR (e.g., the concept of
data controller and data processor). The Data Protection Law is included in the list of priority
regulations for 2019, which means that it is likely that the law will be issued this year. However,
there has not been any official statement on the exact issuance date of the new Data
Protection Law.
In addition to the Data Protection Law above, the Indonesian Government is also working on
an amendment to GR 82, which will change the data localization requirements and introduce
the concept of a data classification. As with the Data Protection Law, there has not been any
update on when the amendment regulation will be issued – however, it is expected to be after
this year’s presidential election and also after the Data Protection Law is issued.
Is such a law/ regulation in the making?
☐ Yes

☒ No

Not applicable as our answer to point 1(a) is “Yes”.
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2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The MOCI.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
To our knowledge, enforcement of data privacy provisions (e.g., through courts) is yet to be
tested in Indonesia and there have been no court cases reported in relation to data privacy
breaches. However, legal cases are not publicly available in Indonesia and there are no law
reports unlike in common law countries.
Most cases were related to negative content and take down request, rather than related to data
privacy.
What enforcement priorities are anticipated for the near future?
The MOCI may carry out random investigation to check compliance on transfer or disclosure of
personal data if triggered by individual complaints.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal Data” is defined as certain individual data which is stored, maintained and kept
accurate and the confidentiality of which is protected.
Under MOCI Regulation 20, “Certain Individual Data” is defined as true and actual information
that is attached to and identifiable towards, directly or indirectly, an individual.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☐

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information
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☐

passwords

☒

other

Under the prevailing Data Protection Regulations, there is no categorization of “sensitive
personal data”.
The draft Data Protection Law provides the definition of “specific personal data”, which is
similar to the concept of sensitive personal data. However, the Data Protection Law is still a
draft and has not yet been issued and enacted.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller
☐ Yes

☒ No

Under current Data Protection Regulations, there is no concept of data controller or data
processor.
The draft Data Protection Law introduces this concept (similar with the GDPR in EU) but it is
still a draft and has not yet been issued and enacted.
In the absence of such concept, the party that is obliged to obtain consent from the data
subject for the use of the personal data is the party that collects the personal data directly from
the data subject (and has direct communication with the data subject).

4.

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

Under the EIT Law, there is an extraterritorial provision that applies to Indonesian and foreign
individuals or legal entities and to all electronic transactions conducted (i) inside Indonesia, (ii)
outside Indonesia but having legal impacts in Indonesia or (iii) having legal impacts outside
Indonesia but detrimental to the interests of Indonesia.
While the EIT Law expressly provides an extraterritorial reach, GR 82 and MOCI Regulation 20
do not specifically provide any extraterritorial reach. However, one can argue that all
implementing regulations of the EIT Law (e.g., GR 82 and MOCI Regulation 20) should have
the same extraterritorial reach as the EIT Law (even though there is no specific extraterritorial
provision under that implementing regulations).
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5.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☒

other

As additional note on the consent, the consent must be in writing (meaning an express and
opt-in consent), whether manually or electronically, and in the Indonesian language (although
there is no prohibition of a dual language format, so that format can still be used, if preferred).
Further, the consent is only effective after a complete explanation from the electronic system
operators on the intended use of personal data.

7.

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☐ Yes

☒ No

☐ No, but additional legal bases are
necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest
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8.

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
Not applicable as our answer above is “No”.
Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
The requirements are the same as noted in point 6 above.

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

N/A

Under the Data Protection Regulations, there is no specific minimum age for data privacy
purposes only.
There are several laws that regulate the legal age of a person (e.g., Indonesian Civil Code,
Marriage Law and Manpower Law) in Indonesia, and the legal age varies from one to another
(generally between 18 and 21). Basically the general limitation to determine the legal age to
perform legal action (e.g., to have capacity to enter into a contract) is based on Article 330 of
the Indonesian Civil Code which is 21 or already married.
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other
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What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

The profiling is only allowed if the data subject has provided its consent to such purpose.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes
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☒ No

The exceptions are as follows:
Not applicable as our answer above is “No”.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

☒ No

Not applicable as our answer above is “No”.
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14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Electronic system operators that provide public services must register with the MOCI to obtain
an electronic system operator registration certification.
Note that this requirement currently applies to onshore electronic system operators only.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

There is no definition of “third country” in the Data Protection Regulations. But, in addition to
the consent requirement to transfer, the electronic system operator would need to fulfil the
following requirements for an offshore data transfer (from Indonesia to outside Indonesia):
(i) The electronic system operator must give a complete explanation to the relevant data
owner on the purported use of personal data (e.g., data collection and transfer).
(ii) The personal data must be verified by the relevant data subject to ensure its accuracy.
(iii) The electronic system operator will need to (a) coordinate with the MOCI and (b) report the
implementation plan for an offshore data transfer to the MOCI. The report must at least
contain the recipient country, recipient subject, the implementation date and the
reason/purpose of the transfer. However, the coordination with the MOCI on offshore data
transfers (which involves reporting the plan and results of the transfer, and seeking
advocacy) is still unclear.
☒

☒

a)

b)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☐

other solutions

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

In general, electronic system operators that provide public services must have an onshore data
center and a disaster recovery center - so data is expected to be stored onshore. However,
there is no prohibition to have a mirroring arrangement, whereby data that is stored onshore is
also available and stored in an offshore data center.
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In certain sectors such as the banking sectors, only certain data can be placed offshore, and
even so in order to have an offshore data storage, a bank must obtain an approval from the
Financial Services Authority (commonly known as “OJK”).
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

Note the offshore data transfer requirements above.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☐

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☒

encryption

MOCI Regulation 20 requires that any data that is stored in an electronic system must be
encrypted. However, the minimum encryption requirement is unclear.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

The Data Protection Regulations do not provide a definition of a “personal data breach”.
However, electronic system operators are required to promptly notify in writing the data
subjects when there is a data breach. The notification:
(i) must include the reasons or the causes of the data breach
(ii) can be done electronically to the data subjects if the approach has been approved by the
data subjects during the data collection
(iii) must be received by the data subjects if the breach has a potential to cause loss to the
relevant data subjects (that is, a positive obligation on electronic system providers to
ensure that the data subject is fully aware of the breach)
(iv) must be sent within 14 days after the data breach is known by the electronic system
operator
Also, GR 82 provides that electronic system operators must immediately notify law enforcers or
relevant authorities (e.g., the MOCI) if there is a system disruption with serious impacts due to
the actions of another party.
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Again, there is no concept of data controller and data processor, so the two questions below
are not relevant.
Controllers have to notify:
☐

data protection authorities



☐

individuals

☐

other

Processors have to notify:
☐

controller



18.

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

e.g., financial services institutions (such as banks and insurance companies) personal data
breach requirements.
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Details regarding the identified data security breach notification requirements
There is no specific definition of security breach. For example, financial services institutions
(e.g., banks) are required to notify OJK within three days after the data breach is known by
them. A violation of this notification provision could lead to administrative sanctions (e.g.,
warning letters and suspension of business activity).

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No

Not applicable as our answer above is “No”. However, given the broad definition of personal
data, data from cookies and tracking technologies can be considered as personal data (if the
data can lead to a specific individual), and hence the requirements under the Data Protection
Regulations apply.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ Yes
☐

☐

☐

☐

☐

☒ No

email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent
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21.

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Administrative sanctions in the form of warning letters, administrative fines, suspension of
business activities, deregistration and announcement on online website (likely, MOCI website).
☒

criminal penalties from regulators and law enforcement

Under the Data Protection Regulations, there are no specific criminal sanctions in respect of a
breach of data privacy.
However, under Article 32 of the EIT Law:
(i) Any person is prohibited to intentionally and unlawfully change, add, reduce, transmit,
destroy, delete, transfer and hide in any way electronic information and/or electronic
documents owned by another person or the public.
(ii) Any person is prohibited to intentionally and unlawfully move or transfer electronic
information and/or electronic documents to another person.
(iii) Any person is prohibited to intentionally or unlawfully commit the actions referred to in
paragraph (i) that cause confidential electronic information and/or electronic documents to
become accessible by the public (which data is totally different from the actual data).
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A violation of any of the above provisions may be subject to imprisonment up to 10 years
and/or a monetary fines up to IDR 5 billion.
Aside from the EIT Law, Article 322.1 of the Indonesian Criminal Code also provides that
anyone who intentionally discloses confidential information that he/she is under an obligation to
keep secret by virtue of his/her present or past position or employment is subject to an
imprisonment of nine months.

23.

24.

☐

private remedies

☐

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☒

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Ireland
12 March 2019
John Cahir
Dublin
Tel: +353 1 649 2943
jcahir@algoodbody.com
Davinia Brennan
Dublin
Tel: +353 1 649 2114
dbrennan@algoodbody.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
telecoms
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation (GDPR)



Irish Data Protection Act (DPA) 2018



e-Privacy Regulations 2011 (S.I. 336/2011

Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☒ Yes

☐ No

On January 10, 2017 the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear, whether and when the ePrivacy Regulation will
enter into force.
The proposed e-Privacy Regulation, once adopted, will likely repeal and replace the Irish ePrivacy Regulations 2011 (S.I. 336/2011).
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The DPA 2018 confers specific rights on the Data Protection Commission (DPC) and provides
that it shall be the Irish supervisory authority for the purpose of the GDPR. The DPC is
responsible for ensuring that individuals’ data protection rights are respected, and that those
who are in control of or who process personal data comply with data protection laws.
The DPC also has functions and powers related to other important regulatory frameworks
including the Irish ePrivacy Regulations (2011) and the Law Enforcement Directive
(https://www.dataprotection.ie/en).
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How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The DPC has not yet used issued any fines under the GDPR or prosecuted any entities under
the Data Protection Act 2018.
During 2018, as lead supervisory authority under the one-stop-shop mechanism, the DPC
launched 15 statutory inquiries into GDPR compliance by multinational technology companies.
Those inquiries will be completed in 2019, and the conclusions are expected to provide
precedents for better implementation of the GDPR across key aspects of internet and adtech
services.
The DPC also opened 31 own-volition inquiries under the DPA 2018 into surveillance of
citizens by the public sector for law-enforcement purposes through the use of technologies
such as CCTV, body-worn cameras and drones.
In addition, in 2018, the DPC prosecuted 8 entities in respect of 76 unsolicited direct marketing
offences under the e-Privacy Regulations 2011.
What enforcement priorities are anticipated for the near future?
The DPC has indicated that assessing compliance with the transparency requirements under
the GDPR and privacy notices will be a priority focus area.
The DPC has also confirmed that it will be proactively targeting its enforcement activities at
sectors involved in large-scale data processing activities that constitute a high risk, such as
online tracking, automated decision-making and profiling; processing of high-risk data such as
health, biometric, financial and insurance data, and processing operations using emerging
technologies.
We also expect compensation claims by data subjects for non-material damages as a result of
infringements of data protection law.

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data means any information relating to an identified or identifiable natural person; an
identifiable person is one who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that natural person.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

6.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject
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☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☒

other

Sections 39-44 of the DPA 2018 permit the processing of personal data in the specific
situations set out below:

7.



Communicating in writing with data subjects by political parties, candidates and holders of
political offices in the course of electoral activities in Ireland (section 39).



Processing by elected representatives to enable them to act on behalf of a data subject
when they receive a request to do so (section 40).



Further processing for a purpose other than that for which it was collected, where such
processing is necessary and proportionate for the purpose of:
(i)

preventing a threat to national security

(ii)

preventing, detecting, investigating or prosecuting criminal offences, or

(iii)

providing legal advice or legal proceedings (section 41).



For archiving, scientific or historical research or statistical purposes, subject to such
processing respecting the principle of data minimization (section 42).



For the purpose of exercising the right to freedom of expression insofar as compliance with
the GDPR would be incompatible with such purposes (section 43).



Where a request for access to an official record containing such data is granted under the
Freedom of Information Act 2014 or the Access to Information on the Environment
Regulations 2007 (section 44).

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims
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☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

The DPA 2018 sets out some supplementary legal bases for processing sensitive personal
data, including:

8.



processing necessary for the purpose of legal advice or legal proceedings (section 47)



processing revealing political opinions for electoral activities and functions of the
Referendum Commission (section 48)



processing for the purposes of the administration of justice or the performance of functions
conferred on a person by an enactment or by the Constitution (section 49)



processing of health data for insurance or pension purposes or the mortgaging of property
(section 50)



processing by elected representatives to enable them to act on behalf of a data subject
when they receive a request to do so (section 40)



further processing for a purpose other than that for which it was collected, where such
processing is necessary and proportionate for the purpose of:
(i)

preventing a threat to national security

(ii)

preventing, detecting, investigating or prosecuting criminal offences, or

(iii)

providing legal advice or legal proceedings (section 41)

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Pursuant to recital 43 of the GDPR “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.
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9.

Are there special requirements that apply to the collection of personal data from minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of:

see below

18 (in except in regard to the offer of information society services where a minor is a person
below the age of 16)
In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☒

other

Section 29 of the DPA 2018 provides that for the purposes of the general application of the
GDPR in Ireland, a reference to “child” in the GDPR is to a person under 18 years of age.
However, section 31 of the DPA 2018 sets the age of digital consent at 16. This means that if
an organisation is relying on consent as the legal basis (justification) for processing a child’s
personal data in the context of information society services, and the child is under 16, then
consent must be given or authorized by the person who has parental responsibility for the
child.
What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child

☒

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

Organizations have an express obligation under the GDPR to ensure that any transparency
information about data processing which is addressed to a child should be in clear and plain
language so that the child can understand it (Article 12.1 of the GDPR).
Section 30 of the DPA 2018 prohibits the processing of the personal data of a child under 18
years of age for the purposes of direct marketing, profiling or micro-targeting. No date has
been set for the commencement of this provision due to concerns that it imposes limitations in
Irish law on the processing of personal data that is lawful under the GDPR.
The DPC has an obligation under section 32 of the DPA 2018 to encourage the drawing up of
codes of conduct to contribute to the proper application of the GDPR with regard to:
a. the protection of children,
b. the information to be provided by a controller to children,
c.

the manner in which the consent of holders of parental responsibility over a child is to
be obtained for the purposes of Article 8 GDPR,

d. integrating the necessary safeguards into processing in order to protect the rights of
children in an age-appropriate manner for the purposes of data protection by design
and by default, and
e. the processing of the personal data of children for direct marketing purposes and
creating personality and user profiles.
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Section 33 of the DPA 2018 provides a specific right to erasure for children where personal
data have been collected in relation to the offer of information society services. However this
right will not apply where the processing is necessary for the purposes set out in Article 17(3)
of the GDPR (e.g., to comply with a legal obligation).

10.

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Where an infringement of the GDPR or DPA 2018 has occurred, a data subject or a not-forprofit organisation acting on behalf of the data subject, has a right to bring a civil action against
the controller or processor concerned, seeking relief by way of an injunction or declaration, or
compensation for any material or non-material damage suffered (Article 79 & 82 GDPR and
section 117 of the DPA 2018).

11.

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other
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If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☒ Yes
The exceptions are as follows:
If the decision:

a. is necessary for entering into, or performance of, a contract between the data subject
and a data controller, or
b. is authorized by Union or Member State law to which the controller is subject and
which also lays down suitable measures to safeguard the data subject’s rights and
freedoms and legitimate interests, and
either:
i.

the effect of that decision is to grant a request of the data subject, or

ii.

in all other cases (where subparagraph (i) above is not applicable), adequate steps
have been taken by the controller to safeguard the legitimate interests of the data
subject which steps shall include the making of arrangements to enable him or her
to:
I.

make representations to the controller in relation to the decision,

II.

request human intervention in the decision-making process,

III.

request to appeal the decision;

or
c.

is based on the data subject’s explicit consent.
(Article 22 GDPR and section 57 DPA 2018)

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction
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☒

other

The core activities of the controller or the processor consist of processing on a large scale
personal data relating to criminal convictions and offences referred to in Article 10 (Article
37(1)(c) GDPR).
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

364 | Baker McKenzie

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority (following an opinion of the EDPB)
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

e.g. pursuant to tax, company and employment laws
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
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Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in a
risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:
a) the controller has implemented technical and organizational protection measures and
those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or
b) the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize; or
c) it would involve disproportionate effort. In such a case, there shall instead be a public
communication or similar measure whereby the data subjects are informed in an
equally effective manner.

☐

other

Processors have to notify:
☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☒ Yes
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☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
Telecommunication requirements
The breach notification requirements of the ePrivacy Regulations 2011 (S.I. 336/2011) and EU
Commission Regulation (No. 611/2013) apply to providers of publicly available electronic
communications networks or services (i.e., Telecoms and ISP providers). A “personal data
breach” is defined as “a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or
otherwise processed in connection with the provision of a publicly available electronic
communications service in the European Union.”
Where there has been a personal data breach, the provider has a mandatory obligation to
notify (a) the DPC of the breach, and (b) an individual, where the breach is likely to adversely
affect his or her personal data or privacy. An individual does not need to be notified if the
provider has demonstrated to the DPC that it has implemented appropriate technological
measures which render the data unintelligible to any person who is not authorized to access it.
An initial notification of a personal data breach must be made to the DPC no later than 24
hours after detection of the breach. If the provider is unable to provide full details on the breach
at this time, further details should be provided within three days of the initial notification. If after
this three day period, a provider is still unable to provide the full information required by the EU
Regulation on the data security breach, it will be required to submit a reasoned justification as
to why the information is not available. The information which must be provided in the
notification is set out in Annex I of the EU Regulation.
Any notification to an individual adversely affected by the breach should be made “without
undue delay” after detection of the personal data breach. The notification to the individual
should include the information set out in Annex II of the EU Regulation.
Failure to notify is a criminal offence, punishable on summary conviction to a Class A fine (i.e.,
EUR 5,000), or on indictment to a fine up to EUR 250,000 in the case of a corporate body, or
up to EUR 50,000 in the case of a natural person.
Providers of critical infrastructure
The EU (Measures for a high common level of security of network and information systems)
Regulations 2018 (S.I. No. 360 of 2018) apply to Operators of Essential Services (OESs) (i.e.,
critical infrastructure operators) and Digital Service Providers (DSPs). The Regulations impose
two primary obligations on OESs and DSPs: (a) to comply with relevant security requirements
and (b) to notify relevant incidents to the Computer Security Incident Response Team (CSIRT)
of the Department of Communications, Climate Action and Environment.
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A reportable incident is any incident which has a significant impact on the continuity of an
essential service which an OES provides, or on the provision of a digital service that a DSP
provides, within the EU. The incident notification must be made within 72 hours of the OES or
DSP becoming aware of the incident. After consulting the relevant OES or DSP in relation to
an incident, the CSIRT may inform the public about the incident or may require a DSP, where
applicable, to inform the public of the incident.
Failure to notify the CSIRT of a reportable incident is an offence, punishable on summary
conviction to a Class A fine (EUR 5,000) or on conviction on indictment to a fine not exceeding
EUR 50,000 in the case of an individual, and EUR 500,000 in the case of a body corporate.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The use of cookies requires prior consent pursuant to Regulation 5(3) of the e-Privacy
Regulations 2011 (S.I. 336/2011). However, prior consent is not required where the cookie is
necessary to provide a person with the service they are seeking. The definition of consent
under the e-Privacy Regulations is the same as that under the GDPR (Article 4(11)).
In addition, insofar as the use of cookies and other online tracking technologies allow a person
to be identified, the general provisions of the GDPR must be complied with, in particular the
transparency requirements in Article 12.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
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☒

21.

☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Irish DPC has issued a non-exhaustive list of types of processing operations requiring a
DPIA here:

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Up to EUR 20 million or 4% of the total worldwide annual turnover of the preceding financial
year, whichever is higher.
☒

criminal penalties from regulators and law enforcement

Under the DPA 2018, the Irish DPC has the power to prosecute data controllers and
processors for summary offences in the District Court (Section 147).
The maximum penalty for summary offences under the Act is a Class A fine (i.e., EUR 5,000)
and/or 12 months’ imprisonment. Indictable offences will be prosecuted by the Director of
Public Prosecutions in the Circuit Court or Central Criminal Court. The maximum penalty for an
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indictable offence under the Act is EUR 250,000 and/or 5 years’ imprisonment, depending on
the nature of the offence.
The Act sets out a number of criminal offences, including:
Enforced Access Requests – It is an offence for a potential or current employer to require a
data subject to make a data access request to a specified person or to require a data subject to
supply any information obtained as a result of such a request (section 4).
Unauthorized disclosure by processor – It is an offence for a processor, or an employee or
agent of the processor, to knowingly or recklessly disclose personal data being processed on
behalf of a controller without the prior authority of the controller, unless the disclosure is
required or authorized by or under any enactment, rule of law or court order (section 144).
Disclosure of personal data obtained without authority – It is an offence for a person to
obtain and disclose personal data to a third party without the prior authority of the controller or
processor, unless the disclosure is required or authorized by or under any enactment, rule of
law or court order. It is also an offence for a person to sell or offer to sell personal data that
were unlawfully disclosed to or obtained by him/her (section 145).
Offence by directors etc. of bodies corporate – Where an offence under the Act is
committed by a body corporate and is proved to have been committed with the consent or
connivance of, or to be attributable to any neglect on the part of a person being a director,
manager, secretary, or other officer of that body, or a person purporting to act in such capacity,
that person, as well as the body corporate shall be guilty of the offence and liable to be
punished as if he/she were guilty of the first-mentioned offence (section 46).
Offences knowingly or recklessly processing data relating to criminal convictions or
offences –It is an offence to knowingly or recklessly process data relating to criminal
convictions or offences in contravention of the processing conditions set down in the Act
(section 55(8)).
Failure to co-operate with authorized officers during inspections, audits, and
investigations – The Act provides for a number of offences in relation to obstructing an
authorized officer of the DPC in the performance of his or her functions (sections 130(7) &
138(12)).
Failing to comply with an information or enforcement notice - It is an offence to fail to
comply with a statutory information or enforcement notice served by the DPC (sections 132(6)
& 133(10)).
Obstructing a reviewer in the preparation of a report – It is an offence to obstruct an expert
in the preparation of his/her report or to give him/her false or misleading information (section
135(15)).
☒

private remedies

Individuals or not-for-profit bodies acting on behalf of an individual may, in regard to an
infringement of data protection law:


lodge a complaint with the DPC;



appeal against a decision of the DPC; or



bring a civil action against a controller and/or processor seeking an injunction or
declaration, or compensation for material or non-material damages.
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☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☒

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

The DPC recently published the results of the Annual Global Privacy Sweep for 2018. In
Ireland, 30 organizations were randomly selected to assess their Privacy Accountability. The
DPC reported that one third of organizations failed to provide evidence of documented
processes to assess risks associated with new products and technology (e.g. evidence of
DPIAs being conducted). In addition, 30% of organizations failed to demonstrate that they had
an adequate inventory of personal data, while almost half failed to maintain a record of data
flows.
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Israel
1 April 2019
Adv. Ohad Elkeslassy
Tel Aviv
Tel: +972 3 692 2020
elkeslassyo@hfn.co.il
Adv. Gabriel Cohen
Tel Aviv
Tel: +972 3 692 2020
Coheng@hfn.co.il

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Health, banking, insurance and finance.
☒ constitutional
What are the key data privacy and security laws and regulations?
The Protection of Privacy Law, 1981 (the “Privacy Law”) is the main Israeli law regulating
privacy in Israel (privacy in general and privacy in computerized databases).
The Protection of Privacy Regulations (Data Security), 2017 (the “Data Security
Regulations”) which determine the level of security and the security measures that should
be implemented in computerized databases.
The Protection of Privacy Regulations (Transfer of Information to Databases outside the
State’s Boundaries), 2001 (the “Transfer Regulations”), which regulate the transfer of
personal data from Israeli databases outside the State of Israel.
In addition, there are guidelines published by the Israeli Protection of Privacy Authority (the
“PPA”), which is the Israeli regulator of privacy and databases, dealing with specific matters
(e.g., biometric data, surveillance cameras, outsourcing, processing of personal data by
placement agencies, etc.) and additional sector-specific guidelines published by specific
Israeli regulators in their respective fields (e.g., the banking sector, finance sector, health
sector, etc.).
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

A few amendments to the current law are under way as described in the following. However,
it should be noted that it is impossible to predict whether these will actually be implemented
in the next 12 months.
Authority and Powers — On February 2018, a proposed amendment to the Privacy Law
was approved by the Israeli government and is currently pending before the Israeli
Parliament (the “Amendment”). The purpose of the Amendment is to enhance the Israeli
PPA’s supervision and enforcement authority with respect to the Privacy Law and its
violations. If passed, the Registrar of Databases (a function within the PPA, which is
responsible for all aspects associated with computerized databases in Israel) (the
“Registrar”) will be vested with increased investigative powers and the ability to impose
greater monetary fines of up to ILS 3.2 million (approx. USD 888,500). The legislation is
currently at a standstill, and it is uncertain if the legislative process of the Amendment will be
resumed, if the Amendment will be adopted, and if so, what its final form will be.
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Minors — On February 2017, a non-governmental draft bill initiated by a few members of the
Israeli Parliament was issued, titled “The Draft Bill Protection of Privacy Law (Amendment —
Protection of Privacy of Minors), 2017.” The bill aims to determine stricter rules regarding the
collection and use of personal information pertaining to minors. The legislation is currently at
a standstill, therefore we cannot ascertain if the legislation process of this amendment will be
resumed, if it will be adopted, and if so, what its final form will be.
The Israel Democracy Institute’s Draft Protection of Privacy Bill — In a special seminar
held jointly by the Israeli Bar Association and the Israeli Democracy Institute, an NGO that
serves as an independent center of research and action (the “IDI”) in January 2019, a
proposed draft bill to amend the Privacy Law was presented by the IDI (the “Bill”).
The Bill, which is not a government initiative but rather a product of a joint venture of a small
group of legal and technology experts assembled by scholars from the IDI, aims to close the
ever-growing gaps between the current privacy legislation in Israel and the GDPR and, in this
respect, the provisions of the Bill bear a striking resemblance to those of the GDPR. In this
regard, the Bill includes a proposal to apply an extraterritorial scope to the Israeli privacy
legislation, to repeal the mandatory registration of databases, to establish additional
legitimate bases for processing, redefine sensitive data the processing of which will be
subject to express written consent, propose a special mechanism of dealing with personal
data of minors, expend data subjects’ rights, propose to regulate automated processing,
introduce the right to erasure, strengthening the powers and status of the PPA, etc.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The PPA – the Protection of Privacy Authority (within the Israeli Ministry of Justice).
How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
Criminal Enforcement — As a general rule, the PPA only initiates and conducts criminal
investigations in rare proceedings where serious violations of the Privacy Law occur. Based
on the publicly available information on its website, in the past 18 months, the PPA initiated
only a single criminal investigation. The investigation related to the “Good People” case,
which involved the unlawful transfer of personal data regarding pregnant women who
intended to carry out abortions from a medical clinic to a non-profit organization whose aim is
to discourage women from carrying out abortions. The investigation in this matter was
initiated by the PPA in 2017, and upon completion of the investigation, the case was referred
to the State Attorney’s Cyber Department, which, in March 2018, filed an indictment against
the involved individuals.
Administrative Enforcement — According to the publicly available information on the
PPA’s website, in the last 18 months, there were 22 cases in which the PPA has imposed
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administrative sanctions (including fines and publication of a breach of the Privacy Law by
the infringing party) with respect to violations of the Privacy Law. The administrative
sanctions and measures initiated by the PPA referred to cases which included, among
others, usage of personal data by an Israeli Parliament Party for election propaganda, data
breach incidents, failure to adhere to data security obligations, usage of personal data
without the required consents of the data subjects, collecting personal data without providing
the data subject with a required privacy notice, etc.
Initiated Investigative Proceedings — As of 2018, there is a growing trend on the part of
the PPA to initiate investigative proceedings and take a more active approach following
events that receive media coverage and which raise questions or concerns about privacy
and data security laws. As part of these investigative proceedings, the PPA investigates both
the event itself as well as the general data collection, analysis and security procedures in
place within the affected organization.
Increased Enforcement Approach — On 7 August 2018, the PPA announced that a new
inspection unit has been added to the criminal and administrative enforcement agencies of
the PPA. According to the PPA’s announcement, the new unit will perform a cross-sectorial
inspection in order to examine the implementation of the provisions of the Privacy Law and
the regulations promulgated thereunder, at all levels of the Israeli economy, on a sectoral
and thematic basis. On the basis of that, inspections took place with respect to approximately
150 different organizations that manage significant amounts of personal and highly sensitive
data, with an emphasis on the following sectors and businesses: customers clubs, medical
and therapeutic institutions, organizations that provide a platform for data management of
minors, institutions of higher education, the hotel industry, entities that provide technological
platforms for the use of personal data for election purposes, and companies that provide data
processing and storage services. As part of the inspection process, the reviewed
organizations were required to respond to specific questionnaires and to provide information
and data in order to examine their compliance with the provisions of the law and the
regulations. After analyzing the information provided by these organizations, the PPA
provided the organizations with audit reports and requests requiring the organizations to
rectify their data practices, in order to meet the requirements under the Privacy Law.
What enforcement priorities are anticipated for the near future?
On 28 January 2019, the PPA announced that the “grace period” granted to organizations to
comply with the requirements under the Data Security Regulations has ended, and from now
on, the PPA will strengthen its enforcement with respect to any violations of the Data
Security Regulations.

3.

What are key definitions in the data privacy and security laws?
Personal data
While the Privacy Law does not define the term “Personal Data”, it defines “Data” as “data
about an individual’s personality, personal status, intimate affairs, health condition, financial
condition, professional qualifications, opinions and beliefs” and “Sensitive Data” as “data
about an individual’s personality, intimate affairs, health condition, financial condition,
opinions and beliefs”. Israeli courts and the PPA have interpreted the terms “Data” and
“Sensitive Data” very broadly as encompassing various types of personal information that are
not specifically mentioned in the definition of “data” or “sensitive data”, and each matter will
be reviewed based on its particular circumstances.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☒

government identity card or number information

☐

passwords

☒

other

The following categories of data were also recognized by Israeli courts as “sensitive data”:
data regarding a person’s family and marital status, biological data (such as blood type,
DNA, skin tissues etc.).
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

In general, the Privacy Law (and the regulations promulgated thereunder) applies with
respect to any type of controller/owner and processor/agent, whether the respective
controller/owner/processor/agent is a natural or legal person, public authority, agency or
other body.
In this context, the Privacy Law differentiates between the “owner” of the database (the
Israeli equivalent of “controller” under the GDPR) and the “holder” of the database (the Israeli
equivalent of “processor” under the GDPR). While the Privacy Law does not include a
definition of an “owner” of a database, it is viewed by the PPA to be the person who is
responsible for the collection of the personal data, and the means by which and the purposes
for which the personal data will be collected. With respect to the database holder, the Privacy
Law defines such term, for the purpose of a database, as a person who has a database in its
possession permanently and is permitted to use it.
It should be noted that certain public bodies (e.g., governmental bodies, state institutions,
local authorities and other bodies carrying out public functions under any law) are subject to
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certain requirements under the Privacy Law, including with respect to the sharing of personal
data between public bodies, access and review rights, etc.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The Israeli privacy legislation is silent with respect to its territorial scope. To date, the matter
of whether Israeli privacy laws apply to foreign entities without any presence in Israel with
respect to operations related to personal data of data subjects located or residing in Israel,
has not yet been addressed by the Israeli courts. The PPA has not issued formal guidance in
this regard either, although it is the view of the PPA (which it has raised in public media in
numerous occasions) that the Privacy Law should have an extra-territorial scope and apply
to any activity addressing Israelis, to the extent the personal data was collected from Israelis
while in Israel. Notwithstanding the above, as a common perception, it is likely that the Israeli
Privacy legislation will apply to data processing operations based on certain linkages of these
to Israel including if:

5.



Servers containing personal data are located in Israel.



The controller of the personal data is Israeli or based in Israel.



Processing activities are conducted in Israel.



There are Israeli data subjects.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any
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6.

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Any use of personal data without the consent of the data subject should be used only for the
purpose for which the personal data was provided, and in case of use in other circumstances
as detailed above, the person using the personal data must act in good faith.
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
As implied by rulings of the Israeli national labor court, an implicit consent (which normally is
sufficient under the Privacy Law) may not be sufficient with respect to the collection and
processing of personal data of employees and rather explicit consent (usually in writing) is
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required in an employment context. In addition, the employee’s consent should be examined
in light of the following conditions:


Condition of legitimacy — The collection and use of personal data must be limited to
essential business purposes.



Condition of proportionality — The employer should examine and select the means
which are the least harmful to the employees’ privacy.



Principle of proximity to the purpose — The collection of information is limited only to
what is necessary in order to achieve the initial purpose for which the information was
collected in the first place.

Furthermore, with respect to employees, according to case law, due to the nature of the
relationship between the employer and the employee (i.e., the employee being in a relative
position of weakness vis-à-vis the employer, with the result that the employee may be
overzealous in his or her willingness to grant the employer broad consents over a wide range
of information), the court will also carry out a review as to whether the employer’s actions,
including the collection of any employee personal information, obtaining employee consents
and the uses of the information, were undertaken in good faith and if they were proportional
and relevant to the employment relationship.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of

N/A

In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☒

other

In general, the Privacy Law does not include any specific reference to minors and minors’
consent and accordingly the consent requirements would apply to them as well, subject to
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the provisions of the Legal Capacity and Guardianship Law, 1962 (the “Capacity Law”),
which governs matters relating to minors.
Under the Capacity Law, the legal acts of a minor (i.e., a person under the age of 18) may be
cancelled if performed without the consent of a parent/guardian. However, legal acts of a
kind that minors of his/her age are accustomed to perform, or legal acts performed with a
person who did not or could not reasonably be expected to know that the minor is a minor,
may not be cancelled unless they involve material damage to the minor or his/her property.
This general rule would be applicable to any consent provided by a minor for the purpose of
compliance with the provisions of the Privacy Law.
It should be noted that in December 2010, the PPA issued certain draft general principles
(that are, as of this date, non-official and non-binding), which refer to the collection of
information from minors over the internet. According to the draft principles, the collection of
information will require, under certain circumstances, the consent of a parent/guardian,
regardless of the qualifications set out under the Capacity Law, as the consent of a minor in
this aspect should be dependent on the minor’s ability to understand the notice provided to
the minor regarding the collection of information from such minor.
Accordingly, the PPA recommends, inter alia: (i) restricting the collection and publication of
data from minors under the age of 14, without the consent of a parent/guardian and
restricting the collection and publication of sensitive data from minors under the age of 18,
without the consent of a parent/guardian; (ii) requiring bodies who collect data from minors to
set out and publish a defined and clear privacy policy; (iii) restricting the transfer of or trade in
minors’ data to or with third parties; (iv) requiring bodies who collect data from minors to
comply with certain security measures; and (v) erasing the data of minors which is no longer
needed or at the request of a minor’s parent or guardian.
In addition, as mentioned above, in February 2017, a non-governmental draft bill initiated by
a few members of the Israeli Parliament was issued, titled “The Draft Bill Protection of
Privacy Law (Amendment — Protection of Privacy of Minors), 2017, the aim of which is to
determine stricter rules and to limit the ability to collect, process and transfer personal
information relating to minors.

10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☐

other
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

In accordance with the Privacy Law, a person shall not manage or possess a database used
for “direct-mailing services”, unless: (i) it is registered in the Registrar and one of its
registered purposes is mailing services; and (ii) it has a record indicating the source from
which it collected data used for the database, the date it was received, and the recipient of
the data to whom each said collection.
In this context, “direct mailing” means contacting a person personally, based on him/her
belonging to a group of the population that is determined by one or more characteristics of
persons whose names are included in a database and “direct-mailing services” means
providing direct-mailing services to others by way of transferring lists, labels or data by any
means.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☒ Yes
The exceptions are as follows:

The rules provided above with respect to direct mailing and direct mailing services do not
apply to a public body within the meaning of the Privacy Law in carrying out its functions
under law.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

382 | Baker McKenzie

☒

other



In case an entity holds five or more databases of third parties which are required to be
registered in accordance with the Privacy Law



In case the owner of the database is a bank, insurance company or a company involved
in rating or evaluating credit

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The Privacy Law and the Data Security Regulations apply, mutatis mutandis, with respect to
processors (“holders”) as well.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

According to the Privacy Law, no person shall own, hold or manage a computerized
database which is required to be registered in accordance with the Privacy Law, unless such
database is registered with the Registrar in the Databases’ Registry at the Ministry of Justice.
A database owner is obligated to register its database with the Registrar, if one of the
following applies:
1.

The database contains “data” on more than 10,000 individuals.

2.

The database contains “sensitive data”.

3.

The database includes data on persons, and the data was not delivered to the database
by them, on their behalf or with their consent.

4.

The database is owned by a public body.
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5.

The database is used for direct-mailing services as referred to in the Privacy Law.

The registration is subject to the Registrar’s approval, whereas the Registrar may refuse to
register the database if it sees reasonable cause for believing that the database serves or is
likely to serve illegal activities or as a cover for them, or that the data included within it was
received, accumulated or collected in violation of the Privacy Law or in violation of the
provisions of any law.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

A third country means any country other than Israel. The Transfer Regulations prohibit the
transfer of data from a database in Israel to a database located abroad, unless the receiving
country ensures a level of protection of data that equals or exceeds the level of protection
provided for under Israeli law.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

The Transfer Regulations do not specifically whitelist third countries to which personal data
can be transferred, but they determine categories of countries to which personal data can be
transferred. The Transfer Regulations lay down a number of principles that help determine
whether or not a country provides an adequate level of protection, including principles which
relate to the collecting and processing of the data, the storage, use and transfer of the data,
the reliability and accuracy of the data, the right to access and request rectification of the
data, as well as the obligation to take appropriate security measures in order to protect the
data.
Notwithstanding the above, the Transfer Regulations lay down several conditions which - if
any one of them is met - permit the transfer of data from a database in Israel to a database
abroad, even if the law of the recipient country provides a level of protection which falls
below that which is provided for under Israeli law. These include, inter alia:


the consent of the affected data subject



the data is being transferred to a corporation under the control of the owner of the Israeli
database and it has ensured the protection of privacy following the transfer



the data is being transferred to someone who has undertaken in an agreement with the
owner of the Israeli database to fulfil the conditions laid down in Israel for the processing
and use of the data
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the transfer of the data is necessary for the protection of public welfare or security or is
obligatory under Israeli law



the data is being transferred to a database in a country which is a party to the European
Convention for the Protection of Individuals with Regard to Automatic Processing of
Sensitive Data or in a country that is recognized under the European data transfer rules
as providing adequate protection.

In addition to the above, the Transfer Regulations state that the owner of the database must
ensure (by way of a written obligation from the recipient of the data), that the recipient is
taking steps to ensure the privacy of the person to whom the data relates, and that the
recipient undertakes that the data shall not be transferred to any person other than
himself/herself, whether such person be in the same country or not.
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

N/A
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

16.

d)

other restrictions

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☒

encryption

Communication security – in accordance with the Data Security Regulations, the transfer
of data from a database through a public network or the internet requires the use of common
encryption methods.
☒

other

The Data Security Regulations set out information security controls and measures that
owners, holders and managers of computerized databases must apply, depending on the
number of data subjects, individuals with access rights and sensitivity of the data included in
the database. These include controls and measures relating to physical and environmental
security, performance of information security risk surveys and penetration tests for the
database systems, access permissions management, security event documentation, use of
mobile devices, communication security, outsourcing to third parties, backup and recovery,
periodic audits, etc.
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17.

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

The Data Security Regulations refer to a personal data breach (with respect to which the
notification requirements apply) as a “Severe Security Incident”, which is defined as any of
the following: (1) in a database subject to a high security level — an event where data from
the database was used without or in breach of an authorization or where harm was caused to
the integrity of the data; (2) in a database subject to a medium security level — an event
where a material part of the database was used without or in breach of an authorization or
where harm was caused to the integrity of the data in respect of a material part of the
database.
Controllers have to notify:
☒

data protection authorities

Section 11 of the Data Security Regulations provides that in case of a Severe Security
Incident, the owner of the database must immediately notify the Registrar of the Severe
Security Incident, and shall also send a report to the Registrar with respect to the steps taken
as a result of the event.
According to the PPA’s guidelines regarding the implementation of the Data Security
Regulations, in general, the notification to the Registrar shall take place within 24 hours of
becoming aware of the Severe Security Incident and in any event no later than 72 hours as
of such date.
☒

individuals

Under the Data Security Regulations, following notification of a Severe Security Incident to
the Registrar, the Registrar may, after having consulted with the head of the National
Authority for Cyber Security, order the owner of the database to notify the affected data
subjects that are likely to be harmed by the data breach event. Certain databases, such as
those owned by the Israeli security authorities (Israeli Police, Prisons, etc.) or the tax
authorities are exempt from this requirement.
☐

other

Processors have to notify:
☒

controller

The Data Security Regulations do not directly impose on processors an obligation to notify
controllers regarding data security incidents. However, under the Data Security Regulations,
a controller who provides access to personal data to a third party processor must engage in
a written agreement with such processor, which will oblige the processor to, inter alia, notify
the controller of the occurrence of any data security incident.
☒

data protection authorities

The Data Security Regulations apply, mutatis mutandis, with respect to processors as well.
Therefore, the notification requirements set out above with respect to owners of databases
apply also to holders of databases (i.e., processors). However, in accordance with the PPA’s
guidelines with respect to the implementation of the Data Security Regulations, a single
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notification is sufficient in order to fulfil the notification obligation for both the controller and
the processor (i.e., if the controller notified the PPA with respect to the Severe Security
Incident, the processor is not required to notify the PPA of such incident as well).
☒

individuals

See above with respect to the application of the notification requirements to data processors
as well.
☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

The Israeli Securities Authority — Public companies are subject to disclosure
requirements regarding cyber-related issues and cyber-attacks (which should be disclosed in
the immediate/ periodic reports of the reporting entity). In addition, according to the
Securities Regulations (Trading Platform to its own Account), 2014, a trading platform
company is required to report (publicly) on any event or matter that has or is likely to have a
significant influence on the company, on the company’s clients, or on trading in the trading
platform, as well as to report to the Israeli Securities Authority (not publicly) any material
event relating to the management of the information technology.
Institutional Companies — Institutional companies (e.g., insurance companies, pension
funds management companies, etc.) must report to the Commissioner of Capital Markets,
Insurance and Savings, as soon as possible, any substantial cyber event. A cyber event is
any event where the systems or other technological means belonging to an institutional
company were attacked in a way that may harm the confidentiality, integrity or availability of
the systems or of the institutional company’s data.
Banking — Banking entities are obliged to report to the Supervisor of the Banks: (1) any
event that has a material effect on the reporting entity; (2) any attempt to penetrate and
attack computer systems or actual penetration of computer systems of banks and any of their
subsidiaries; (3) any event during which an attack on computer systems and/or computerembedded systems or infrastructure is conducted by, or on behalf of, opponents (external or
internal to the reporting entity) which might cause damage to the above systems or
infrastructure, including attempts or warnings of such attacks against banks, credit card
companies and clearing companies; (4) any event of fraud in communicational banking
channels, such as phishing websites and applications and phishing messages, which may
affect a significant number of customers, including an attempt of such event; and (5) a
material event related to communicational banking channels, including material attempts to
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penetrate the computer systems or actual penetration incidents, discontinuation of the
communicational channels or banking systems, and attempts at fraud.
Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No

Although there are no binding requirements in this regard, we would note that the PPA
issued its recommendations for organizations operating websites/applications (mainly ecommerce businesses). These recommendations advise relevant organizations to make
available a privacy policy, which, inter alia, explains what type of data is being collected from
users and the purposes for such collection and use of the data. The privacy policy should
differentiate between data which the user has knowingly agreed to be collected in advance
and data that is collected during the use of the website/application through tracking tools
(such as cookies). In relation to the latter, the privacy policy should explain the purposes of
collection and whether the website/application allows third parties to use tracking
tools/devices and for what purposes.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent
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☒
☐

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

Although implementing privacy-by-design measures or performing DPIAs is not mandatory
under Israeli law, it is highly recommended by the PPA to implement such measures prior to
the engagement in or establishment of any activity or business which involves the processing
of personal data which may affect the privacy of an individual. The PPA has published a
privacy impact assessment guide, which can be found (in Hebrew) here.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The PPA is entitled to impose administrative fines ranging from ILS 10,000 (approx. USD
2,800) to ILS 25,000 (approx. USD 7,000) for breach of certain provisions of the Privacy Law
(whereas for continued violations, the administrative fine will include 1/10 of the amount
provided for said violation, for each day that the violation continues to occur following a
notice of violation issued by the PPA).
☒

criminal penalties from regulators and law enforcement

In general, any person who willfully infringes the privacy of another in any of the ways
provided under the Privacy Law is liable for imprisonment for up to five years.
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In addition, any person who commits certain violations of the Privacy Law with respect to
computerized databases is subject to imprisonment for a term of up to one year (whereas in
this regard it should be noted that such an offense does not require proof of criminal intent or
negligence). These include managing a database without registration or for a purpose which
is different than the purpose for which the database was registered, failure to provide or
providing a partial privacy notice to data subjects, failure to provide data subjects with access
and correction rights, etc.
☒

private remedies

A breach of the provisions of the Privacy Law regarding databases constitutes a tort under
the Torts Ordinance (New Version) and any data subject that suffered damages from the
breach may claim for damages (including filing a petition for certification of a class action).
In addition, the Privacy Law determines that in a case of a criminal conviction for violation of
the right to privacy of an individual, the court may award statutory damages of up to an
amount of ILS 61,000 (approx. USD 17,000) to be paid to the injured person, and in a civil
tort proceeding under the Privacy Law for a case of a violation of the right to privacy of an
individual, the Israeli court may award the infringing party to pay to the plaintiff statutory
damages of up to an amount of ILS 61,000 as well (whereas in certain circumstances, twice
such amount may be awarded).
☒

other

Publication of Breach: As stated above, common practice for the PPA is to determine that a
person has breached a certain provision of the privacy legislation and to publish such
determination on the website of the PPA. Such determination may serve as the basis for civil
litigation, including the filing of petitions for the certification of class actions (relying on the
regulator’s determination of illegality as sufficient to meet the burden of proving a prima facie
cause of action).

23.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☒

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Italy
29 March 2019
Francesca Gaudino
Milan
Tel: +390276231452
francesca.gaudino@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Italian Privacy Code: Legislative Decree of 30 June 2003, n. 196 (available in Italian
here)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☐ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Italian data protection authority is the Garante per la protezione dei dati personali (the
“Garante”).
How active is the regulator?
☐ Not very
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☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Italian data protection authority sanctioned two telecoms providers for EUR 600,000
each and a third one for EUR 800,000 for sending marketing communications and sharing
data without valid consent, for lack of providing adequate information notices and for noncompliance with other obligations under Italian privacy law pre-GDPR. These proceedings
each began before the GDPR started to apply and so the fines were subject to lower
thresholds. However, this provides an indication that the Italian data protection authority is
fairly active.
The Italian GDPR alignment law provided for a six-month transition period (ending in
February 2019) during which the authority was asked to be “reasonable” in applying fines,
taking into account the time necessary to comply with the new rules on GDPR alignment.
The Italian privacy authority regularly publishes guidance on key topics of the GDPR, such
as DPOs, data breaches, DPIAs, etc. In addition, the GDPR alignment law expressly called
on the authority to provide guidelines for specific sectors and also to validate and/or amend
the pre-GDPR guidelines and orders in light of the new legislative framework.
What enforcement priorities are anticipated for the near future?
The Italian privacy authority has always been fairly active in performing random
audits/investigations, and so we expect this practice to continue. We expect these to be
carried out, in particular, if triggered by individual complaints or media reports (for example,
in relation to data breaches).
We also expect an increase in claims having a data protection, consumer and competition
law angle. We also anticipate that damage claims for non-material damages will increase.
The Garante recently made public its inspection plan for the first half of 2019, anticipating
that the focus will be on financial institutions, telemarketing, loyalty programs, processing of
sensitive data, and large databases managed by public entities. Its primary attention will be
devoted to requirements such as information and consent, data retention, and security
measures. In 2018, the Garante issued fines of more than EUR 8 million — an increase of
116% compared to 2017.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person;
an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
In limited cases, this relates also to data of deceased persons.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions
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☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended
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☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☒

other

In case a data subject’s rights are limited (according to applicable law), the data subject must
be informed that it may address the Italian privacy authority to act as a sort of mediator. This
is not necessarily an item of the general data privacy notice, but nevertheless is information
that must be provided to data subjects, as applicable.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest
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☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Please see section 8 regarding personal data or sensitive personal data in the employment
context.
For minors, the legal age to provide consent for information society services is set at 14
years.
For scientific research and statistical purposes, data may be processed without consent,
when specific circumstance apply.
The pursuit of identified relevant public interests is, in some cases and under specific
conditions, a legal basis to process data.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

The pursuit of identified relevant public interests is, in some cases and under specific
conditions (for example for healthcare professionals in providing healthcare services to
patients), a legal basis for processing sensitive personal data.
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8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
The Italian Privacy Code provides for legal bases for the processing of personal data based
on Art. 88 para. 1 GDPR, including the following legal bases for the processing of
employees’ personal data:


For the hiring process, in case of CVs spontaneously sent by candidates, no consent is
required for personal data as well as special categories of data. For personal data, the
legal basis is pre-contractual arrangements triggered by the data subject, while for
special categories of data the legal basis is the pursuit of a relevant public interest.



To investigate crimes only if there is a documented reason to believe the data subject
has committed a crime while employed, and the processing of such data is necessary to
investigate the crime and is not outweighed by the data subject’s legitimate interest in
not processing the data, in particular the type and extent are not disproportionate to the
reason.



On the basis of consent (see below for details).



If applicable, to exercise or satisfy rights and obligations stipulated in a collective
agreement or in a works council agreement.

Employees’ sensitive personal data may be processed under the Italian Privacy Code:


For employment-related purposes if it is necessary to exercise rights or to comply with
legal obligations derived from labor law, social security and social protection law, and
there is no reason to believe that the data subject has an overriding legitimate interest in
not processing the data.



On the basis of explicit consent (see below for details).



If applicable, to exercise or satisfy rights and obligations stipulated in a collective
agreement or in a works council agreement.

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
The Garante has the authority to issue specific codes of conduct to govern the data
processing in the employment context, which may provide further rules to be observed,
potentially in relation to special categories of data such as biometric data, health data, etc.
Pursuant to recital 43 “consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject
and the controller”, which could be the case in the employment relationship.
It seems that consent may be validly obtained in relation to issues that are not strictly related
to performance and thus the employee has a free choice as whether or not to consent. This
may be the case for example to data processing for marketing initiatives of the employer.
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of
In what circumstances, do these special requirements apply:

14, for the provision of
information society
services.

☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to claim damages or to request a cease and desist order
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:

12.



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights/freedoms and
legitimate interests



is based on the data subject’s explicit consent

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

☒ No

The appointment of a DPO must be communicated to the Garante.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules
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☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒


data protection authorities
in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons
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without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☐

18.

controller



in case of a personal data breach, irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☒

providers of critical infrastructure
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☒

other

Details regarding the identified data security breach notification requirements
Pursuant to the NIS Directive and Italian implementation law, both essential service
providers and digital service providers must notify, without undue delay, to the national
Computer Security Incident Response Team and, for information, the competent NIS
authority identified by the law, any incidents having a major impact on the provision of the
essential and digital services within the European Union.
The eight categories of essential services are: energy, transport, banking, financial market
infrastructures, health sector, drinking water supply and distribution, and digital infrastructure.
The Ministry of the Economic Development, together with the other competent authorities in
the NIS context, has identified 465 operators so far.
The three categories of digital services concerned are: e-commerce, cloud computing and
online browsers.
Administrative fines are as follows:


for essential service providers: from EUR 25,000 to EUR 125,000



for digital service providers: from EUR 12,000 to EUR 120,000.

Pursuant to sec. 96 of the PSD2 Directive, in the case of a major operational or security
incident, payment service providers shall, without undue delay, notify the competent authority
in the home Member State of the payment service provider. In Italy this is the Bank of Italy.
Such obligation has been detailed through operational standards by the guidelines provided
by EBA, with which Italy intends to comply, according to sec. 16 of EU Regulation
1093/2010. No sanctions have been introduced in the national legal framework yet in case of
non-compliance. Please note that payment service providers may delegate such obligation to
third parties, provided they have informed the competent authority.
According to Art. 131 of the Italian Privacy Code, providers of publicly available electronic
communications services shall notify the contracting party and, as applicable, the user in
case of circumstances that unintentionally expose the content of communications or
conversations. The sanction for breach of this provision is a fine of EUR 20 million or 4% of
global annual turnover of the group of undertaking, whichever is higher.
Please note that other breaches such as obligations for product recall are considered out of
scope.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes
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☐ No

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

21.

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Garante issued a blacklist (available in Italian here).
☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security
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22.

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These can amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Pursuant to Title III, Sec. II of the Italian Privacy Code, certain data protection infringements
are considered criminal offenses:


unlawful processing of personal data



unlawful sharing and disclosure of personal data



unlawful acquisition of personal data



false statements to the Garante and interruption of activities of the Garante



breach of orders of the Garante



breach of provisions on remote monitoring and investigations on opinions of workers

☒

private remedies

Individuals may, for example:


file complaints with the data protection authorities



claim damages for material or non-material damages

Certain organizations (e.g., consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☒

other

Certain organizations may file class actions, under specific circumstances.
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Kensaku Takase
Tokyo
Tel: +81362719752
kensaku.takase@bakermckenzie.com
Daisuke Tatsuno
Tokyo
Tel: +81362719479
daisuke.tatsuno@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific
There is no sector specific law, however, there are some guidelines for specific sector
including financial-related sector, medical-related sector and telecommunication sector.
☐ constitutional
What are the key data privacy and security laws and regulations?


the Act on Protection of Personal Information, (APPI)
http://elaws.egov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=415AC0000000057



Basic Policy for protecting Personal Information
https://www.ppc.go.jp/files/pdf/300612_personal_basicpolicy.pdf



Enforcement Regulation of APPI
https://www.ppc.go.jp/files/pdf/180712_personal_commissionrules.pdf



Enforcement Order of APPI
https://www.ppc.go.jp/files/pdf/290530_personal_cabinetorder.pdf



Guidelines on the Act on Protection of Personal Information: General Rules
https://www.ppc.go.jp/files/pdf/190123_guidelines01.pdf



Guidelines on the Act on Protection of Personal Information: General Rules Guidelines on
the Act on Protection of Personal Information: Transfer to Overseas Third Party
https://www.ppc.go.jp/files/pdf/190123_guidelines02.pdf



Guidelines on the Act on Protection of Personal Information: Confirmation and Recordkeeping Obligations for Third Party Transfer
https://www.ppc.go.jp/files/pdf/guidelines03.pdf



Guidelines on the Act on Protection of Personal Information: Anonymized Information
https://www.ppc.go.jp/files/pdf/guidelines04.pdf



Guidelines on the Act on Protection of Personal Information: Actions to Take in case of
Leakage
https://www.ppc.go.jp/files/pdf/iinkaikokuzi01.pdf



Supplementary Rules under the Act on the Protection of Personal Information for the
Handling of Personal Data Transferred from the EU based on an Adequacy Decision
https://www.ppc.go.jp/files/pdf/Supplementary_Rules.pdf
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Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Personal Information Protection Commission (“PPC”)
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
PPC amended Q&A under guidelines on the Act on Protection of Personal Information on
December 25, 2018.
PPC amended guidelines on the Act on Protection of Personal Information: General Rules and
that: Transfer to Overseas Third Party, in January, 2019.
PPC and European Commission find an adequate level of protection by both sides
simultaneously in January, 2019.
PPC provided instruction or advice to the 139 cases and conducted onsite inspection 2 times
during April 2018 to October 2018.
What enforcement priorities are anticipated for the near future?
N/A

3.

What are key definitions in the data privacy and security laws?
Personal data
The APPI applies to “Personal Information”.
“Personal Information” is defined to mean the following two categories of information:


information about a living individual which can identify a specific individual by the
description contained in the information, such as name, date of birth or other description
(including voice or behavior information), including information which can easily be
combined with other information so as to enable the identification of that individual; and



information that contains Personal Identifier Codes. “Personal Identifier Codes” means
either (a) letters, numbers, marks or other codes for use with computers converted from a
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person’s bodily information which may identify the person, or (b) letters, numbers, marks
or other codes on cards or other documents which are unique to the user or purchaser,
and may identify the person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☒

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

Personal social status, personal criminal history (including history of criminal proceedings) or
history of juvenile protection proceedings, or the fact that the individual is a victim of a crime.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:
o

the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller

☐ Yes

☒ No

Handling of Personal Data under the APPI should pertain to how a “business operator” treats
and manages the Personal Information or Personal Data in its possession.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction
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☐

5.

6.

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject
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7.

☐

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No
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The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ No

☒ Yes

If yes, what are the requirements?
Yes. There is no special treatment in the APPI for employees.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

20.

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data
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☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☒

other

right to request discontinuation of transfer of personal data to a third party.
Please note that data subjects can only request erasure of personal information,
discontinuation of data processing, or discontinuation of transfer of personal information when
the Purpose of Use is found to have been violated, the personal information was collected
illegally, or data subject’s consent was obtained illegally.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☐ Yes
The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data
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☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

It is not mandatory to appoint a DPO in any circumstances. Some guidelines, such as the
APPI Guidelines, recommend the implementation of a chief privacy officer as an
organizational security measure. The Ministry of Health, Labour and Welfare’s guidelines state
that organization under their ambit should have an administrator or, preferably, a group of
administrators who have sufficient knowledge of Personal Information issues to ensure proper
management of the Personal Information they deal with.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

☒

other

In Japan, legally, there is no concept of controllers and processors. However, the business
owner has to exercise necessary and appropriate supervision over an entrusted person.
Are there any direct regulatory or statutory requirements on processors?
☐ Yes

14.

☒ No

Are there obligations to register with local data protection authorities?
☐ Yes
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☒ No

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country means a country or region located outside the territory of Japan.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

adequate precautionary measures for the protection of Personal Data, as specified by the
Commission.
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other
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17.

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

(1) Leakage, loss or damage of personal data (except for specific personal information) which
the business owner has.
(2) Leakage of processing methods information (except for specific personal information)
which the business owner has.
(3) Possibility of preceding (1) and (2).
Controllers have to notify:
☒

data protection authorities

There are no legal requirements, however, the guideline recommended that the business
operators report any data leakage incidents to the Personal information Protection
Commission immediately after the discovered in principal.
However, there are special organizations set up to specifically handle complaints relating to
Personal Information on an industry level. These organizations are referred to as “authorized
personal information protection organizations”. The Security Breach Guidelines provide that if
a business operator engages in a business subject to supervision by a certain authorized
personal information protection organization, the business operator needs to report the data
leakage incident to the organization, not to the Commission.
☒

individuals

There are no legal requirements, however, the guideline recommended that the business
operators report any data leakage incidents to data subjects or disclose the incidents
immediately after the discovery in order to prevent further damage.
☐

other

Processors have to notify:
In Japan, legally, there is no concept of controllers and processors and there is no regulation
specially for controllers.
☐

controller

☐

data protection authorities

☐

individuals
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☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☐

providers of critical infrastructure

☒

other

financial institutions
Details regarding the identified data security breach notification requirements
(1) health regulatory requirements
If medical institutes (including hospitals, clinics, pharmacies and care homes) are exposed to
cyber attacks which result in interference with providing medical services or failure of medical
information systems, the medical institutes need to notify the security incident to the Ministry of
Health, Labour and Welfare under the guidelines on security measures for medical systems.
There are no penalties for non-compliance with the reporting obligation.
(2) telecommunication requirements
When a violation of secrecy of communications which may involve leakage of personal data
has occurred with respect to telecommunications business, a telecommunications carrier has
to report within 30 days after it becomes aware of the violation to the Minister for Internal
Affairs and Communications with its reasons or causes. Penalty for non-compliance with the
reporting obligation is a fine of not more than JPY 300,000.
(3) financial institutions
Under the various supervision guidelines for financial institutions issued by the Financial
Services Agency (“FSA”), financial institutions are generally required to notify a competent
authority of system failure and cyber security incidents in a designated form which is publicly
available promptly after the financial institutions are aware of the occurrence. There are no
penalties for non-compliance with the reporting obligation, however, non-compliance will be
subject to administrative guidance.
In addition, the Guidelines on the Protection of Personal Information in Financial Industries
issued by the Japanese data protection authority and the FSA and the Practical Guidance on
Security Control Measures in the FSA Guidelines require banks and other financial institutes
to make a notification to the competent authority when a data breach occurs. There are no
penalties for non-compliance with the reporting obligation.
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While these guidelines are not binding laws, many financial institutions follow the rules in
practice.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ Yes
☐

☐

☐

☐

☐

☒ No1
email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Please note that the sending of advertisement emails is regulated by a separate law named “The Act on Regulation of Transmission of
Specified Electronic Mail”. Under this act, advertisement emails may not be sent unless prior consent of the recipient is obtained.
1
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☐

administrative remedies from regulators and law enforcement

☒

criminal penalties from regulators and law enforcement

The APPI imposes sentences of imprisonment (with labor) for up to six months, or a fine of up
to JPY 300,000 for certain breaches. Under the amended APPI, current or past executive
members, officers, or employees of business operators who disclose personal information
retained by the business operators to a third party in order to gain unjust benefit can be
punished by imprisonment (with labor) for up to one year, or a fine of up to JPY 500,000.
However, such sentences or fines may only be imposed in cases where there has been a
breach of a Commission’s order made under the APPI.
☐

private remedies

☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

insufficient supervision for an entrusted person.
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Luxembourg
12 April 2019
Sybille Briand
Luxembourg City
Tel: +352261844261
sybille.briand@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g. telecoms, public healthcare sector
☐ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection



Luxembourg Data Protection Law of 1 August 2018

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017 the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear, whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Commission nationale pour la protection des données (CNPD)
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Implementation of the GDPR.
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What enforcement priorities are anticipated for the near future?
Monitoring of GDPR compliance and sanctions.

3.

What are key definitions in the data privacy and security laws?
Personal data
Any information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

☐ No
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4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health
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8.

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
Article 71 of the law of 1 August 2018 on data protection provides for specific provisions in
the employment context (notably information processes).
Even though there is no express provision in the Luxembourg law, that an employer can rely
on the legal bases provided by the GDPR to justify processing of employee data, it is the
prevailing view that the legal bases of the GDPR are not pre-empt (except for consent). In
other words, the legal bases in Art. 6 GDPR, except consent, can be relied upon in an
employment context.
Can consent be validly obtained in the employment context?
☐ Yes

☒ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

16

In what circumstances, do these special requirements apply:
☒

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)
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10.

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g. right to claim damages or to request cease and desist

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:


is necessary for entering into, or performance of, a contract between the data subject
and a data controller,
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12.



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests, or



is based on the data subject’s explicit consent.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

if an organization undertakes processing subject to a data protection impact assessment
pursuant to Art. 35 GDPR, or if they commercially process personal data for the purpose of
transfer, of anonymized transfer or for purposes of market or opinion research
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes
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☐ No

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

e.g., pursuant to tax law and to the LuxembourgTelecommunications Act
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☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organisational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:
a) the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
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breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or
b) the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize.
☒

other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other
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Details regarding the identified data security breach notification requirements
These are identical to the ones mentioned in the GDPR as the Luxembourg law only
provides a reference to the GDPR.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The use of tracking and profiling cookies and other online tracking technologies requires
prior consent pursuant to Art. 6 lit. a GDPR.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

No blacklist has been issued yet.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These may amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Fraudulent access to a processing system: article 509-1 of the Criminal Code
☒

private remedies

Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages

Certain organizations (e.g. consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☒

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☒

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Malaysia
19 March 2019
Brian Chia
Kuala Lumpur
Tel: +60322987999
brian.chia@wongpartners.com
Germaine Ooi
Kuala Lumpur
Tel: +60322987982
germaine.ooi@wongpartners.com
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Aviation, utilities, insurance/takaful, and banking sectors
☐ constitutional
What are the key data privacy and security laws and regulations?


Personal Data Protection Act 2010



Personal Data Protection Regulations 2013



Personal Data Protection Standard 2015

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

In August 2018, the Department of Personal Data Protection (“DPPP”) issued a public
consultation paper (No.1/2018) to collect feedback on the implementation of data breach
notification from the public (“PCP No.1/2018”). Based on the PCP No.1/2018, the DPPP has
an intention to implement a data breach notification mechanism in Malaysia, whereby data
users are required to notify and inform the relevant authorities and affected parties when a
data breach has occurred within an organization. It was anticipated to be implemented in
Malaysia by the end of 2018. The implementation, however, has been delayed and it
remains unclear, whether and when the implementation of data breach notification will enter
into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

DPPP under the Ministry of Communications and Multimedia (“MCMC”)

How active is the regulator?
☐ Not very
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☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
In 2018, a recruitment agency was charged for processing personal data without a valid
certificate of registration issued by the Personal Data Protection Commissioner
(“Commissioner”), contrary to section 16(1) of the PDPA. Section 16(1) provides that certain
classes of data users must be registered and issued with a valid certificate of registration by
the Commissioner. The charge, under section 16(4) of the PDPA, provides that in the event
of conviction, the college would be liable to a fine of up to RM 500,000, or imprisonment of its
officer(s) for up to 3 years, or both.
In November 2017, the DPPP requested the cooperation of MCMC to block the websites
which collected personal data without approval as required under Section 130 of the PDPA.
What enforcement priorities are anticipated for the near future?
We expect the enforcement by way of inspection in respect of processing personal data
without compliance with the PDPA to be more rigorous moving forward.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information in respect of commercial transactions that relates
directly or indirectly to a data subject, who is identified or identifiable from that information or
from that and other information in the possession of a data user, including any sensitive
personal data and expressions of opinion about the data subject.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

information concerning the commission or alleged commission of any offense of the data
subject
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The scope of the PDPA only extends to personal data that is processed in Malaysia. The
PDPA will not apply to any personal data processed outside Malaysia, unless the personal
data is intended to be further processed in Malaysia.

5.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other



The personal data of the data subject is being processed by or on behalf of the data
user, and shall provide a description of the personal data to that data subject.



The choices and means the data user offers the data subject for limiting the processing
of personal data, including personal data relating to other persons who may be identified
from that personal data.



The consequences for the data subject if he fails to supply the personal data.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other



The personal data is necessary for administration of justice.



The personal data is necessary for the taking of steps at the request of the data subject
with a view to entering into a contract.



The personal data is necessary for the exercise of any functions conferred on any
person by or under any law.
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other



Processing is necessary to protect the vital interests of another person, in a case where
consent by or on behalf of the data subject has been unreasonably withheld.



Processing is necessary for the purpose of, or in connection with, any legal proceedings.



Processing is necessary for the purpose of obtaining legal advice.



Processing is necessary for the administration of justice.



Processing is necessary for the exercise of any functions conferred on any person by or
under any written law.



Processing is necessary for any other purposes as the Minister of MCMC thinks fit.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
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Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing
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11.

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☒

other



Right to prevent processing likely to cause damage or distress



Right to prevent processing for purposes of direct marketing

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☐ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

14.

☒ No

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Certain classes of data users as provided under the Personal Data Protection (Class of Data
Users) Order 2013 are required to register with the DPPP. These include, among others,
licensed banks, insurers, private health care institutions, licensed tour operators, direct sales
businesses, private higher education institutions and certain utilities and transportation
service providers.
The data user is required to submit a complete application form through the Personal Data
Protection System (SPDP, established by DPPP) together with the relevant supporting
documents (“Application”). It would typically take approximately 14 days for the DPPP to
approve the Application.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any place outside Malaysia.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

Baker McKenzie | 445



☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

The data user has reasonable grounds for believing that in all circumstances of the case:


the transfer is for the avoidance or mitigation of adverse action against the data
subject;



it is not practicable to obtain the consent in writing of the data subject to that transfer;
and



if it was practicable to obtain such consent, the data subject would have given his
consent.



The data user has taken all reasonable precautions and exercised all due diligence to
ensure that the personal data will not in that place be processed in any manner which, if
that place is Malaysia, would be a contravention of the PDPA.



The transfer is necessary in order to protect the vital interests of the data subject.



The transfer is necessary for a public interest.

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other
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17.

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities



☐

individuals

☐

other

Processors have to notify:
☐

controller



18.

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other
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Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Pursuant to the Personal Data Protection (Compounding of Offences) Regulations 2016,
certain data protection offences may be “compounded” instead of being formally prosecuted,
such as breach of any of the data protection principles, processing of personal data without a
certificate of registration issued by the DPPP, etc.
The Commissioner may, with the consent of the Public Prosecutor, make an offer to an
alleged offender to compound a compoundable offence. The offer may be made any time
after the offence has been committed and before any prosecution has been instituted in
relation to it. The Commissioner may determine the amount to be paid by the offender which
must not exceed 50% of the maximum fine for the relevant offence. Where an offence is
compounded, no prosecution may be instituted against the offender in respect of that
offence.
☒

criminal penalties from regulators and law enforcement

Pursuant to section 5 of the PDPA, a breach of any of the data protection principles is an
offense under the PDPA and is punishable by a fine of up to RM 300,000, and/or up to 2
years’ imprisonment. The data protection principles are as follows:
(a) General Principle;
(b) Notice and Choice Principle;
(c) Disclosure Principle;
(d) Security Principle;
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(e) Retention Principle;
(f) Data Integrity Principle; and
(g) Access Principle.
Pursuant to section 16 of the PDPA, certain classes of data users are required to register
with the DPPP, such as licensed banks, insurers, private health care institutions, licensed
tour operators, direct sales businesses, private higher education institutions and certain
utilities and transportation service provider. Data users who fail to do so may be liable for a
fine of up to RM 500,000 and/or a term of imprisonment of up to 3 years.
Pursuant to section 129 of the PDPA, transfer of personal data abroad without any
exemptions as stated under the PDPA shall be an offense and is punishable by a fine of up
to RM 300,000, and/or up to 2 years’ imprisonment.
*Please refer to the complete list of offences and penalties under the PDPA at the website of
DPPP (available here). Note that the complete list is in Malay language. Do let us know
translation is required.
☒

private remedies

Individuals may file complaints with the DPPP and lead to data authority
investigations/audits.
☒

other

Seizure of equipment or data for the purposes of investigation the commission of an offence
under the PDPA.

23.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☒

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☒ constitutional
What are the key data privacy and security laws and regulations?


The Constitution of the United Mexican States



The Federal Law on the Protection of Personal Data held by Private Parties (“FDPL”) and
its Implementing Regulations



The Privacy Notice Guidelines



Minimum Guidelines for contracting cloud services



Guidelines for Processing Biometric Personal Data



Data Incidents’ (breaches) recommendations



Binding Corporate Rules Guidelines



Federal Consumer Protection Law

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The National Institute for Transparency, Access to Information and Personal Data Protection
(Instituto Nacional de Transparencia, Acceso a la Información y Protección de Datos
Personales or “INAI” for it’s acronym in Spanish).
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How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Banks, call centers, insurance and education services companies have been historically the
most penalized industries.
The data privacy and security regulator has started 123 sanctioning proceedings and
ultimately imposed fines for approximately USD 4 million.
http://inicio.ifai.org.mx/nuevo/InformeLab2018_WEB_280219.pdf
What enforcement priorities are anticipated for the near future?
We expect the data protection authorities to focus on the processing of biometric data and
personal data in online environments.
The INAI has recently developed a test (guidelines) to detect the risks that data subjects may
encounter online regarding the protection of their personal data. See more here.

3.

What are key definitions in the data privacy and security laws?
Personal data
Please include a brief definition in textbox.
Personal data is defined as any information concerning an identified or identifiable individual.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

What is the territorial reach of the data privacy and security laws?
Please tick as appropriate:
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The law applies to entities located in Mexico and to entities located abroad; specifically,
under the implementing Regulations of the FDPL, the FDPL applies to entities located
abroad:


if the data is processed in the place of business of the data controller located in Mexico



if the data is processed by a data processor (regardless of location) who is acting on
behalf of a data controller located in Mexico



if the data controller is not located in Mexico, but uses means located in Mexico to
process personal data, unless such means are used only for transit purposes

While no definition of “means” is provided by the Law, this provision is likely to be interpreted
broadly.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources
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6.

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☒

other



the express indication of the sensitive personal data to be processed



the clause indicating whether or not the holder accepts the transfer, when so required



the options and means offered by the data controller to the data subject to limit the use
or disclosure of personal data



the procedures and means by which the person in charge will communicate changes to
the privacy notice to the owners.



a mechanism to provide consent for data transfers

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest
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7.

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other



as permitted by law



the data is contained in publicly available sources



the personal data is subject to a prior dissociation procedure



there is an emergency that could potentially harm an individual in his person or property



a resolution is issued by a competent authority

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
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Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18.

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data
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11.

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

If data is collected or processed under decisions made without human intervention (e.g.,
automated process) the privacy notice shall inform of the use of such technology and the
manner in which it can be disabled. Also, the data controller shall provide a communication
or warning placed in a visible place (e.g., pop up warning message) about the use of these
technologies and about the fact that personal data are obtained through them, as well as the
way in which they may be disabled, the latter unless these technologies are necessary for
technical reasons.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction
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☒

other

Data Controllers must create within all organizations a data protection function. Depending
upon the size, the complexity and the needs of the organization, this obligation may be
covered by designating an individual (e.g., a Chief Privacy Officer), by creating a new
business unit or department within the organization (in which case, the name would be the
“Data Protection Department”) or by formally assigning such function to an already existing
business unit or department.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The data controller has the obligation to protect and be responsible for the processing of
personal data found in its custody or in its possession or for those it communicated to a data
processor, whether or not the latter is located in Mexico. To comply with this obligation, the
data controller may use standards, best international practices, corporate policies, selfregulation arrangements, or any other mechanism that it determines is adequate for such
purpose. However, if the Data Processor is a cloud-based services provider, and the Data
Controller will merely adhere to a contract, certain minimum requirements must be included
in the standard terms-contract. Otherwise, Mexican companies are prevented by the FDPL to
contract with such providers.

14.

Are there obligations to register with local data protection authorities?
☐ Yes
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☒ No

15.

Are there restrictions on the transfer of personal data to third countries?
☐ Yes

☐

a)

☒ No

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other
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17.

Are there obligations to notify personal data security breaches?
☒ Yes

☒ No

A personal data breach is any (i) loss or unauthorized destruction; (ii) theft, misplacement or
unauthorized copying; (iii) unauthorized use, access or processing; or (iv) unauthorized
damage, alteration or modification; of personal data.
Controllers have to notify:
☐

data protection authorities

☒

individuals

Notification must take place: (i) as soon as the controller has confirmed that a security
breach has occurred; and (ii) the controller has taken action which may lead to a more indepth assessment to determine the magnitude of the breach. In any case, these internal
procedures must be conducted without unnecessary delay.
☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)
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☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

Financial institutions are required to notify affected users (during the next 3 business days
after the occurrence of the event).
Details regarding the identified data security breach notification requirements
The event where user’s sensitive data is extracted, lost or the Institutions suppose or
suspects an incident that involves unauthorized access to said information

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

A disclosure must be made in the privacy notice related to information collected through
cookies, the purpose of the collection and how the cookies may be disabled;
Websites must include a “Warning Message” informing users that the website uses cookies
and how the user may disable such technologies to the extent that such is technically
possible. Warning message must be displayed at the first point of contact between the user
and the site’s cookie and shall be displayed in a visible section of the site.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
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☒

21.

☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

There is no blacklist/whitelist of when to perform a DPIA. While the FDPL does not
specifically request for the execution of DPIAs, the data controller must adopt measures to
guarantee the proper processing of personal data, giving priority to the interests of the data
subject and the reasonable expectation of privacy. Among the measures that may be
adopted by the data controller is the implementation of a procedure to deal with the risk to
the protection of personal data by the implementation of new products, services,
technologies and business models, as well as to mitigate them.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement



Monetary penalties as high as USD 1.5 million and USD 3 million when Sensitive
Personal Data is involved



Administrative warnings

☒

criminal penalties from regulators and law enforcement
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The act of compromising the security of a database containing Personal Data with the
intention to profit is a criminal offence which can be punished with up to three years of
imprisonment.
☐


Civil lawsuit for damages



Class actions (Consumer Protection Framework)

☐

23.

24.

private remedies

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Among other, financial, telecommunication, public, energy and healthcare sector have sector
specific regulations and/or industry code of conducts.
☒ constitutional
What are the key data privacy and security laws and regulations?


General Data Protection Regulation (GDPR) of 25 May 2016, available here.



The Dutch GDPR Implementation Act which serves to supplement the GDPR (“UAVG”)
of 16 May 2018, available here.



Dutch Telecommunications Act (“Telecommunicatiewet”) of 19 October 1998,
implementing the ePrivacy Directive, available here.

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is not fully clear whether and when the ePrivacy Regulation
will enter into force in the next year.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Dutch DPA
Dutch Authority for Consumers and Markets
How active is the regulator?
☒ Not very
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☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Dutch DPA has predominantly acted on matters that generated much publicity. Most of
the Dutch DPA’s enforcement activities consisted of investigations, recommendations and
binding instructions on data controllers.
The most notable exception is the EUR 600,000 fine which the Dutch DPA imposed on Uber
for its failure to notify a data breach. The Dutch DPA took the lead in the investigation of the
data breach — which took place prior to the GDPR entering into effect.
The investigations communicated by the Dutch DPA include:


the authorization settings and data security measures of the National Police



the employers’ portal of the Employee Insurance Agency



checking private organizations on the data processing agreements they have with other
parties when they process personal data on their behalf



checking privacy notices



checking public bodies, hospitals, banks and insurers on the Data Protection Officer
appointment obligation



taking random samples from a number of large private sector organizations on the
maintenance of a register of processing

What enforcement priorities are anticipated for the near future?
We expect the Dutch DPA to carry out specific audits to check compliance with specific
requirements under data protection law, such as the existence and quality of data processing
agreements, data incidents registers and to act based on individual complaints.
We also expect an increase in claims having a data protection law and consumer protection
law angle. We also anticipate that damage claims for non-material damages may increase.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions
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☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☐

other

Note - Biometric data
Biometric data is considered sensitive personal data. However, the prohibition on processing
special categories of personal data may be lifted, if the processing of biometric data is
necessary for authentication or security purposes.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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☒

other

The Dutch Implementation Act provides additional legal bases for processing sensitive
personal data based on substantial public interest and public health (on the basis of the
“opening clause” Article 9(2)g GDPR).
This may include national general exceptions, exceptions for processing personal data
revealing racial or ethnic origin, political opinions in connection with the performance of
duties in public positions, religious or philosophical beliefs for spiritual care, and exceptions
for data concerning health, including genetic and/or biometric data.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:


Even though there is no express provision in the Dutch Implementation Act that an
employer can rely on the legal bases provided by the GDPR to justify processing of
employee data, it is the prevailing view that the legal bases of the GDPR apply mutatis
mutandis in the employment context.



For the legitimacy of the processing of sensitive personal data, article 22 of the Dutch
Implementation Act refers to the legal grounds included in article 9 of the GDPR. In
addition, the following applies.



Employee data concerning race and/or ethnicity may be processed under article 25 of
the Dutch Implementation Act if such sensitive personal data is processed in connection
with identification of the employee and the processing thereof is inevitable.



Employee biometric data may be processed under article 29 of the Dutch
Implementation Act if the processing is necessary to determine the unique identification
of the employee for authentication and/or security purposes.



Employees’ health data may be processed under article 30, paragraph 1 of the Dutch
Implementation Act:



for the performance of legal obligations, pension arrangements and/or collective labor
agreements that provide specific entitlements to the employee dependent on his/her
health situation



for the purpose of the employer’s re-integration and/or support of the employee during
sickness and/or work incapacity

Can consent be validly obtained in the employment context?
☐ Yes
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☒ No

In principle, no.
Pursuant to recital 43 “consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject
and the controller”, which could be the case in the employment relationship.
Consent must be explicit, unambiguous, given out of free will, based on full information,
without fear for potential implications/repercussions. Considering the dependency
relationship between employer and employee, full freedom of choice cannot be guaranteed.
There can be exceptions, but these are be very limited (e.g., a voluntary choice to provide a
photo for publication on the company’s website, or the voluntary provision of a birthdate for
the purpose of yearly birthday celebration). Generally, however, the Dutch DPA takes a very
critical view on consent obtained in employment relationships.
If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

16

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
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☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

For example:

11.



right to lodge a complaint with a supervisory authority



right to compensation and liability as a result of an infringement of the GDPR

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:

12.



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is based on the data subject’s explicit consent

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes
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☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

Under the GDPR, the following provisions have a direct effect on processes: Art. 28, 29, 30
para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR

14.

Are there obligations to register with local data protection authorities?
☐ Yes

☒ No
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15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

The GDPR provides additional safeguards, not yet implemented by the Dutch DPA, including
standard data protection clauses adopted by a supervisory authority, or approved code of
conduct or certification mechanism together with binding and enforceable commitments of
the data importer.
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption
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Although not a strict legal requirement, encryption is considered an appropriate technical and
organizational measure. In practice, the Dutch DPA may require encryption for certain type of
data (e.g., for medical confidential data).
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, certain exceptions may apply



without undue delay

☒

other

Public communication or similar measures may be required to inform data subjects if direct
communication with the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller

In any case, irrespective of a risk to the rights and freedoms of the data subjects, the
processor has to notify the controller without undue delay after becoming aware of the
personal data breach.
☐

data protection authorities

☐

individuals

☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☒

other

The Dutch Financial Supervision Act imposes certain incident notification requirements on
regulated financial service providers. Moreover the providers of critical infrastructure include
“operators of essential services” and “digital service providers” are subject to incident
notification obligations.
Details regarding the identified data security breach notification requirements
The Dutch Network and Information Systems Security Act (Dutch implementation of the NIS
directive) applies to providers of vital processes and infrastructures. Under the NIS directive,
“incident” means any event having an actual adverse effect on the security of network and
information systems.
Under the Dutch Telecommunication Act, data breach is defined as a breach of security
resulting in the accidental or unlawful destruction, loss or alteration of, or unauthorized
access to, personal data transmitted, stored or otherwise processed in connection with the
provision of a publicly available electronic communications service in the European Union.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ No

☒ Yes

The requirements for cookies and/or other tracking devices are laid down in the Dutch
Telecommunications Act. The usage of tracking cookies require the user’s consent.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☒

☒

☒

☒

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

NL Blacklist (DPIA required), available here.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☐

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

In an amount of up to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whichever is higher.
☐

criminal penalties from regulators and law enforcement

☒

private remedies

Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages

☐

23.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

480 | Baker McKenzie

24.

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☒

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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New Zealand
19 March 2019
Karen Ngan
Auckland
Tel: +64 9 977 5080
karen.ngan@simpsongrierson.com
Maddy Rowe
Auckland
Tel: +64 9 977 5346
maddy.rowe@simpsongrierson.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Health, telecommunications, credit reporting, justice sector (unique identifiers), and
superannuation schemes (as currently provided for in the code of practice)
Data privacy and security is also addressed in a range of other sector specific laws, such as
the Health Act 1956.
☐ constitutional
What are the key data privacy and security laws and regulations?
The key legislation governing privacy in New Zealand is the Privacy Act 1993 (“Privacy Act”).
The Privacy Act sets out a number of Information Privacy Principles (each an “IPP”) that
govern the collection, storage and security, accuracy, retention, use and disclosure of
personal information.
A code of practice may also be issued by the Privacy Commissioner under the Privacy Act in
relation to particular industries and sectors (“Privacy Code”). A Privacy Code may modify the
application of any of the IPPs as they apply in respect of specified information or classes of
information, specified agencies or classes of agency, an industry or profession or class of
industries or professions.
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

In March 2018, the Privacy Bill (“Bill”) was introduced into Parliament. The Bill intends to
repeal and replace the Privacy Act by updating, modernizing and bringing New Zealand’s
privacy laws in line with recent international developments and reforms. The Bill has had its
first reading and has been referred to the Justice Select Committee. The Select Committee
reported back on the Bill on 13 March 2019 – see here.
The key changes likely to be introduced when the Bill is passed include:
(a) mandatory reporting of privacy breaches;
(b) the ability of the Privacy Commissioner to issue compliance notices;
(c) clarification of the extraterritorial application of the Privacy Act by expressly stating that
the Privacy Act will apply to the activities of a NZ agency offshore and to the activities of
an offshore agency carrying on business in New Zealand; and
(d) further strengthening of provisions relating to cross-border data flows.
The Bill is currently awaiting its second and third reading in Parliament. The latest draft of the
Bill has a proposed commencement date of March 2020.
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Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☐ No

☒ Yes

The Privacy Commissioner – see here.
How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Privacy Commissioner has not prioritized specific areas for enforcement but has rather
engaged in a range of enforcement activities over the past 18 months.
What enforcement priorities are anticipated for the near future?
As mentioned above, the Privacy Bill is expected to be passed with a commencement date of
March 2020.
We anticipate that enforcement priorities will relate to the recent recommendations made by
the Select Committee’s on Privacy Bill which include:

3.



mandatory data breach reporting;



greater enforcement powers available to the Privacy Commissioner such as the ability to
issue compliance notices and the power to make binding decisions on access requests;



extraterritorial enforcement of the Privacy Act by extending the Privacy Act to apply to
activities of a NZ agency offshore and to offshore agencies;



creation of new criminal offences; and



fines of up to NZD 10,000.

What are key definitions in the data privacy and security laws?
Personal data
Information about an identifiable individual; and includes information relating to a death that
is maintained by the Registrar-General pursuant to the Births, Deaths, Marriages and
Relationships Registration Act 1995.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions
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☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☐

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

The Privacy Act does not make specific references to sensitive/special personal data.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

The Privacy Act does not specifically distinguish between data controllers/owners and
processors/agents.
However, section 3(4) of the Privacy Act states that where an agency holds information
solely as an agent, for the sole purpose of safe custody, or for the purpose of processing the
information, on behalf of another agency, and does not process the information for its own
purposes, the information shall be deemed to be held by the agency on whose behalf that
information is so held.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The Privacy Act does not purport to have extraterritorial effect on persons outside of New
Zealand. However, section 10 of the Privacy Act provides that certain IPPs will still apply to
information held overseas, in particular:
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IPPs 5 and 8 to 11 which relate to the storage, accuracy, retention and use and disclose
of personal information will apply to personal information that is held by an agency
outside of New Zealand where that information has been transferred outside of New
Zealand by, or on behalf of that agency; and



IPPs 6 and 7 which relate to the individual’s right to access personal information held
about that individual and to require correction of that personal information will also apply
to information held by an agency offshore.

The Privacy Commissioner has however taken the view that the New Zealand Privacy Act
does apply to overseas agencies operating in New Zealand – even if the data processing
takes place overseas.
Note also our comments above in relation to the draft Privacy Bill which addresses the
intended extraterritorial application of the new legislation.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

IPPs 10 and 11 provide for other exemptions that an agency can rely upon to use or disclose
personal information. These exemptions include (amongst others) where the agency believes
that the:

7.



source of the information is a publicly available publication and that, in the circumstances
of the case, it would not be unfair or unreasonable to use/disclose the information;



use/disclosure of information is necessary to prevent or lessen a serious threat to public
health, public safety or the life or health of the individual concerned or another individual;
or



information will be used in a form that does not identify the individual concerned or for
statistical research purposes and will not be published in a form that could reasonably be
expected to identify the individual concerned.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent
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8.

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes, consent can be validly obtained in the employment context by a number of means,
including express reference to the intended collection, use and disclosure of personal
information in:


the offer of employment;



the written employment agreement; and/or



a suitable privacy notice is issued at the commencement of employment.

Note that provided employees are properly notified of various matters including the intended
collection, use and disclosure of their personal information prior to collection of such
information, express consent will likely not need to be obtained.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of
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18

Under the Privacy Act, there is no definition of a minor. However, under the Contract and
Commercial Law Act 2017 a minor means a person who is under the age of 18, and that
every contract entered into by a minor (except for those relating to contracts of service and
life insurance contracts) is unenforceable against the minor but otherwise has effect as if the
minor were of full age.
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☐

other
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☐ Yes
The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

Section 23 of the Privacy Act provides that it shall be the responsibility of each agency to
ensure that it has at least one or more individual whose responsibilities include:


encouragement of compliance within the agency with the Privacy Act;



working with the Privacy Commissioner in relation to investigations;



dealing with privacy requests made to the agency; and



otherwise ensuring compliance by the agency with the Privacy Act.
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

14.

☒ No

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

There is no definition of a third country in the Privacy Act but the relevant provisions make
reference to transfers to another “State” being any State, territory, province or other part of a
country.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules
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☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

(A) Under section 114B of the Privacy Act, the Privacy Commissioner may prohibit a transfer
of personal information from New Zealand (by a transfer prohibition notice) to another
State, if the Privacy Commissioner is satisfied, on reasonable grounds, that:


the information has been, or will be received in New Zealand from another State and
is likely to be transferred to a third State that will not be subject to a law providing
comparable safeguards to the Privacy Act; and



the transfer would be likely to lead to a contravention of the basic principles of
national application set out in Part Two of the OECD Guidelines and set out in
Schedule 5A of the Privacy Act.

(B) IPP 3 of the Privacy Act provides that where an agency collects personal information
directly from the individual concerned, the agency must take all practicable steps to
ensure that the individual is made aware of certain matters, including the fact that the
personal information is being collected, the purpose for which the information is being
collected, the intended recipients of the information, who is collecting the information and
who is holding the information.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☐

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☒

other

If it is necessary for an agency to give personal information it holds to a person in connection
with the planner of a service to the agency, the agency must ensure everything rationally
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within the power of the agency is done to prevent unauthorized use or unauthorized
distribution of the information.

17.

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Under the Privacy Act, there is no mandatory requirement to notify the regulator or affected
individuals of data breaches involving personal information.
However, the Privacy Commissioner has published a Data Safety Toolkit which include
guidelines on how to respond to a data breach (“Guidelines”). Compliance with the
Guidelines is not mandatory but they are an indication of what the Privacy Commissioner
would consider to be good practice, and the Guidelines provide guidance on matters to be
considered when determining whether to notify a breach, and what any such notification
should address.
The Guidelines identify four key steps in responding to a data breach which are, in summary:


contain the breach and make a first assessment;



evaluate the risks;



notify affected people if necessary; and



prevent a repeat.

The Guidelines note that it is not always necessary to provide notification of a breach to
affected individuals. Relevant factors to consider when determining whether or not to notify
include:


What is the risk of harm to the individual?



Is there a reasonable risk of identity theft or fraud (usually because of the type of
information lost, such as an individual’s name and address together with governmentissued identification numbers or date of birth)?



What is the ability of the individual to avoid or mitigate possible harm?



What are the legal and contractual obligations?

Controllers have to notify:
☐

data protection authorities

☐

individuals

☐

other

Processors have to notify:
☐

controller
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18.

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

email marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☐

☒

☐

☐

21.

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)
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22.

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The Privacy Commissioner has the power to undertake on its own motion investigations if he
considers there has been an interference with privacy. If the Privacy Commissioner does
investigate and considers a settlement cannot be reached between the relevant parties, the
matter may be referred to the Director of Human Rights Proceedings (“Director”). The
Director may, after assessing the matter himself, elect to take action before the Human
Rights Review Tribunal (“Tribunal”).
The Tribunal may grant one or more of the following remedies:


a declaration that the action of the defendant is an interference with the privacy of an
individual;



an order restraining the defendant from continuing or repeating the interference, or from
engaging in, or causing or permitting others to engage in, conduct of the same kind as
that constituting the interference, or conduct of any similar kind specified in the order;



damages;



an order that the defendant perform any acts specified in the order with a view to
remedying the interference, or redressing any loss or damage suffered by the aggrieved
individual as a result of the interference, or both; and/or



such other relief as the Tribunal thinks fit.

The Privacy Commissioner also has a policy under which agencies found to have breached
the Privacy Act may be named publicly – often referred to as the “name and shame policy”.
This power will be exercised where the Privacy Commissioner believes it is in the public
interest to identify the agency. For example, where an agency has demonstrated an
unwillingness to comply with the Privacy Act, and naming them is likely to promote
compliance or enhance accountability. The Commissioner has confirmed that the policy will
be exercised on a case by case basis.
☐

criminal penalties from regulators and law enforcement

☒

private remedies

Any person who believes that there has been an interference with privacy may make a
complaint to the Privacy Commissioner. On receipt of a complaint, the Privacy Commissioner
may investigate (as noted above the Privacy Commissioner can also investigate on his own
motion). Where the Privacy Commissioner investigates and determines that there has been
an interference with privacy, the Privacy Commissioner will try and reach a settlement
between the parties.
If that is not successful, the matter may be referred to the Director of Human Rights
Proceedings, as noted above. If the Director does not issue proceedings before the Tribunal,
the individual may take his or her own action.
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☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Norway
9 April 2019
Emilie Veggeland Knudsen
Oslo
Tel: +47 99 15 47 74
evk@adeb.no
Hanna Svestad Løkholm
Oslo
Tel: +47 47 28 78 00
hsl@adeb.no

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g. telecoms, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Norwegian Personal Data Act (in Norwegian only)

Although not a member of the EU, Norway is a member of the European Economic Area
(EEA). The EEA Agreement ensures that Norway is part of the “Internal market” based on
the EU’s four freedoms – free movement of goods, services, persons and capital.
The GDPR was incorporated into the EEA agreement and became applicable in Norway on
20 July 2018. Norway is thus bound by the GDPR in the same manner as EU Member
States.
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On January 10, 2017 the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear, whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☐ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Norwegian Data Protection Authority
How active is the regulator?
☐ Not very
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☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Norwegian Data Protection Authority’s top priority during the past 18 months has been
implementing GDPR regulations into national law. Communication and guidance have been
key factors in order to make sure Norwegian companies have sufficient knowledge of the
regulation and establish GDPR compliant practices. Informing the general public and
participating in the public debate through lectures, updated public websites etc. has also
been a priority.
In addition, the Data Protection Authority has prioritized competence building within its own
organization, as well as developing and digitalizing its services to the public.
The Data Protection Authority has issued a fine of MNOK 1,6 (equivalent to EUR 166,400) to
a municipality in Norway for security breaches in the data system used in the elementary
schools in the municipality.
The first GDPR cases have been thoroughly processed as they are seen as setting the bar
for subsequent cases. Measures has also been taken to increase the efficiency of case
processing and develop new tools for simplification.
Audits following the new regulations have been executed, but not yet to the fully expected
scale. Audits have mostly focused on whether public companies have assigned a Data
Protection Officer.
What enforcement priorities are anticipated for the near future?
We expect the data protection authorities to carry out random audits to check compliance
with data protection law. We expect these to be carried out in particular, if triggered by
individual complaints.
We also expect an increase in claims having a data protection law and consumer protection
law angle. We also anticipate that damage claims for non-material damages may increase.
In April 2019, the Data Inspectorate announced that they will control the CCTV surveillance
at public schools. This includes elementary schools, middle schools and high schools.

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data means any information relating to an identified or identifiable natural person;
an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief
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☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

According to the Norwegian Personal Data Act (section 11), the processing of personal data
relating to criminal convictions and offences or related security measures, must
comply with the requirements in article 9(2)(a) and (c) to (f) GDPR as well as the provisions
regarding the processing of special categories of personal data set out in the Norwegian
Personal Data Act.
According to the Norwegian Personal Data Act (section 12), the processing of national
identity number and other unique means of identification can only take place when there
is a justifiable need for a secure identification, and the method is necessary to obtain such
identification.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

6.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject
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☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Please see section 8 regarding personal data or sensitive personal data in the employment
context.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

The Norwegian Personal Data Act sets out several legal bases for the processing of
sensitive personal data, including:


A legal basis for processing sensitive personal data in the employment context, (see
question 8 below).



In exceptional circumstances, the Data Protection Authority may grant approval to
process sensitive personal data, if the processing is necessary in order to safeguard
important public interests. The Parliament may also issue regulations for the same
purpose, but this has not yet been done.
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8.

If it is necessary for archiving purposes in the public interest, purposes related to
scientific or historical research or statistical purposes, sensitive personal data may be
processed without the consent of the data subject, if the advantages of the processing
clearly override the disadvantages for the data subject. The processing must be subject
to necessary guarantees in accordance with article 89 (1) of the GDPR.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
The Norwegian Personal Data Act provides for legal bases for the processing of personal
data based on Art. 88 para. 1 GDPR.
Processing of sensitive data is regulated in section 6 of the Norwegian Personal Data Act.
According to this, sensitive personal data may be processed when the processing is
necessary for exercising specific rights and obligations within the field of employment law.
Pursuant to the Working Environment Act, a company’s access to an employee’s e-mail
account etc. is only permitted if it is either necessary to safeguard the company’s business or
other legitimate interests, or in the case of justified suspicions that the employee’s use of the
e-mail account or other electronic equipment constitutes a material breach of the employee’s
obligations or may provide grounds for notice or dismissal. The Working Environment Act
and relevant Regulations provide several requirements in relation to the above, including a
duty to notify the employee, and the employee’s right to be present during a review.
Pursuant to the Working Environment Act, video surveillance (including the use of fake
equipment) must only be performed when necessary to prevent hazardous situations, and to
safeguard the safety of the employees and others, or when there is a specific need for such
surveillance. The Working Environment Act and relevant Regulations provide several
requirements in relation to the above, including a duty to clearly provide information about
the relevant surveillance.
Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
Pursuant to recital 43 “consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject
and the controller”, which could be the case in the employment relationship.
The Norwegian Data Protection Authority recommends not to rely on consent in an
employment context, but there may be exceptions (where it is clear that a refusal to consent
will not have negative consequences).
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

13.

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g. right to claim damages
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:

12.



is necessary for entering into, or performance of, a contract between the data subject
and a data controller,



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests, or



is based on the data subject’s explicit consent.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules
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☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

If a company wishes to store electronic accounting documents outside of Norway, the
Norwegian Tax Administration must be notified and/or grant approval, depending on the
location of the storage.
Paper-based accounting documents must be stored in Norway.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

The Personal Data Protection Act provides that regulations which specify requirements in
relation to data transfers to third countries may be issued. No such regulations have been
issued yet.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organisational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
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Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

e.g., financial services
Details regarding the identified data security breach notification requirements
Financial services firms are required to inform the Norwegian Financial Supervisory Authority
of security breaches without undue delay. It is not necessary to notify individuals.
Breaches include incidents that lead to a substantial reduction in functionality caused by
breach of confidentiality, integrity or availability to systems or data. As a general rule, only
incidents the firm categorizes as serious or critical require notification, but, if less serious
breaches reveal vulnerabilities in, for example infrastructure or defence mechanisms, such
breaches also require notification.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

According to the Electronic Communications Act, the retention of information from a user’s
communication equipment (such as cookies), is not permitted without the user having
consented and being informed about what personal data is being processed, the purpose of
the processing, and who is processing the information. This provision implements article 5.3
in the EU directive 2002/58/EF.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐
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prior opt-in consent

☒

☒

☒

21.

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Norwegian Data Protection Authority has issued guidance on DPIAs (in Norwegian
only).
☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)
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22.

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These may amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☐

criminal penalties from regulators and law enforcement

☒

private remedies

Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages

Certain organizations (e.g. consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position
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☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

There are several examples where the Norwegian Data Protection Authority has sanctioned
violations of the requirements regarding an employer’s access to an employees email
account. For further details, see question 8.
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nloizaga@ferrere.com
María Alejandra Guanes Velázquez
Asunción
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aguanes@ferrere.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific
N/A
☒ constitutional
What are the key data privacy and security laws and regulations?
(i) National Constitution;
(ii) Law No. 1.682/01 - Data Privacy Law;
(iii) Law No. 1.969/02 – 1st Amendment of the Data Privacy Law;
(iv) Law No. 5.543/15 – 2nd Amendment of the Data Privacy Law
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

N/A
Is such a law/ regulation in the making?
☐ Yes

☒ No

N/A

2.

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes

☒ No

N/A
How active is the regulator?
☐ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
N/A
What enforcement priorities are anticipated for the near future?
N/A
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3.

What are key definitions in the data privacy and security laws?
Personal data
The Data Privacy Law does not provide a specific definition of personal data, but it is
understood to be any information pertaining to an identified or identifiable person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☐

government identity card or number information

☐

passwords

☒

other

Data which may promote prejudice and discrimination, or affect the dignity, privacy and the
private image of persons or families.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

No distinction is made between entities that hold or control personal data and those that
process it on behalf of other entities.

4.

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction
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5.

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☐

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☐

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

There is no notification requirement
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ Yes

☒ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☐

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

N/A

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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☐

other

N/A

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
N/A
Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
N/A

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

Given that the Data Privacy Law does not provide in this regard, the provisions of the
Childhood and Adolescence Code (Law No. 1680/2001) are applicable instead. According
to this law, any person under age eighteen will be consider a minor.
In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☒

other

There are two specific restrictions targeting the collection or processing of information of
minors: (i) public servants and authorities regarding legal cases and administrative affairs
that investigate and rule on minors are required to keep secret about the cases in which they
intervene and know, will always be considered as strictly confidential and reserved; and (ii)
press or by any source of news whatsoever regarding criminal events with minors involved,
either as victim or alleged author, where names, photographs or any other data that could
identify the minor.
What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
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☐

additional data security requirements apply

N/A
☒

other

Considering the situations mentioned above, the special requirement for personal data
collected from minors is that the information will always be considered as strictly confidential
and reserved.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

N/A
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes
The exceptions are as follows:
N/A
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☐ No

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

N/A
☐

other

N/A
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☒ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

☒ No

N/A

Baker McKenzie | 521

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ Yes

☐

a)

☒ No

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

N/A
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

N/A
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ Yes

☒ No

☐

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

N/A
☐

other

N/A

17.

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

N/A
Controllers have to notify:
☐

data protection authorities

N/A
☐

individuals

N/A
☐

other

N/A
Processors have to notify:
☐

controller

N/A
☐

data protection authorities

N/A
☐

individuals

N/A
☐

others

N/A
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

N/A
Details regarding the identified data security breach notification requirements
N/A

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No

N/A

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☐ No

email marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☒

☒

21.

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

N/A

22.

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The Data Privacy Law contemplates monetary penalties in the event of non-compliance or
infringements by individuals or legal entities that publish, distribute, supply or disclose
information that describes or reveals an individual’s or legal entity’s financial situation,
economic solvency or compliance with commercial and financial obligations.
These penalties are enforceable against individuals or legal entities that are obliged to
rectify, or provide the necessary information in order to rectify, the aforementioned financial
and economic solvency information and fail to do so within the time period specified by law.
The fine shall be established according to the circumstances of each particular case and the
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amount varies from 50 to 200 daily minimum wages (approx. $677 to $27.084) and can be
increased significantly in the event of repeat offences.
☒

criminal penalties from regulators and law enforcement

The affected party could file a criminal complaint before ordinary courts. Criminal charges
could be brought under the Paraguayan Penal Code for the infringement of a person’s right
to communication and image, the violation of confidentiality or the secrecy of
communications, the violation of security systems and unauthorised access to data, the
unauthorised interception and transfer of data, and the violation of a person’s intimacy and
the exposure of their intimacy. Penalties for such offences range from fines to imprisonment
of up to three years.
The disclosure of private secrets is punishable with imprisonment of up to one year or fines.
If the disclosure was made by a person required to maintain professional secrecy, the
penalty shall be imprisonment of up to three years or a fine. The disclosure of private secrets
for economic gain (i.e. the sale of private secrets) increases the term of imprisonment to up
to five years.

23.

24.

☐

private remedies

☐

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☒

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests
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☒

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Peru
18 March 2019
Teresa Tovar
Lima
Tel: +5116188552
teresa.tovar@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☒ constitutional
What are the key data privacy and security laws and regulations?
Law 29733 - Data Protection Law. (https://www.minjus.gob.pe/wpcontent/uploads/2013/04/LEY-29733.pdf)
Supreme Decree 003-2013-JUS, which approves Regulation of Law 29733.
(https://www.minjus.gob.pe/wp-content/uploads/2013/04/DS-3-2013JUS.REGLAMENTO.LPDP_.pdf)
Directive on the Security of Information Managed by Personal Data Banks
(https://www.minjus.gob.pe/wp-content/uploads/2013/11/Directiva-de-Seguridad-DGPDP.pdf)
Legislative Decree 1353, which creates the National Authority for Transparency and Access
to Public Information, and amends Data Protection Law (https://www.minjus.gob.pe/wpcontent/uploads/2017/02/Decreto-Legislativo-1353.pdf)
Supreme Decree 019-2017-JUS, which amends the Regulation of the Data Protection Law
(https://busquedas.elperuano.pe/normaslegales/aprueban-el-reglamento-del-decretolegislativo-n-1353-decr-decreto-supremo-n-019-2017-jus-1565834-5/)
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

Peru has recently ratified the Budapest Convention. For this reason, in the following months,
new offences in accordance with the provisions of the Convention may be established, as
appropriate.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

National Personal Data Protection Authority of the Ministry of Justice and Human Rights
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How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
Initiate audits ex officio or by parties’ report for alleged law breaches.
Manage and keep the National Register of Personal Data Protection updated.
Oversee compliance with the cross-border flow of personal data law.
Impose fines for law breaches.
What enforcement priorities are anticipated for the near future?
Initiate audits ex officio or by parties’ report for alleged law breaches.

3.

What are key definitions in the data privacy and security laws?
Personal data
It is any information of natural persons that identifies them or makes them identifiable through
means that can be reasonably used.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

Applies to data processing carried out in Peruvian Territory.
The provisions of the Law 29733 and its regulation apply to the processing of personal data
when:
1. It is performed in a facility located in Peruvian territory, owned by the controller or
processor of the databank.
2. It is performed by a data processor, regardless of its location, on behalf of a databank
controller located in Peruvian territory.
3. The databank controller or the databank processor are not located in Peruvian territory,
but is subject to Peruvian legislation, by contractual or international law provisions; and,
4. The databank controller or the databank processor are not located in Peruvian territory,
but uses means located in said territory, except if such means are used only for transit
purposes that do not imply processing.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned
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☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

1. The type of activity carried out by the person who will receive data.
2. The existence of the personal data bank in which they will be stored, where applicable.
3. The consequences of providing or not the personal data.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)
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☒

7.

other



The personal data is necessary to prevent certain types of crimes (money laundering and
terrorist financing).



An anonymization or dissociation process regarding the personal data have been
implemented.



The personal data processing is carried out in exercise of the constitutional right to
freedom of information.



The personal data is stored in public access databanks.



The personal data is related to credit information, according to the applicable regulation.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

In the case of sensitive data, consent must be given in writing, by handwritten signature,
digital signature or any other authentication mechanism that guarantees the unambiguous
will of the data subject.
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8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

Eighteen (18).

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☒

other

If minors are between 14-18 years old, personal data may be processed with their consent,
when the information to obtain the consent has been expressed in a language they can
understand, except in cases where the law requires the assistance of the holders of parental
authority or guardianship to be granted.
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Under no circumstances may the consent for the processing of personal data of minors be
granted to access activities related to goods or services that are strictly for adults.

10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

The data subject has the right not to be subject to a decision with legal effects on him or that
affects him in a significant way, based solely on a processing of personal data aimed at
evaluating certain aspects of his personality or conduct.
If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
The exception is if it occurs within the framework of the negotiation, conclusion or execution
of a contract with the data subject or in cases of evaluation for the purpose of incorporation
into a public entity, in accordance with the law, without prejudice to the possibility of
defending his point of view, in order to safeguard his legitimate interest.
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☐ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

Controllers and processors of personal data must carry out the cross-border flow of personal
data only if the recipient country maintains adequate levels of protection.
Processors must comply with confidentiality obligations regarding data processing even after
the end of the relationship with the databank controller.
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Additionally, Law 29733 establishes the following obligations for both controllers and
processors:
1. Carry out the processing of personal data, only with the prior informed, express and
unequivocal consent of the owner of the personal data.
2. Avoid collection of personal data by fraudulent, unfair or unlawful means.
3. Collect up to date, necessary, pertinent and adequate personal data, in relation to
specific, explicit and lawful purposes for which they have been obtained.
4. Not to use the personal data subject to processing for purposes other than those for
which they were collected, unless there is a procedure of anonymization or dissociation.
5. Store personal data in such a way as to enable the exercise of the rights of the owner.
6. Delete and replace or, where appropriate, complete the personal data subject to
processing when it becomes aware of their inaccuracy or incompleteness, without
prejudice to the rights of the owner in this regard.
7. Delete personal data subject to processing when they are no longer necessary or
relevant to the purpose for which they were collected or when the time limit for their
processing has expired.
8. Provide the National Personal Data Protection Authority with the information relating to
the processing of personal data upon request and allow access to the personal data
banks that are administered by them, for the exercise of its functions, within the
framework of an ongoing administrative proceeding requested by the affected party.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

In the National Registry of Personal Data Protection:

15.



It is mandatory to register the personal databanks owned by public or private entities. It is
a notice, which results in a final decision of the authority.



It is mandatory to register the cross border flows of personal data. It is a notice, which
results in a final decision of the authority.



It is voluntary to register the codes of conducts about personal data processing of public
or private entities. It is a notice, which results in a final decision of the authority.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

There is no a specific definition of “third country” in Law 29733. However, third country shall
be understood as the country other than the country of origin of the personal data, regardless
of the format in which the data is stored or transferred.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)
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☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

The transferring entity may not transfer personal data to a country that does not have
adequate levels of protection. If the receiving country does not meet these standards, the
sender must ensure that the receiver in the foreign country is contractually obligated to
provide ‘adequate levels of protection’ to the personal data, and via a written agreement.
Said agreement shall ensure that personal data will be protected in accordance with the
requirements of the legal framework, or under one of the exceptions established in the law.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☒

encryption

For logical or electronic transfers of personal data.
☒

other



Information access controls, including access and privileges management, users
identification controls and the maintenance of evidence of the interaction with the
personal data.



Backups copies.



Information copy controls.
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17.

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities

☐

individuals

☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other
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Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ Yes
☐

☐

☐

☐

☐

☒ No
email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

1. Minor infractions are sanctioned with a minimum fine ranging from 0.5 to five (5) Tax
Units. (US$ 617 - US$ 6,176 approximately)
2. Serious infringements are sanctioned with a fine ranging from more than five (5) to fifty
(50) Tax Units. (US$ 6,176 - US$ 61,765 approximately)
3. Very serious infringements are sanctioned with a fine ranging from more than fifty (50)
Tax Units to one hundred (100) Tax Units. (US$ 61,765 - US$ 123,529 approximately)
In no case may the fine imposed exceed ten per cent of the gross annual income that the
alleged offender has received during the previous year.
☐

criminal penalties from regulators and law enforcement

☒

private remedies

Data subjects may claim damages for law breaches by databank controllers or processors.
☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☒

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Philippines
18 March 2019
Divina P. V. Ilas-Panganiban
Manila
Tel: +63 2 819 4961
divina.ilas-panganiban@quisumbingtorres.com
Neonette Pascual
Manila
Tel +63 2 819 4908
neonette.pascual@quisumbingtorres.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☐ constitutional
What are the key data privacy and security laws and regulations?
The following are the key data privacy and security laws and regulations in Philippine
jurisdiction:


Data Privacy Act



Implementing Rules and Regulations of the Data Privacy Act



National Privacy Commission Circulars



National Privacy Commission Advisories

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Philippine National Privacy Commission (“NPC”).
How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
The following are some of the key enforcement activities and priorities of the NPC in the past
18 months:
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In January 2019, the NPC extended the validity of registration of Personal Information
Controllers (“PICs”) and Personal Information Processors (“PIPs”) until 2020;



In October 2018, NPC Chairman and Commissioner Raymund Liboro was appointed as
among the five (5) members of the executive committee of the International Conference
of Data Protection and Privacy Commissioners (“ICDPPC”), the premier global forum on
data protection and privacy;



In September 2018, the NPC issued Circular No. 18-02 containing the guidelines on the
NPC’s conduct of compliance checks on PICs and PIPs; and



In May 2018, Philippine companies that handle personal data of European citizens have
been required to follow European standards in line with the EU General Data Protection
Regulation (“GDPR”).

What enforcement priorities are anticipated for the near future?
We expect the NPC to prioritize the following enforcement activities:

3.



Coordinate with the National Telecommunications Commission (NTC) to ensure the
security of the personal data of subscribers that will be handled by network operators in
the implementation of the Mobile Number Portability Act; and



Continue its investigation on data breach reports involving several entities which
potentially placed at risk the personal information of its subscribers / customers.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” refers to all types of personal information, which, in turn, refers to any
information, whether recorded in a material form or not, from which the identity of an
individual is apparent or can be reasonably and directly ascertained by the entity holding the
information, or when put together with other information would directly and certainly identify
an individual.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords
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☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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6.

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law
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8.

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes, consent may be validly obtained in the employment context for as long as the
employee’s consent is freely given, specific, informed, and recorded. The consent should
also be time-bound and in case of processing of sensitive personal information, it should also
specify the purposes of processing to which the employee consents.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent
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☐

in the context of educational services

☒

other

Minors are considered vulnerable data subjects. The processing of their information is
considered likely to pose a risk to their rights and freedoms. Consequently, PICs which
process the sensitive personal information or information that may enable identity fraud of
minors are likely to be covered by personal data breach notification obligations in case of
confidentiality breach of such data.
What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☒

other

In case of a personal data breach involving minors or other individuals without legal capacity,
notification may be done through their legal representatives.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to indemnity, right to file a complaint with the National Privacy Commission

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:

Baker McKenzie | 549

☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

A data subject has a right to be informed of whether personal data pertaining to him or her
shall be, are being, or have been processed, including the existence of automated decisionmaking and profiling.
Likewise, the data subject has the right to object and to withhold consent in relation to
processing for direct marketing, automated processing or profiling.
If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
The following are the exceptions:

12.



The processing of personal information is necessary and is related to the fulfilment of a
contract with the data subject or in order to take steps at the request of the data subject
prior to the entering into a contract;



When necessary for compliance with a legal obligation to which the personal information
controller is subject; or



When the data subject provides his or her consent.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

It is mandatory for a PIC or PIP to designate an individual or individuals who shall function as
a Data Privacy Officer (“DPO”).
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
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☐ Yes

☒ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

Personal information processors are likewise required to implement the organizational,
physical, and technical security measures enumerated under Sections 25, 26, 27, 28 of the
Implementing Rules and Regulations (“IRR”) of the DPA for the confidentiality, integrity, and
availability of the personal information they process on behalf of personal information
controllers. Under Section 29 of the IRR, the NPC shall monitor compliance by the PICs and
PIPs with the required security measures.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

PICS and PIPs which have personal data processing systems operating in the country and
(a) has at least 250 employees; (b) involves accessing or requiring sensitive personal
information of at least one thousand (1,000) individuals, or (c) belong to any of the industries
or business sectors listed by the NPC (government agencies, financial institutions, medical
and educational institutions, business process outsourcing companies, etc.) as subject of the
registration requirement, are required to register their DPO with the NPC. The registration is
subject to the approval of the NPC.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

The Data Privacy Act does not define the word “third country”; rather, it uses the term “cross
border” in discussing the transfer of personal data to other countries.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions
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☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Encryption is legally required for government agencies. NPC Circular 16-01 requires that all
personal data that are digitally processed must be encrypted, whether at rest or in transit.
Although the circular pertains to government entities, the NPC has opined that its provisions
may also be used as guidance by the private sector.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” refers to a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored, or otherwise processed.
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The obligation to notify the NPC and affected data subjects of a personal data breach arises
if all of the conditions are met:


The personal data involves sensitive personal information or any other information that
may be used to enable identity fraud. For this purpose, “other information” shall include,
but not be limited to: data about the financial or economic situation of the data subject;
usernames, passwords and other login data; biometric data; copies of identification
documents, licenses or unique identifiers like Philhealth, SSS, GSIS, TIN number; or
other similar information, which may be made the basis of decisions concerning the data
subject, including the grant of rights or benefits.



There is reason to believe that the information may have been acquired by an
unauthorized person; and



The personal information controller or the NPC believes that the unauthorized acquisition
is likely to give rise to a real risk of serious harm to any affected data subject.

Controllers have to notify:
☒

data protection authorities



The PIC shall notify the NPC within seventy-two (72) hours upon knowledge of, or when
there is reasonable belief by the PIC or PIP that, a personal data breach requiring
notification has occurred.



Moreover, the PIC shall notify the NPC by submitting a report, whether written or
electronic, containing the required contents of notification. The report shall also include
the name of a designated representative of the PIC, and his or her contact details.

☒

individuals

The PIC shall notify the affected data subject within seventy-two (72) hours upon knowledge
of, or when there is reasonable belief by the PIC or PIP that, a personal data breach
requiring notification has occurred.
☐

other

Processors have to notify:
☒


controller
To facilitate the timely reporting of a personal data breach, the PIC shall use contractual
or other reasonable means to ensure that it is provided a report by the PIP upon the
knowledge of, or reasonable belief that a personal data breach has occurred.

☐

data protection authorities

☐

individuals

☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

Obligations of institutions supervised by Bangko Sentral ng Pilipinas (“BSIs”). The Bangko
Sentral ng Pilipinas has supervision over the operations of banks, and it exercises such
regulatory powers as provided in the New Central Bank Act and other pertinent laws over the
operations of finance companies and non-bank financial institutions performing quasibanking functions.
Details regarding the identified data security breach notification requirements
An information security incident or security breach refers to security events that have a
significant probability of compromising business operations and threatening the
confidentiality, integrity, or availability of a BSI’s information system(s).

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☐

☐

☐ No

email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent
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☐
☒

☐

☐

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

NPC Advisory Opinion No. 2017-035 states that the NPC is not requiring the submission of
Privacy Impact Assessments (“PIAs”) from PICs or PIPs. However, during the course of an
investigation or audit, the same may be required to be presented to the NPC by virtue of the
compliance or enforcement orders which may be issued.
☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)
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22.

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The NPC shall perform all acts as may be necessary to effectively implement the DPA, its
IRR, and its other issuances, and to enforce its Orders, Resolutions or Decisions, including
the imposition of administrative sanctions, fines, or penalties. This includes:
1. Issuing compliance or enforcement orders;
2. Awarding indemnity on matters affecting any personal data, or rights of data subjects;
3. Issuing cease and desist orders, or imposing a temporary or permanent ban on the
processing of personal data, upon finding that the processing will be detrimental to
national security or public interest, or if it is necessary to preserve and protect the rights
of data subjects;
4. Recommending to the Department of Justice (“DOJ”) the prosecution of crimes and
imposition of penalties specified in the Act;
5. Compelling or petitioning any entity, government agency, or instrumentality, to abide by
its orders or take action on a matter affecting data privacy;
6. Imposing administrative fines for violations of the DPA, its IRR, and other issuances of
the NPC.
☒

criminal penalties from regulators and law enforcement

The following are the criminal penalties:




Unauthorized Processing of Personal Information and Sensitive Personal Information


The unauthorized processing of personal information shall be penalized by
imprisonment ranging from one (1) year to three (3) years and a fine of not less than
five hundred thousand pesos (PHP 500,000) but not more than two million pesos
(PHP 2,000,000) shall be imposed on persons who process personal information
without the consent of the data subject, or without being authorized under the DPA
or any existing law.



The unauthorized processing of personal sensitive information shall be penalized by
imprisonment ranging from three (3) years to six (6) years and a fine of not less than
five hundred thousand pesos (PHP 500,000) but not more than four million pesos
(PHP 4,000,000) shall be imposed on persons who process personal information
without the consent of the data subject, or without being authorized under the DPA
or any existing law.

Accessing Personal Information and Sensitive Personal Information Due to Negligence


Accessing personal information due to negligence shall be penalized by
imprisonment ranging from one (1) year to three (3) years and a fine of not less than
five hundred thousand pesos (PHP 500,000) but not more than two million pesos
(PHP 2,000,000) shall be imposed on persons who, due to negligence, provided
access to personal information without being authorized under the DPA or any
existing law.



Accessing sensitive personal information due to negligence shall be penalized by
imprisonment ranging from three (3) years to six (6) years and a fine of not less than
five hundred thousand pesos (PHP 500,000) but not more than four million pesos
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(PHP 4,000,000) shall be imposed on persons who, due to negligence, provided
access to personal information without being authorized under the DPA or any
existing law.






Improper Disposal of Personal Information and Sensitive Personal Information


The improper disposal of personal information shall be penalized by imprisonment
ranging from six (6) months to two (2) years and a fine of not less than one hundred
thousand pesos (PHP 100,000) but not more than five hundred thousand pesos
(PHP 500,000) shall be imposed on persons who knowingly or negligently dispose,
discard or abandon the personal information of an individual in an area accessible to
the public or has otherwise placed the personal information of an individual in its
container for trash collection.



The improper disposal of sensitive personal information shall be penalized by
imprisonment ranging from one (1) year to three (3) years and a fine of not less than
one hundred thousand pesos (PHP 100,000) but not more than one million pesos
(PHP 1,000,000) shall be imposed on persons who knowingly or negligently dispose,
discard or abandon the personal information of an individual in an area accessible to
the public or has otherwise placed the personal information of an individual in its
container for trash collection.

Processing of Personal Information and Sensitive Personal Information for Unauthorized
Purposes


The processing of personal information for unauthorized purposes shall be penalized
by imprisonment ranging from one (1) year and six (6) months to five (5) years and a
fine of not less than five hundred thousand pesos (PHP 500,000) but not more than
one million pesos (PHP 1,000,000) shall be imposed on persons processing
personal information for purposes not authorized by the data subject, or otherwise
authorized under the DPA or under existing laws.



The processing of sensitive personal information for unauthorized purposes shall be
penalized by imprisonment ranging from two (2) years to seven (7) years and a fine
of not less than five hundred thousand pesos (PHP 500,000) but not more than Two
million pesos (PHP 2,000,000) shall be imposed on persons processing sensitive
personal information for purposes not authorized by the data subject, or otherwise
authorized under the DPA or under existing laws.

Unauthorized Access or Intentional Breach




Concealment of Security Breaches Involving Sensitive Personal Information




The penalty of imprisonment ranging from one (1) year to three (3) years and a fine
of not less than five hundred thousand pesos (PHP 500,000) but not more than two
million pesos (PHP 2,000,000) shall be imposed on persons who knowingly and
unlawfully, or violating data confidentiality and security data systems, breaks in any
way into any system where personal and sensitive personal information is stored.

The penalty of imprisonment of one (1) year and six (6) months to five (5) years and
a fine of not less than five hundred thousand pesos (PHP 500,000) but not more
than one million pesos (PHP 1,000,000) shall be imposed on persons who, after
having knowledge of a security breach and of the obligation to notify the NPC,
intentionally or by omission conceals the fact of such security breach.

Malicious Disclosure


Any personal information controller or personal information processor or any of its
officials, employees or agents, who, with malice or in bad faith, discloses
unwarranted or false information relative to any personal information or personal
sensitive information obtained by him or her, shall be subject to imprisonment
ranging from one (1) year and six (6) months to five (5) years and a fine of not less
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than five hundred thousand pesos (PHP 500,000) but not more than one million
pesos (PHP 1,000,000).




Unauthorized Disclosure


Any personal information controller or personal information processor or any of its
officials, employees or agents, who discloses to a third party personal information
not covered by the immediately preceding section without the consent of the data
subject, shall he subject to imprisonment ranging from one (1) year to three (3) years
and a fine of not less than five hundred thousand pesos (PHP 500,000) but not more
than one million pesos (PHP 1,000,000).



Any PIC or PIP or any of its officials, employees or agents, who discloses to a third
party sensitive personal information not covered by the immediately preceding
section without the consent of the data subject, shall be subject to imprisonment
ranging from three (3) years to five (5) years and a fine of not less than five hundred
thousand pesos (PHP 500,000) but not more than two million pesos (PHP
2,000,000).

Combination or Series of Acts


☒

Any combination or series of acts as defined in Sections 25 to 32 shall make the
person subject to imprisonment ranging from three (3) years to six (6) years and a
fine of not less than one million pesos (PHP 1,000,000) but not more than five million
pesos (PHP 5,000,000).
private remedies

The NPC, sua sponte, or persons who are the subject of a privacy violation or personal data
breach, or who are otherwise personally affected by a violation of the Data Privacy Act, may
file complaints for violations of the DPA. The person who is the subject of the privacy
violation or personal data breach, or his or her duly authorized representative may file the
complaint, Provided, that the circumstances of the authority must be established.
Any person who is not personally affected by the privacy violation or personal data breach
may: (a) request for an advisory opinion on matters affecting protection of personal data; or
(b) inform the NPC of the data protection concern, which may in its discretion, conduct
monitoring activities on the organization or take such further action as may be necessary.
☐

23.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☒

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, healthcare sector, legal services, banking, insurance.
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Act of 10 May 2018 on Personal Data Protection



Act of 14 December 2018 on the Protection of Personal Data Processed in Connection
with the Prevention and Combating of Crime

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017 the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear, whether and when the ePrivacy Regulation will
enter into force.
In February 2019, Sejm (Lower Chamber of the Polish Parliament) passed the Act of 21
February 2019 on amendments to certain laws in connection with the application of the
GDPR (“Aligning Act”).
By the end of March 2019, the Senate (Upper Chamber of the Polish Parliament) is expected
to vote on the bill. We expect that the wording of the bill will not be subject to significant
changes during the works in the Senate. Once passed by both chambers of the Parliament,
the President will need to sign the Aligning Act into law.
Is such a law/ regulation in the making?
☐ Yes
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☒ No

2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The data protection authority in Poland is the President of the Office for Personal Data
Protection.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
In late March 2019, the Polish data protection authority imposed its first financial penalty
amounting to EUR 220,000 (approx. PLN 943,000) on a data controller in Poland for failing
to comply with the provisions of the GDPR. The controller is a company that aggregates
personal data from publicly available registers for the purpose of providing companyverification services. The personal data in question was the data of sole traders. According to
the DPA, the controller failed to comply with its duties as specified in Article 14 para 1-3
GDPR, as it did not provide the data subjects with the information required when collecting
personal data from sources other than the data subjects. Apart from a financial fine, the DPA
also ordered the company to comply with the obligation to provide data subjects with the
information specified in Article 14 paras 1 and 2 GDPR within 3 months of the decision.
The Polish data protection authority has published limited guidance regarding GDPR, e.g.,
on the use of personal data in the employment context as well as on video monitoring. In
turn, the Ministry of Digitalization (MoD) has begun to publish its own sets of guidance,
however it is unclear whether the Polish DPA or the courts will follow the recommendations
of the MoD.
What enforcement priorities are anticipated for the near future?
The Polish data protection authority announced its priorities in terms of enforcement in 2019.
Those include in particular:

3.



collection of data related to employee recruitment and monitoring



telemarketing



profiling in banking and insurance sectors



data brokers - with respect to legal bases for data processing



healthcare service providers - with respect to maintaining patient’s medical records.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person;
an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:
o

the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

6.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject
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7.

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other
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8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
Currently, the Polish labor law restricts data categories which may be requested from the
candidate. The following categories of data can be requested from the employee: (i) first
name(s) and last name; (ii) names of parents; (iii) date of birth; (iv) place of residence
(address for correspondence); (v) education details, (vi) details of previous employment; (vii)
other personal data of the employee, as well as names and dates of birth of the employee’s
children, if the provision of such data is necessary due to the employee’s exercise of special
rights provided for in the labor law; and (viii) PESEL number (national identification number).
Other data may be processed only if there are specific provisions or if they are provided
voluntary and upon consent of the employee.
Pursuant to amendment to the Polish Labor Code, which is currently being passed through
the Parliament, the provision of certain categories of personal data by the job applicant or
employee to an employer will be obligatory. It means that the employer will be entitled to
process them for employment-related purposes without the employee’s or applicant’s
consent. Certain other categories of personal data may be collected only with the job
applicant’s or employee’s consent (except for data on criminal background, as per Article 10
of GDPR).
As regards sensitive personal data they may be processed by the employer only with the
employees’ or job applicant’s consent and only in case such data have been provided on
their own initiative. However, consent will not be required if there is a specific provision of the
law, which obliges an employer to process certain categories of personal data, such as
relating to employees with disabilities or work place accidents reporting.
Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Pursuant to recital 43 “consent should not provide a valid legal ground for the processing of
personal data in a specific case where there is a clear imbalance between the data subject
and the controller”, which could be the case in the employment relationship.
Currently, the position of the Polish data protection authority is unclear. While in the past, it
had discouraged the employers from seeking employees’ consent, in the recently published
guidance, it indicates that in certain situations the employers can rely on such consent.
Pursuant to amendment to the Polish Labor Code, which is currently being passed through
the Parliament, refusal to grant a consent or its withdrawal by a candidate or an employee
may not result in their unfavorable treatment or adverse consequences of any kind. In
particular, the denying of consent may not constitute a ground for refusal of employment or
termination of employment contract by employer.
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

16

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
☐

additional data security requirements apply

N/A
☐

other

N/A

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other
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e.g., right to claim damages or to request cease and desist, right to file a complaint to the
President of the Office for Personal Data Protection.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:


is necessary for entering into, or performance of, a contract between the data subject
and a data controller,



is authorized by Union or Member State law to which the controller is subject and which
the controller is subject and which also lays down suitable measures to safeguard the
data subject’s rights and freedoms and legitimate interests, or



is based on the data subject’s explicit consent.

Pursuant to the Aligning Act, which is currently being passed through Parliament, profiling
and automated decision making will be permissible in case of banks and insurance
companies, however, only upon fulfilment of additional conditions with respect to data
subject rights, such as ensuring that data subjects will be provided with appropriate
explanations, a right to contest such a decision, to obtain human intervention and to express
own point of view.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

568 | Baker McKenzie

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

Special law provisions stipulate certain situations when specific types of public entities are
obliged to appoint a DPO.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

There is no requirement for the controller to register with the authorities. However, there is a
requirement to notify the local data protection authority about designation of the Data
Protection Officer.

15.

Are there restrictions on the transfer of personal data to third countries?
☒ Yes

☐ No

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
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☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

There is no data localization requirement of a general character. Such requirements exist in
certain sectoral laws, e.g.:
a) the Gambling Act requires that certain data about online gambling services and games
are stored in Poland, EU or EFTA/EEA countries
b) according to provisions of Polish Telecommunications Law, an operator of a public
telecommunications network and a provider of publicly available telecommunications
services are obligated to retain and store certain types of telecommunications data in the
territory of the Poland, for a period of time specified by the laws.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure.
☐

other
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17.

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals
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☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
According to Telecommunications Law telecommunications undertakings shall notify the
President of the UKE (Office of Electronic Communications), without delay, of any breach of
network and service security or integrity (security or integrity incident) which significantly
affected the functioning of the networks or services, of the preventive and corrective
measures taken, and of any measures referred to in Articles 175 and 175c taken by the
undertaking. The President of the UKE shall notify the regulatory authorities in other Member
States and the European Network and Information Security Agency (ENISA) of network and
service security or integrity incidents, in a case where such incidents are considered
significant. The President of the UKE shall publish the information referred to in paragraph 1
on the UKE website, or shall impose, by decision, an obligation on the telecommunications
undertaking concerned to publish that information, specifying the manner of its publication, if
the President of the UKE considers it to be in the general public interest.
Possible cash penalties for non-compliance with the Telecommunications Law may amount
to up to 3% of the revenue generated by the entity concerned in the previous calendar year.
The decision on the imposition of a financial penalty is not declared immediately enforceable.
Additionally, the Act on the National Cybersecurity System (implementing the NIS Directive)
provides additional rules regarding information duties related to incidents related to
cybersecurity, for certain categories of entities (key service operators and digital service
provider).
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19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

There are specific laws that regulate the deployment of cookies. The Telecommunications
Law provides for specific rules regarding the use and collection of data by means of the
deployment of cookies. Additionally, the use of cookies must comply with data privacy laws.
Under the GDPR “online identifiers” have been explicitly recognized as personal data. Some
types of cookies are likely to identify an individual, thus they may be considered personal
data under the GDPR.
Consent of data subjects must be obtained before cookies can be used. Consent may be
expressed through appropriate settings of the online browser. After the Aligning Act comes
into force, the user’s consent will have to comply with the GDPR requirements regarding
data processing consent.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent
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21.

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Polish data protection authority issued a blacklist (available in Polish here).

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

up to EUR 20 million or 4% of the total worldwide annual turnover of the preceding financial
year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Pursuant to Articles 107 and 108 of the Polish Personal Data Protection Act, certain data
protection infringements are considered criminal offences:


whoever processes personal data, despite such processing being disallowed or despite
not having the authorization to process the same, shall be liable to a fine (up to EUR
250.000,00), penalty of restriction of liberty of up to 2 years;



whoever processes personal data referred to in article 9 of the GDPR (sensitive data)
shall be liable to a fine (up to EUR 250,000,00), penalty of restriction or limitation of
liberty or imprisonment up to 3 years;



whoever obstructs or prevents the performing of control acts by an inspector shall be
liable to a fine (up to EUR 250,000,00), penalty of restriction of liberty or imprisonment
up to 2 years.
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☒

private remedies

Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages

Certain non-governmental organizations are entitled to initiate and/or participate in
proceedings before the data protection authority, however only upon data subject’s consent
and on data subject’s behalf.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Portugal
18 March 2019
Ricardo Henriques
Lisbon
Tel: +351 21 723 18 00
ricardo.henriques@abreuadvogados.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, public healthcare sector
☒ constitutional
What are the key data privacy and security laws and regulations?



EU General Data Protection Regulation



Personal Data Protection and Telecommunication Privacy Act



Portuguese Data Protection Act (Law no. 67/98) which transposed the Data Protection
Directive 95/46/EC into law



incoming Portuguese law that will implement the GDPR and replace the Portuguese
Data Protection Act



Regulation no. 798/2018 that foresees a list of personal data processing activities that
must be subject to a Data Protection Impact Assessment (“DPIA”)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 14 March 2019, the national draft law that will implement the GDPR was discussed in the
Portuguese Parliament. We foresee that in the beginning of April such law will be published
and enter into force.
On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes
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☒ No

2.

Is there a data privacy and security regulator in the jurisdiction?
☐ No

☒ Yes

The Portuguese Data Protection Authority is the “CNPD – Comissão Nacional de Protecção
de Dados“.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
There is notice that the Portuguese Data Protection Authority imposed a fine of EUR 400,000
on a hospital for three violations of the GDPR:



violation of the processing basic principles



violation of the integrity and confidentiality of personal data



failure to implement technical and organizational measures to ensure a level of security
adequate to the risk of the processing.

There are also reports about the application of other fines of a lower amount.
The Portuguese Data Protection Authority approved Regulation no. 798/2018, pursuant to
Articles 35, no. 4 and 57, no. 1, k) of the General Data Protection Regulation (“GDPR”), that
provides a list of personal data processing activities that must be subject to a DPIA.
What enforcement priorities are anticipated for the near future?
We expect that, as soon as the national draft law that will implement the GDPR enters into
force, the Portuguese Data Protection Authority will start to carry out random audits to check
compliance with data protection law on a more frequent basis. We expect these audits to be
carried out in particular, if triggered by individual complaints.
We also expect an increase in claims having a data protection law and consumer protection
law angle. We also anticipate that damage claims for non-material damages may increase.

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data means any information relating to an identified or identifiable natural person;
an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions
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☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned
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6.

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No
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If yes, what are the requirements?
Yes. In principle, consent can validly be obtained in the employment context, however care
should be taken to ensure consent is valid, and particularly freely given.
Pursuant to recital 43 GDPR, “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship. We
expect that the incoming national law implementing the GDPR will contain a provision on
consent in the employment context.
It should also be noted that the Portuguese Data Protection Authority has in the past issued
Guidelines which suggest that employee consent may not constitute a valid legal basis for
data processing in the employment context. These Guidelines are not enforceable as law but
there is a risk that the Data Protection Authority initiates administrative proceedings for noncompliance with the Guidelines.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

16

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
☐

additional data security requirements apply

N/A
☐

other

N/A
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10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to claim damages or to request a cease and desist order

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:



is necessary for entering into, or performance of, a contract between the data subject
and a data controller,



is authorized by Union or Member State law to which the controller is subject and which
the controller is subject and which also lays down suitable measures to safeguard the
data subject’s rights and freedoms and legitimate interests, or



is based on the data subject’s explicit consent.
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
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14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

Ad-hoc contracts approved by the data protection authority
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

The Law on the retention of data generated or processed in connection with the provision of
publicly available electronic communications services or of public communications networks
contain data localization requirements.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes
☒

☐ No
appropriate technical, physical and/or organizational security controls
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☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organizational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☒

other

Pseudonymization, adherence to an approved code of conduct (article 40 GDPR) or to an
approved certification mechanisms (article 42).

17.

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



In case of a personal data breach, unless the personal data is unlikely to result in a risk
to the rights and freedoms of natural persons.



Without undue delay and, where feasible, not later than 72 hours after having become
aware of it.

☒

individuals



Without undue delay



If a personal data breach is likely to result in a high risk to the rights and freedoms of
natural personal, unless any of the following conditions are met:

☒



the controller has implemented appropriate technical and organizational protection
measure, and those measures were applied to the personal data affected by the
personal data breach, in particular those that render the personal data unintelligible to
any person who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒



controller
In case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects
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Without undue delay after becoming aware of it

☐

data protection authorities

N/A
☐

individuals

N/A
☐

others

N/A

18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
Pursuant to article 3-A of the Personal Data Protection and Telecommunication Privacy Act,
providers of publicly available electronic communications services shall, without undue delay,
notify the personal data breach to the Data Protection Authority. Where the personal data
breach referred to above is likely to adversely affect the personal data of the subscriber or
user, providers of publicly available electronic communications services shall also notify the
subscriber or user of the breach, without undue delay, in order to allow them to take the
necessary precautions. Please note that the Personal Data Protection and
Telecommunication Privacy Act defines personal data breach as an event that adversely
affects the personal data or the privacy of the subscriber or user, where it could result in, for
example, identity theft or fraud, physical harm, significant humiliation or damage to reputation
in connection with the provision and use of publicly available communications services.
According to paragraph 2 of article 2 of Regulation (EU) 611/2013, the authorities have to be
informed within 24 hours after detection of the violation.
In addition, if the provider has not already notified the subscriber or user of the personal data
breach, the Data Protection Authority may require it to do so, having considered the likely
adverse effects of the breach. Potential penalties for non-compliance with the breach notice
requirement amount to up to EUR 5 million. Ancillary fines may also apply.
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On the other hand, Law no. 46/2018, 13 August, which establishes the Cyberspace Security
Legal Framework, imposes the obligation to notify to CNCS (“National Cybersecurity Centre”)
certain incidents with a relevant impact on the networks and information systems of the
public administration entities, critical infrastructure operators, operators of essential services
and digital service providers. Potential penalties for non-compliance with the breach notice
requirement amount to up to EUR 9,000.
Pursuant to this Law, incident is defined as an event with adverse real effects over network
and information systems security.
Finally, the Portuguese Electronic Communication Law requires public communications
networks or publicly available electronic communications services to notify the National
Regulatory Authority (“ANACOM”) of a breach of security or loss of integrity with a significant
impact on the operation of networks or services. It is incumbent to ANACOM to approve
measures defining the circumstances, format and procedures applicable to notification
requirements concerning breach of security or loss of integrity of networks. Non-compliance
with the notification obligation may constitute a very serious offence, punishable with a fine
up to EUR 5 million.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ No

☒ Yes

The use of tracking and profiling cookies and other online tracking technologies requires prior
consent pursuant to Art. 6 lit. a GDPR and to the Personal Data Protection and
Telecommunication Privacy Act.
In this regard, the storing of information or the gaining of access to information already stored
in the terminal equipment of a subscriber or user shall only be allowed on condition that the
subscriber or user concerned has given his or her consent, having been provided with clear
and comprehensive information, inter alia, about the purposes of the processing.
The foregoing shall not prevent any technical storage or access considered strictly necessary
in order for the provider of an information society service to provide a service explicitly
requested by the subscriber or user.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent
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☐
☒

☒

☒

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Portuguese Data Protection Authority approved the Regulation no. 798/2018 on the list
of processing of personal data subject to DPIA.
The list of processing activities set forth in the Regulation is a non-exhaustive and dynamic
list to be updated whenever deemed necessary. At the time of writing, the Portuguese Data
Protection Authority determines that the following processing activities are subject to a DPIA:
1. Processing of information arising from the use of electronic devices transmitting personal
health data through communication networks.
2. Merging or combining special categories of personal data or personal data relating to
criminal convictions and offences or data of a highly personal nature.
3. Processing of special categories of personal data or personal data relating to criminal
convictions or offences or of data of a highly personal nature if the data was collected
from sources other than the data subject and it is not possible to ensure the right to
information under item b) of paragraph 5 of article 14 of GDPR.
4. Processing of personal data which involves or consists of large-scale profiling.
5. Processing of personal data which allows to track the location or behavior of data
subjects (e.g., employees, customers or passers-by) with the purposes of their
assessment or classification, except when the data processing are indispensable for the
provision of services specifically required by them.
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6. Processing of special categories of personal data or personal data relating to criminal
convictions or offences or of data of a highly personal nature for archiving or public
interest purposes, scientific and historical studies or statistical purposes, except where
the processing is regulated by law providing adequate safeguards to the data subjects
rights.
7. Processing of biometric data for unambiguous identification of the data subjects
considered as vulnerable individuals, except for processing activities established and
regulated by law in relation to which the Portuguese Data Protection Authority has
conducted a DPIA.
8. Processing of genetic data of vulnerable individuals, except for processing activities
established and regulated by law in relation to which the Portuguese Data Protection
Authority has conducted a DPIA.
9. Processing of special categories of personal data or personal data relating to criminal
convictions or offences or of data of a highly personal nature using new technologies or
using existing technologies in new ways.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

They may amount to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Pursuant to Sec. III of the Portuguese Data Protection Act, the following data protection
infringements are considered criminal offences:



Non-compliance with obligations relating to processing for secondary purposes or
combining of data sets – the infringer may be punished with imprisonment of up to one
year or a fine of up to 120 days.



Undue access – the infringer shall be liable to up to one year imprisonment or a fine up
to 120 days. In certain circumstances, the penalty may be increased up to double the
amount.
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Invalidation or destruction of personal data – the infringer shall be liable to up to two
years’ imprisonment or a fine up to 240 days. The penalty shall be increased (up to
double the amount) if the damage caused is particularly serious.



Violation of the duty of secrecy – the infringer shall be liable to up to two years’
imprisonment or a fine of up to 240 days. In certain circumstances, the penalty shall be
increased by a maximum of 50%.

☒

private remedies

Individuals may, for example,



file complaints with the data protection authorities



claim damages for material or non-material damages

Certain organizations (e.g., consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

Baker McKenzie | 591

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Russia
26 March 2019
Ed Bekeschenko
Moscow
Tel: +74957872717
ed.bekeschenko@bakermckenzie.com
Vadim Perevalov
Moscow
Tel: +74957873184
vadim.perevalov@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., financial institutions, governmental bodies
☒ constitutional
What are the key data privacy and security laws and regulations?


Federal Law No. 152-FZ of 27 July 2006, on Personal Data, available here.



Federal Law No. 149-FZ of 27 July 2006, on Information, Information Technology and
Data Protection, available here.

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 October 2018, the Russian Federation signed the Protocol amending the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS
No. 108) and currently plans a reform of the existing personal data laws to meet the new
requirements. Since Russia has not ratified the above Protocol yet, it is unclear whether and
when the relevant amendments will actually be introduced.
There is also a number of less significant potential amendments that are currently in different
legislative stages and may be enacted within the next 12 months.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Russia has one regulator and one supervising body in the area of data privacy. It also has
two different regulators in the area of information security:


Roskomnadzor - the Federal Service for Supervision of Communications, Information
Technology and Mass Media - acts as the supervising body in the area of data privacy. It
does not have regulatory powers in this area.



The Ministry of Digital Development, Communications and Mass Media acts as the
regulator in the area of data privacy.
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The Federal Security Service acts as the regulator in the area of information security,
where it involves encryption.



The Federal Service for Technical and Export Control acts as the regulator in the area of
information security, where it does not involve encryption.

How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
In 2018, Roskomnadzor conducted personal data audits of local subsidiaries of a number of
multinational companies. In early 2019, Roskomnadzor initiated administrative proceedings
against two foreign social media company for an alleged failure to report on their compliance
with the requirement to use Russian databases to collect personal data of Russian citizens.
Review of compliance with personal data localization requirements also remains one of the
top items on its agenda.
Roskomnadzor has also recently started to actively monitor internet websites and mobile
apps for signs of potential violations of personal data laws, including lack of privacy policies,
mandatory consents for personal data processing, failure to locally record personal data, etc.

What enforcement priorities are anticipated for the near future?
Roskomnadzor scheduled personal data audits of a number of subsidiaries of multinational
companies for 2019.
Roskomnadzor will probably continue to actively monitor internet websites and mobile apps
for signs of potential violations of personal data laws, including lack of privacy policies,
mandatory consents for personal data processing, failure to locally record personal data, etc.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to directly or indirectly identified or
identifiable natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person
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☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

Pursuant to Art. 10 para. 3 Federal law on Personal Data, information on criminal convictions
is regarded as a special category of personal data.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The relevant Russian laws do not specify the territory covered by them. The laws apply to
protect personal data and the rights of personal data subjects, irrespective of the location of
the data controllers.
The regulator – the Ministry of Digital Development, Communications and Mass Media –
currently opines that the Russian laws apply to any personal data processing that physically
takes place on the Russian territory, or with respect to online processing if it involves and
targets individuals located in Russia (see here).
The regulator has stated that all online activities that target the territory of the Russian
Federation fall within the provisions of the respective regulation. The “targeting” test is
fulfilled when (i) the domain name is connected with Russia or its regions
(.ru, .рф., .su, .москва., .moscow and etc.), or (ii) if a Russian version of a website exists, it
must comply with a number of additional conditions, such as: (a) the website denominates
prices in Russian rubles, (b) the performance of the contract, concluded via such website,
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takes place on the territory of Russia, (c) the website is advertised in the Russian language,
and (d) other evidence that the website’s business strategy includes the Russian market.
The supervising authority, Roskomnadzor, also expressed a similar position in its nonbinding commentary (available in Russian here).

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☐

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Please see article 6 of the Federal law on Personal Data regarding legal grounds for data
processing.
Data processing is also permitted without a data subject’s consent when:

7.



such processing is conducted when the data subject is party to legal proceedings



such processing is necessary for the execution of a legal judgment



such processing is conducted for journalistic purposes and/or lawful activity of mass
media or for scientific, literature or other creative activity, provided that such activities do
not violate rights and interests of the personal data subject



such processing is conducted for the purposes of state functions regarding the provision
of services to individuals



such processing is conducted for statistic or other research purposes, provided the data
is pseudonymized



such processing concerns personal data that the data subject made available to an
unlimited number of third parties



such processing concerns personal data that is subject to publication or compulsory
disclosure under federal legislation

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law
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☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

The processing of special categories of personal data is permitted pursuant to Art. 10 para. 2
Federal law on Personal Data, if the processing:


is necessary for social security and social protection of orphan children



is necessary for the purposes of preventive medicine, for medical diagnosis, the
provision of health or social care or treatment or the management of health or social care
systems and services if these data are processed by health professionals or other
persons subject to the obligation of professional secrecy or under their supervision



is conducted under legislation on citizenship



is necessary to prevent threats to state or public security or to prosecute criminal
offenses



is necessary for the interests of justice



is necessary for compulsory insurance

A special mechanism is prescribed for the processing of information on criminal convictions
that may be conducted only by government institutions within the scope of their functions and
by other persons when such processing is authorized by federal legislation.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
The general rule is that employee personal data may be processed for the performance of
the employment agreement or for the purposes established by federal laws in accordance
with applicable legislation.
According to the Labor Code of the Russian Federation, there is a number of cases when
written consent is mandatory, e.g.: (i) to transfer employee personal data to a third party,
unless an exception applies, (ii) when personal data may be obtained exclusively from the
third party, (iii) when data on employee relates to special categories of personal data, (iv)
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when personal data relates to the employee membership in trade unions or other nongovernmental organizations.
However, there are instances when employee consent is not required, e.g., to carry out an
employment contract or administer an employment relationship.
Can consent be validly obtained in the employment context?
☐ No

☐ Yes

If yes, what are the requirements?
In Russian law, there are doubts as to whether consent given in the context of an
employment relationship can be considered valid given that the employee may feel forced to
consent due to the subordinate nature of their relationship with their employer. However, we
are not aware of any notable cases where an employee’s consent was invalidated on these
grounds.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of
In what circumstances, do these special requirements apply:

14 (but for those between 14 and
18 the issue is unclear, so
parental advice is advisable)

☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other
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10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to claim damages or to request a cease and desist order or to request the courts to
authorize website blocking

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
Pursuant to Art. 16 para. 2 Federal law on Personal Data, the data controller must obtain a
written consent from the data subject for decision-making based solely on automated
processing.
Additionally, the data controller must give explanations to the data subject relating to the
order of decision-making based solely on automated processing.
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

It is mandatory to appoint a DPO for all controllers that are subject to Russian personal data
laws.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

Russian law does not clearly distinguish between data controllers and data processors.
According to the position of the Russian data protection authority, Roskomnadzor, data
processors are merely a subcategory of “operators of personal data”, which have essentially
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the same duties as data processors with several minor exceptions (e.g., data processors are
not responsible for collecting consent from personal data subjects).

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Before a data controller commences processing personal data, it must file a notice on its
intention to process personal data with the data protection authority, Roskomnadzor.
The notice may be submitted online (in which case it must be signed with a qualified
advanced electronic signature) or by regular mail.
The notice must contain the details of the data controller, categories of data and data
subjects, time period of data processing, legal grounds, purpose and methods of the data
processing, and security measures applied. A person responsible for data processing must
be appointed by the data controller and notified to the competent authority. The information
about the data controllers and the data processed by them must be publicly available.
There are certain exceptions from the notification requirement. For instance, no notification is
necessary when the processing (i) relates only to names, patronymics and surnames, (ii) is
carried out solely for the purpose of executing a contract with the data subject, provided the
data is not disclosed to third parties, (iii) is carried out under labor legislation, (iv) relates to
personal data that the data subject made available, (v) is necessary for one-off admission of
data subject to the territory of the data controller, and (vi) is not conducted by automated
means.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any foreign country is deemed a third country, but the exceptions only apply to countries that
are not deemed to ensure adequate protection of personal data subject rights.
Only the following countries are deemed to ensure adequate protection of personal data
subject rights: (i) parties to the Council of Europe Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data, and (ii) countries that are in a special
list approved by Roskomnadzor from time to time.
☐

a)

transfers of personal data to third countries are permissible only if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions
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Transfers to countries that are not deemed to ensure adequate protection of personal data
subject rights are permissible only on the following grounds: (i) consent has been obtained
from data subject, (ii) the transfer is necessary to execute international treaties of the
Russian Federation, (iii) the transfer is prescribed by federal legislation, (iv) processing is
necessary for the performance of a contract to which the data subject is party, and (v)
processing is necessary in order to protect the vital interests of the data subject or of another
natural person, if it is impossible to obtain consent from data subject.
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

As of 1 September 2015, data controllers collecting personal data must ensure that the
recording, systematizing, accumulating, storage, verification (including updating and
modifying) and retrieval of personal data of citizens of the Russian Federation is carried out
using databases located on the territory of the Russian Federation.
The requirement is very general and applies both to local and foreign data controllers
collecting Russian citizens’ data. This requirement is subject to several narrowly defined
exceptions.
For example, an exception applies if processing personal data is necessary in order to
execute an international treaty of the Russian Federation in accordance with Russian
legislation. On these grounds, the booking of airline tickets by airlines was previously
considered to be exempt from localization.
While the language of the requirements is still unclear, the regulator has published a nonbinding opinion that duplication/mirror databases can be located outside Russia, provided the
original (or “master”) databases are located in the Russian Federation and all other
conditions for cross-border transfer of personal data are met (e.g., the consent of all data
subjects has been obtained, there is a data transfer agreement with the receiving party
setting out the scope and purposes of transfer, etc.).
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

As a general rule, encryption is not mandatory, unless this is the only way to eliminate an
actual threat to the security of personal data.
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☒

other

Russian state executive bodies have issued a number of bylaws and regulations that
concern personal data security issues:

17.

(i)

Government Regulation No. 1119 of 01/11/2012 established general
requirements for automated processing of personal data in information systems.

(ii)

Government Regulation No. 687 of 15/09/2008 implemented security
requirements for storage of personal data processed without automated means.

(iii)

Federal Service for Technical and Export Control issued Order No. 21 dated 18
February 2013 that established more detailed requirements for the use of
security measures, except for encryption tools.

(iv)

Federal Security Service issued Order No. 378 dated 10 July 2014 that
established more detailed requirements for the use of encryption-based security
measures.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

As a general rule, obligations to notify personal data security breaches exist only where data
breaches are revealed based on complaints of personal data subjects or the data protection
authority.
Controllers have to notify:
☒


☒

data protection authorities
The personal data controller must notify the Roskomnadzor (if the allegation that the
data is processed illegally was made by the Roskomnadzor) of either the elimination of
the breach or the destruction of personal data. There is no express timing for notification.
individuals

The personal data controller must notify the data subject or his or her representative of either
the elimination of the breach or the destruction of personal data. There is no express timing
for notification.
☐

other

Processors have to notify:
Under Russian law and the position of Roskomnadzor data processors are merely a
subcategory of “operators of personal data”, which have essentially the same duties under
Russian personal data laws.
☐

controller
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☒

data protection authorities

The processor must notify the Roskomnadzor (if the allegation that the data is processed
illegally was made by the Roskomnadzor) of either the elimination of the breach or the
destruction of personal data. There is no express timing for notification.
☒

individuals

The processor must notify the data subject or his or her representative of either the
elimination of the breach or the destruction of personal data. There is no express timing for
notification.
☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☒

providers of critical infrastructure

☒

other

According to Central Bank of Russia requirements, banks are recommended to inform the
Central Bank of any incidents associated with biometric data protection violations within one
working day after becoming aware of such incident.
Details regarding the identified data security breach notification requirements
An additional mechanism for data security breaches is provided by the special legislation,
Federal Law on Safety of Critical Information Infrastructure (the “CII Law”). The CII Law is
aimed at regulating the subjects of critical information infrastructure, which are currently
defined very broadly and include Russian companies that own/lease/legally possess
information systems, information and telecommunications networks, automated management
systems operating in the spheres of health protection, science, transport, communications,
energy industry, banking and other financial market spheres, spheres of fuel and energy
complex, nuclear power, defense, rocket and space, extractive, metallurgical and chemical
industries, as well as Russian companies that provide for the interaction of the systems and
networks.
A “computer incident” under CII Law means a breach and/or a termination of an operation of
a critical information infrastructure object or that of a telecommunications network used for
the establishment of such objects’ interaction and/or a breach of safety of information
processed by such object (including the above occurrence as a result of a computer attack).
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The CII Law obliges all subjects of critical information infrastructure to notify the competent
authority for IT infrastructure security (in case the subject operates in banking/financial
market spheres, the Russian Central Bank) of computer incidents that occur with respect to
their critical information infrastructure.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

There are no laws or other rules that directly regulate the use and deployment of cookies in
Russia. However, according to the recent statements of the regulator and limited court
practice cookies and IP addresses qualify as personal data and cannot be lawfully collected
and processed without the user’s consent.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent
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☐

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The law provides that a personal data operator must assess potential harm to the data
subject in case of potential violation of the Federal Law on Personal Data and compare such
potential harm with the measures it takes to fulfil its obligations under the Federal Law on
Personal Data. There are no additional DPIA requirements and no specific guidance from the
data protection authority in this respect.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Since July 2017, Roskomnadzor has the power to impose fines of up to RUB 75,000 (approx.
USD 1,200) for different types of violations of Russian personal data laws. There are different
sanctions for different violations and a personal data audit may potentially result in a number
of different fines for different types of violations. However, while there could be several fines,
they are not likely to be multiplied by the amount of the affected data subjects. A company’s
directors and officers responsible for a violation may also be subject to minor administrative
fines.
☒

criminal penalties from regulators and law enforcement

In a few cases, breach of the Russian privacy laws can constitute a criminal offense, such as
(i) if information containing an individual’s private or family secret is illegally collected or is
disseminated in mass media or in public speeches, (ii) in case of illegitimate electronic
access to personal data resulting in its copying, modification, blocking or removal, or (iii) in
case of illegitimate exploitation of personal data for the purposes of legal entities
establishment.
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Companies cannot be held criminally liable in Russia, but a company’s responsible directors
or officers may potentially be held criminally liable for the company’s offense.


☒

Potential sanctions for the above criminal offenses vary from minimal criminal fines to
criminal imprisonment of up to seven years with or without criminal disqualification for up
to five years.
private remedies

Russian personal data laws also give individuals a right to compensation for moral damage
(the local equivalent for “pain and suffering”) caused by a breach. Individuals are also able to
obtain a court order for rectification, blocking, erasure or destruction of inaccurate data and
similar remedies or blocking of the relevant website.
☒

other

Sometimes, Roskomnadzor or a prosecutor’s office will proceed with applying to courts to
block non-compliant websites instead of using administrative remedies.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☒

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☒

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Saudi Arabia
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Tel: +97144230070
zahi.younes@bakermckenzie.com
Christiana O’Connell-Schizas
Riyadh
Tel: +966112658956
christiana.o’connell-schizas@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☐ omnibus – all personal data
☒ sector-specific
There are no data privacy specific regulations in Saudi Arabia that prescribe or control the
collection, storage or transfer of personal data. However, there are certain rights of privacy
under various laws which provide for privacy in certain aspects including but not limited to, an
individual’s financial and personal information, and the privacy and confidentiality of
telephone calls and information transmitted or received through public telecommunications
networks, unless otherwise provided for by statute or royal decree.
☐ constitutional
What are the key data privacy and security laws and regulations?


Islamic Law (Shari’ah)



Law of Civil Affairs



Banking Control Law



Banking Consumer Protection Principles



Regulations for Consumer Credit



Insurance Market Code of Conduct Regulation



Insurance Intermediaries Regulation



Telecommunications Law and Regulations



Cloud Computing Regulatory Framework



Anti-Cyber Crime Law

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

Draft data privacy and freedom of information laws are under consideration. It is unclear
precisely if and when they will come into effect.

2.

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes


☒ No

There is no data privacy and security regulator in the Kingdom. There are various
regulators that regulate some aspects of the data privacy and security including the
Cybersecurity Authority which regulates the security over the cyberspace, the
Communications and Information Commission (“CITC”) which regulates the telecom and
Information Technology sector (including the Cloud Computing sector); the Saudi
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Arabian Monetary Authority (“SAMA”) which regulates the Banking Control Law and
Banking Consumer Protection Principles.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The CITC recently issued an amended version of the Cloud Computing Regulatory
Framework, which regulates the activities of Cloud Service Providers who provide cloudcomputing activities to customers in the Kingdom.
The Cybersecurity Authority is currently in the process of preparing laws and regulations that
govern data privacy.
What enforcement priorities are anticipated for the near future?
We expect the Cloud Computing sector and Cloud Computing service providers to be
regulated by the CITC in light of the entry into force of the new Cloud Computing Regulatory
Framework.

3.

What are key definitions in the data privacy and security laws?
Personal data
There is no specific data privacy and securities law. Nonetheless, the laws mentioned in
Question 1 are the main sources of law that regulate certain aspects of privacy in different
sectors in Saudi Arabia.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☒

government identity card or number information

☒

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

There is no specific data privacy and securities law.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

The Cloud Computing Regulatory Framework has an extraterritorial reach. Offshore Cloud
Service Providers (“CSP”) providing cloud services to clients in the Kingdom might be caught
by some provisions of the Framework including security requirements, depending on the type
of information they deal with.

5.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☐

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☐

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available
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☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

There is no specific data privacy and securities law that regulate the information contained in
a privacy notice to data subjects.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ Yes

☒ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

There is no specific data privacy and securities law in Saudi Arabia that prescribe or control
the collection, storage or transfer of personal data.
Certain regulations require the consent of or a notification to the data subject prior to
collecting or processing personal data.
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

There is no specific data privacy and securities law in Saudi Arabia that regulate the bases
for processing sensitive information.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:


An employer may be liable for disclosing information to the public that would damage an
employee’s reputation. However, the collection and process of personal data for
legitimate employment purposes and retained in confidence would not ordinarily be
actionable.

Can consent be validly obtained in the employment context?
☒ Yes

☐ No
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If yes, what are the requirements?
There are no requirements to validly obtain consent in the employment context, although it
would be recommended to do so. This would have to be expressly provided for in the
employment contract.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of

18.

In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

There is no specific data privacy law in Saudi Arabia that address the collection of personal
data from minors.
What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

The Saudi courts view 18 year olds as no longer requiring a guardian and as such should be
the minimum age for a data subject. Mental soundness of the data subject is also vital to any
consideration of the validity of the consent given (although this may not be as easy to prove
as the age requirement).
☐

additional data security requirements apply

N/A
☐

other

N/A
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10.

Do data subjects have specific privacy rights that must be operationalized?
☐ Yes

☒ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☐

right to access the data subject’s own personal data

☐

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

There is no specific data privacy and securities law in Saudi Arabia that prescribes specific
rights that must be operationalized.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

There is no specific data privacy and securities law in Saudi Arabia that restricts or requires
creating profiles of data subjects or utilizing automated decision making for decisions related
to data subjects.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:
N/A
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

N/A
☐

other

N/A
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

☒ No

The Cloud Computing Regulatory Framework prescribes certain security requirements on
Cloud Service Providers dealing with sensitive data.
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14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Cloud Service Providers who won or control Cloud Infrastructure in the Kingdom are subject
to registration with the CITC.

15.

Are there restrictions on the transfer of personal data to third countries?
☒ Yes

☐ No

The Cloud Computing Regulatory Framework restrict the transfer of sensitive data classified
as Level 3 or Level 4 data outside the Kingdom.
The Saudi Labor Law prescribes that employee records be kept at the workplace, whether in
hard or soft copy.
Civil registers may not be removed from Civil Affairs Departments and offices.
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ Yes

☒ No
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☐

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other

Shariah
Under Shariah, there is no specific data protection regime. However, the wrongful disclosure
of a person’s private information by a person to whom it has been entrusted for a specific
purpose, may, in proper circumstances, create a cause of action for damages: for example, in
a case where the information is of an extremely sensitive nature and potentially slanderous, or
where its negligent disclosure or loss, perhaps through inadequate data security measures,
would cause direct damages to an individual.
See example above where an employer may be liable for disclosing information to the public
that would damage an employee’s reputation.
Cloud Computing Regulatory Framework
The Cloud Computing Regulatory Framework prescribes certain requirements on Cloud
Service Providers dealing with sensitive information.
Law of Civil Affairs
This law provides that civil registers contents (including all personal data therein such as a
person’s name, date of birth, identity number, and that person’s picture) are considered
confidential; and it shall not be permissible to move such registers out of the Civil Affairs
Departments and offices whatsoever the case; except if required otherwise by a judicial
authority or an official investigation authority.
Telecommunications Regulations
The Telecommunications Regulations generally prohibit the disclosure of a customer’s
personal information without his/her consent. In particular, Article 58 requires a service
provider to operate its telecommunications facilities and telecommunications network with due
regard for the privacy of its users, except as permitted or required by law, or with the consent
of the person to whom the personal information relates. A service provider shall not collect,
use, maintain or disclose user information or user communications for any purpose.
Anti-Cyber Crime Law
The unauthorized access to personal data is defined by the law as the deliberate, unauthorized
access by any person to computers, websites, information systems, or computer networks.
The law provides a variety of sanctions and penalties for wrongfully accessing or disclosing
personal data. The sanctions of violating personal data depend on the severity of the violation.
Regulations for Consumer Credit
Personal data obtained from consumers, guarantors or any other person in connection with
the execution and management of agreements must be kept confidential. Such consumer data
may be processed only for the purpose of assessing the financial situation of the borrowers or
guarantors and their ability to repay the agreed credit.
The Saudi Credit Bureau operates a central database for the purpose of registration and
maintenance of credit information of consumers and guarantors. Personal data received may
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be processed only for the purpose of assessing the financial situation of the consumer and the
guarantor and their ability to repay.
Banking Consumer Protection Principles
The sixth principal is the Principle of Protection of Privacy, which means that the consumers’
financial and personal information should be protected through appropriate control and
protection mechanisms. These mechanisms should define the purposes for which the data
may be collected, processed, held, used and disclosed (especially to third parties).
The Principles states an obligation and responsibility on banks to protect consumer data and
maintain the confidentiality of the data, including when it is held by a third party. Banks are
required to provide a safe and confidential environment in all of its delivery channels to ensure
the confidentiality and privacy of consumer data, and to have sufficient procedures, system
controls and checks and employee awareness to protect consumer information and to identify
and resolve any causes of information security breaches. Also, a bank has to ensure that the
personal information of consumers can be accessed and used by authorized employees only.
This is to ensure that access to consumer’s financial and/or personal information is for
authorized employees only, whether on the job or after they have ceased working with the
bank.
Insurance Market Code of Conduct Regulation
Insurance companies must, at all times, ensure that customer personal data is protected. This
means that the data must be obtained and used only for specified and lawful purposes, kept
by the insurance company in Saudi Arabia, provided to the customer upon his/her written
request and not disclosed to any third party without the prior authorization of SAMA. When
dealing with third parties, insurance companies must set up data confidentiality agreements
before initiating a business relationship.
The regulations also protect information collected through a website, as insurance companies
must ensure the confidentiality of all information collected through its website and not disclose
such information to any party without the written approval of SAMA. Furthermore, it is the
responsibility of the insurance company to establish appropriate procedures and controls to
secure the confidentiality of information.
Insurance Intermediaries Regulation
Intermediaries shall ensure that clients data and confidential documents are stored safely with
restricted access. Intermediaries are also required to treat all data and information acquired
about the insurance company and clients with utmost confidentiality, and take appropriate
measures to maintain the secrecy of confidential documents in their possession. This means
that the data must be obtained and used only for specified and lawful purpose, kept secure
and up-to date, and not disclosed to any third party without prior authorization from SAMA.

17.

Are there obligations to notify personal data security breaches?
☒ Yes

☒ No

The Cloud Computing Regulatory Framework impose notification of personal data security
breaches to the CITC and the customers in certain circumstances.
Controllers have to notify:
☐

data protection authorities

☐

individuals
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☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other

A CSP must inform cloud customers, without undue delay, of any security breach or
information leak that those CSPs become aware of, if such breach or leak affects, or is likely
to affect, those cloud customers’ cloud content, customer data or any cloud service they
receive from that CSP.
Furthermore, the CSPs must inform the CITC, without undue delay, of any security breach or
information leak that those CSPs become aware of, if such breaches or leaks affect, or are
likely to affect:


any Level 3 customer content (Level 3 is defined in the Cloud Computing Regulatory
Framework as being “any customer content from private sector-regulated industries
subject to a level categorization by virtue of sector-specific rules or a decision by a
regulatory authority, sensitive customer content from public authorities, or customer
content qualifying for Level 1 or Level 2 treatment, for which the Cloud Customer elects
Level 3 treatment”);
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the customer content or customer data of a significant number of cloud customers;



a significant number of persons in Saudi Arabia because of their reliance on one or more
cloud customers’ services that are affected by the security breach or information leak.

The CSP must also notify the CITC if they become aware of the presence of any content that
violates the Anti-Cyber Crime Law.
Details regarding the identified data security breach notification requirements
See response above.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No

We are not aware of any specific laws or regulations that regulate cookies in Saudi Arabia. It
should be noted that Saudi Regulatory authorities often issue circulars and decisions that are
not publicly available. Also given the broad language included in the cyber-crime regulations
regarding intrusion, there is a risk that the use of cookies could be problematic in Saudi
Arabia.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☐

☒

☐

email marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

Baker McKenzie | 623

☐
☐

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☐

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☐

administrative remedies from regulators and law enforcement

☒

criminal penalties from regulators and law enforcement

The following are, among others, the sanctions related to each category of cyber crimes
against personal data as provided by the law:
1. The act of spying on, interception or reception of data transmitted through an
information network or a computer without legitimate authorization is punishable by
imprisonment for a period not exceeding one year and a fine not exceeding SAR
500,000 (equivalent to approximately USD 133,330);
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2. The act of the unlawful access to bank or credit data is punishable by imprisonment
for a period not exceeding three years and a fine not exceeding SAR 2 million
(equivalent to approximately USD 533,330); and
3. The act of the unlawful access to computers with the intention to delete, erase,
destroy, leak, damage, alter or redistribute private data is punishable by
imprisonment for a period not exceeding four years and a fine not exceeding SAR 3
million (equivalent to approximately USD 800,000).
The competent court may exempt an offender from such punishments if the offender informs
the competent authority of the crime prior to its discovery and prior to the infliction of
damage. If the culprit informs the competent authority after the occurrence of the crime, the
exemption from punishment shall be granted if the information he/she provides eventually
leads to the arrest of the other culprits and the seizure of the means used in the perpetration
of the crime.
☒

private remedies

As mentioned above, the wrongful disclosure of a person’s private information by a person to
whom it has been entrusted for a specific purpose, may, in proper circumstances, create a
cause of action for damages under Shariah: for example, in a case where the information is
of an extremely sensitive nature and potentially slanderous, or where its negligent disclosure
or loss, perhaps through inadequate data security measures, would cause direct damages to
an individual.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position
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☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, financial services, public sector
☐ constitutional
What are the key data privacy and security laws and regulations?
The Personal Data Protection Act 2012 (No. 26 of 2012) (“PDPA”)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

Revisions to the PDPA are expected to take place by the end of 2019, including a mandatory
data breach notification regime and additional basis for processing for the collection, use and
disclosure of personal data has been proposed as revisions to the PDPA.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Personal Data Protection Commission (“PDPC”)
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Breaches of the PDPA’s protection obligation (i.e., data breach incidents) and breaches of
the PDPA’s Do Not Call restrictions.
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What enforcement priorities are anticipated for the near future?
In addition to the above, the unauthorized collection, processing and disclosure of national
identity numbers.

3.

What are key definitions in the data privacy and security laws?
Personal data
Data, whether true or not, about an individual who can be identified: (a) from that data; or (b)
from that data and other information to which the organisation is likely to have access, but
excluding any business contact information.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☐

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

NB: The PDPA does not provide for a separate regime governing sensitive data but leaves
this to be addressed in sector-specific laws that apply concurrently
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

☐ No
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4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

A full list of circumstances under which personal data can be processed without consent can
be found in the Third Schedule to the PDPA.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health
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8.

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ No

☐ Yes

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age
of

21.

The age of majority to enter into contracts in Singapore is 18, although the age of majority in
Singapore is actually 21.
However, the PDPC has adopted a “practical rule of thumb” that a minor (i.e., someone under
21 years of age) who is at least 13 years of age would typically have sufficient understanding
to be able to provide consent to the collection, use and/or disclosure of his/her personal data,
unless the relevant organisation has reason to believe that the minor does not have sufficient
understanding to consent on his/her own behalf. In such a case, consent should be obtained
by the minor’s parent or guardian.
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child
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☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☒

other

If the relevant organisation has reason to believe that the minor does not have sufficient
understanding to consent on his/her own behalf, the consent of the minor’s legal guardian or
parent should be obtained.

10.

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No
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The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

All organizations subject to the PDPA are legally required to appoint a DPO.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ Yes

☒ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes
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☐ No

Data Intermediaries (i.e., the local equivalent of data processors) are subject to the Protection
and Retention Limitation obligations of the PDPA only, where they process personal data for
another organisation (i.e., Data Controller) pursuant to a written contract.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any country or territory outside the Republic of Singapore
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes
☒

☐ No
appropriate technical, physical and/or organizational security controls
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17.

☒

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities



☐

individuals

☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)
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☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☒

providers of critical infrastructure

☒

other

Financial institutions regulated by the Monetary Authority of Singapore
Details regarding the identified data security breach notification requirements
Pursuant to the respective Monetary Authority of Singapore’s Notices on Technology Risk
Management, regulated financial institutions are required to notify the Monetary Authority of
Singapore as soon as possible, but not later than 1 hour, from the discovery of a “relevant
incident” (i.e., security breach). “Relevant incident” is defined as a system malfunction or IT
security incident, which has a severe and widespread impact on the financial institution’s
operations or materially impacts the relevant financial institution’s service to its customers,
and would potentially include a breach of security for personal data. Notification of the
affected data subject individuals is not mandatory. Penalties for non-compliance will vary
depending on the specific type of financial institution involved. Maximum fines range from
USD 20,000 to USD 150,000 per offense, and further maximum fines of between USD 2,000
to USD 15,000 per day for continuing offenses. For some financial institutions, directors and
managers may also be found liable for non-compliance with the breach notice obligations.
Under the Cybersecurity Act (available at
https://sso.agc.gov.sg/Act/CA2018?ValidDate=20180831&Timeline=On), designated owners
of critical information infrastructure are required to report to the Commissioner of
Cybersecurity in the prescribed form and manner and within the prescribed time period (this
is an official secret and not publicly available): the occurrence of a prescribed cybersecurity
incident in respect of the critical information infrastructure or any computer or computer
system under the owner’s control that is interconnected with or that communicates with the
critical information infrastructure, or any other type of cybersecurity incident in respect of the
critical information infrastructure as specified by a written direction to the owner.
“Cybersecurity incident” means an act or activity carried out without lawful authority on or
through a computer or computer system that jeopardizes or adversely affects the availability,
operation or integrity of a computer or computer system, or the integrity and confidentiality of
information stored in, processed by or transmitted through a computer or computer system.
There are no publicly available requirements for the notification of affected data subject
individuals. It is an offense for any owner of critical information infrastructure to, without
reasonable excuse, fail to notify the Commissioner of the specified cybersecurity incidents,
and such offense is punishable by a fine not exceeding USD 74,000 and/or imprisonment for
a term not exceeding two years.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No
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20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

21.

email marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security
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22.

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The PDPC has broad powers to give directions to the infringing organisation, including to
order the payment of a financial penalty of up to USD 740,000.
☒

criminal penalties from regulators and law enforcement

Non-compliance with certain PDPA’s Do Not Call provisions are a criminal offence and
punishable upon conviction with a fine not exceeding USD 7,400 and/or imprisonment for a
term not exceeding 3 years and, in the case of a continuing offence, to a further fine not
exceeding USD 740 for every day or part thereof during which the offence continues after
conviction.
☒

private remedies

Individuals who suffer loss or damage as a result of contravention of the data protection
obligations in the PDPA have private rights of action and can commence civil proceedings
against the organisation.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing
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☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., consumer protection, employment rights in general, and the medical profession. The
relevant sector-specific laws which govern particular aspects of data privacy and security are
the following:


Electronic Communications and Transactions Act, 1998



Consumer Protection Act, 2008



Labour Relations Act, 1995



Employment Equity Act, 1998



Basic Conditions of Employment Act, 1997



National Health Act, 2003

☐ constitutional
What are the key data privacy and security laws and regulations?
In 2013, the Protection of Personal Information Act, 2013 (POPIA) was enacted and once in
force is set to regulate and establish the minimum requirements for the processing of
personal information.
To date, only certain sections of POPIA have commenced, namely those sections specific to
the establishment of the Information Regulator and its authority to draft and put forward
regulations under POPIA.
While certain regulations have already been published and the Information Regulator has
published its strategic plan setting out the timeline for the commencement of POPIA, it
appears that the progress for the full commencement of POPIA is currently behind schedule.
While it is difficult to estimate when POPIA will fully commence, it is expected that the
Information Regulator will publish further regulations for public comment. If these draft
regulations are finalised before the end of the year, it may allow for the full commencement
of POPIA.
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

Once POPIA fully commences, it will bring South Africa more in line with international data
protection laws by regulating the processing of the information of natural and juristic persons
and placing more onerous obligations on “responsible parties” that process such information.
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In brief, POPIA will set out the essential parameters for the lawful processing of personal
information, including:


eight “core-information-protection principles”



a number of substantive issues concerning, inter alia, the processing, collecting,
transferring and maintaining of personal information



exemptions from the information protection principles



the rights of data subjects regarding unsolicited electronic communications and
automated decision making



the establishment of an Information Regulator to exercise certain powers and to perform
certain duties and functions in terms of the Act and the Promotion of Access to
Information Act, 2000



the regulation of trans-border information flows



enforcement mechanisms.

POPIA will introduce terminology and concepts which are, to a certain extent, novel to South
African law, the broad formulation of which is likely to have significant implications in respect
of both the citizens of South Africa whose information is processed by companies and public
bodies, and the companies and public bodies doing the actual processing (whether this is in
South Africa or not).
We note the following salient principles arising from POPIA:


Personal information may only be processed in a fair and lawful manner that is
transparent to the individual, and requires an individual’s explicit consent.



Responsible parties processing information must ensure that personal information is only
processed for specific, explicitly defined and legitimate reasons relating to the functions
or activities of the organization, and the organization must take steps to make affected
data subjects aware of the purposes for which the personal information will be
processed. Personal information may only be kept for as long as it is required to fulfil the
purpose for which it was collected.



A responsible party is required to:



appoint an Information Officer and Deputy Information Officer to ensure compliance with
the conditions set out in POPIA and deal with complaints from data subjects who seek to
enforce POPIA



maintain documentation of all processing



secure the integrity and confidentiality of personal information in its possession or under
its control and ensure that it is appropriately safeguarded against loss, destruction or
unlawful access.

Is such a law/ regulation in the making?
☐ Yes

☒ No
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2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Information Regulator was appointed in terms of POPIA on 9 September 2016 to
exercise certain powers and to perform certain duties and functions in terms of POPIA and
the Promotion of Access to Information Act, 2000.
How active is the regulator?
☒ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Since POPIA has not yet fully commenced, the Information Regulator is unable to enforce
any of its provisions. That said, the Information Regulator has recently sent requests for
further information to companies implicated in publicly reported data breaches.
What enforcement priorities are anticipated for the near future?
Once POPIA commences, we expect that the Information Regulator will take a hardline
approach to the measures put in place by a responsible party that do not provide for the
security, integrity and confidentiality of personal information as well as any responsible party
who fails to comply with any notification obligations associated with a data breach.

3.

What are key definitions in the data privacy and security laws?
Personal data
POPIA defines “personal information” (as opposed to personal data) as information relating
to an identifiable, living, natural person, and where it is applicable, an identifiable, existing
juristic person, including, but not limited to:


information relating to the race, gender, sex, pregnancy, marital status, national, ethnic
or social origin, color, sexual orientation, age, physical or mental health, well-being,
disability, religion, conscience, belief, culture, language and birth of the person



information relating to the education or the medical, financial, criminal or employment
history of the person



any identifying number, symbol, e-mail address, physical address, telephone number,
location information, online identifier or other particular assignment to the person



the biometric information of the person



the personal opinions, views or preferences of the person



correspondence sent by the person that is implicitly or explicitly of a private or
confidential nature or further correspondence that would reveal the contents of the
original correspondence



the views or opinions of another individual about the person



the name of the person if it appears with other personal information relating to the person
or if the disclosure of the name itself would reveal information about the person.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

The criminal behavior of a data subject to the extent that such information relates to:


the alleged commission by a data subject of any offence; or



any proceedings in respect of any offence allegedly committed by a data subject or the
disposal of such proceedings.

Please note that while special (sensitive) personal information is a recognized category of
personal information in POPIA, the obligations regarding its processing have not yet
commenced.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction
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☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

Once commenced, POPIA will apply to the processing of personal information, where the
responsible party is either domiciled in South Africa, and where not domiciled in South Africa,
but makes use of automated or non-automated means in South Africa, unless those means
are used only to forward personal information through the Republic.

5.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☐

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☐

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☐

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

Since POPIA has not yet fully commenced, a privacy notice is not yet required for the
processing of personal information.
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ Yes

☒ No

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☐

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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☐

8.

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ No

☒ Yes

The potential legal bases for data processing in the employment context are:
South African employment legislation requires every employer to process certain personal
information, including sensitive personal information.
Can consent be validly obtained in the employment context?
☐ No

☒ Yes

If yes, what are the requirements?
Yes, however, consent is not required in the employee context.
Depending on the type of information collected, local employment legislation may require that
consent be procured in writing.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of
In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply
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☐

10.

other

Do data subjects have specific privacy rights that must be operationalized?
☐ Yes

☒ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☐

right to access the data subject’s own personal data

☐

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☐

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
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☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

14.

☒ No

Are there obligations to register with local data protection authorities?
☐ Yes
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☒ No

15.

Are there restrictions on the transfer of personal data to third countries?
☐ Yes

☐

a)

☒ No

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☐

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☐

other
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17.

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities

☐

individuals

☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other
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Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☒

☒

email marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☐

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:

23.

☐

administrative remedies from regulators and law enforcement

☐

criminal penalties from regulators and law enforcement

☐

private remedies

☐

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)
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24.

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, finance, health care sector
☒ constitutional
What are the key data privacy and security laws and regulations?

2



Personal Information Protection Act



Act on Promotion of Information and Communications Network Utilization and
Information Protection (“Information and Communications Network Act”)



Credit Information Use and Protection Act (“Credit Information Act”)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

The Korean government has announced on several occasions in 2018 that it would amend
the applicable laws and regulations to the effect of enhancing the possibility of utilizing
personal information and protecting personal information through the introduction of the
concept of pseudonymous data/anonymous data, so we expect such amendments to be
made during this year.
Under the amended Information and Communications Network Act, which became effective
on 19 March 2019, an information and communications service provider located overseas
who meets certain conditions is required to designate a local agent to handle personal
information related work.
Is such a law/ regulation in the making?
☐ Yes

2

☒ No

We cannot guarantee the accuracy or up-to-dateness of these English translations. In particular, we note that the recent amendments to the
Information and Communications Network Act and the Credit Information Act have not yet been reflected on these English versions.
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2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Korea Communications Commission (“KCC”) – Information and Communications Network
Act
Ministry of the Interior and Safety (“MOIS”) – Personal Information Protection Act
Financial Services Commission/Financial Supervisory Service – other financial sectors
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The KCC imposed a penalty to service providers who leaked customers’ personal
information (including Hanatour). In particular, the KCC imposed a penalty of approximately
KRW 300 million (roughly translated into USD 265,000) to Hanatour who leaked customers’
resident registration numbers.
The MOIS has been conducting an inspection on public institutions and private businesses
about the status of their handing of personal information, and it imposed an administrative
fine to a foreign automaker company’s Korean subsidiary for its failure to destroy personal
information of which the retention period was over.
What enforcement priorities are anticipated for the near future?
The Korean regulatory authorities have not effectively enforce the applicable laws and
regulations against foreign entities, while domestic entities are effectively regulated, and it is
anticipated that enforcement against foreign entities would be reinforced.
As the awareness of the importance of personal information spreads, we anticipate the
frequency of claims, suits, etc. on personal information infringement to become higher.

3.

What are key definitions in the data privacy and security laws?
Personal data
Under the Personal Information Protection Act, the term “personal information” means
information relating to a living individual that makes it possible to identify the individual by his
full name, resident registration number, image, etc. (including information which, if not by
itself, makes it possible to identify any specific individual if combined with other information).
Under the Information and Communications Network Act, the term “personal information”
means information relating to a living individual that makes it possible to identify the specific
individual with a name, a resident registration number, etc. in the form of a code, letter, voice,
sound, motion picture, etc. (including information which, if not by itself, makes it possible to
identify any specific individual if combined with other information).
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☒

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

What information needs to be included in a privacy notice to data subjects?
☐

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

The following information also needs to be included in a privacy notice to data subjects:


if the handling of personal information is outsourced to a third party, the details of the
outsourced service and information on the third part



if personal information is provided to any third party, the identity of the third party, the
purpose of use by the third party and the categories of personal information being
provided to the third party



if a device that automatically collects personal information (e.g., cookie) is operated, its
details.



the process and method of destroying personal information (if personal information is to
be retained pursuant to the applicable laws and regulations, the applicable provision (i.e.,
legal basis) and the categories of personal information being retained)
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

as applicable to an information and communications service provider, processing of personal
information is necessary to settle fees for the relevant service

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health
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☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other



Processing is required or permitted by the applicable laws and regulations

For processing sensitive information, the data subject’s separate consent (from the consent
to the processing of general personal information) needs to be obtained.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
Personal information can be collected and used if necessary to perform an employment
agreement without the data subject’s explicit consent.
Personal information can be collected and use if required or permitted by the Labor
Standards Act or any other applicable laws and regulations without the data subject’s explicit
consent.
Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Consent can be validly obtained in the employment context (i.e., consent of an employee or
officer can be validly obtained), and there are no particular requirements.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

14

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)
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☐

additional data security requirements apply

☒

other

A legal representative of a minor who is under 14 can request the processor for an access to
the minor’s personal information.

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

A company or an individual who processes personal information must appoint a DPO;
provided that a small-sized information and communications service provider who employs
less than 5 can opt out of appointing a DPO in which case, the representative is considered
a DPO.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

A service provider to whom processing of personal information is outsourced cannot use or
provide to a third party personal information beyond the scope of the outsourced service.
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If a service provider to whom processing of personal information is outsourced violates any
laws and regulations relating to the processing of personal information, the service provider
is considered as an employee of the controller (in other words, the controller is responsible
for the service provider’s violation).
A service provider to whom processing of personal information is outsourced is subject to the
regulations concerning the processing of personal information as well as the controller who
outsources the service.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

The term “third country” is not defined in the Personal Information Protection Act or any other
applicable laws and regulations. Any country other than the Republic of Korea is referred to
as a “foreign country,” so any country other than the Republic of Korea is a third country.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

There is no distinction between transfer of personal data to third parties and transfer of
personal data to third countries, other than the following.
When an information and communications service provider obtains consent, the relevant
third countries, time of transfer and method of transfer also need to be notified to the data
subject.
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

There are no data localization requirements concerning general personal information.
But electronic medical records in the medical sector and unique identifying information in the
financial sector cannot be transferred to any foreign country.
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☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

No. But a foreign government investigation does not fall under the case in which personal
information can be processed without the data subject’s consent under the Personal
Information Protection Act unlike a Korean government investigation, so practical difficulty is
anticipated.
☒

d)

other restrictions

Under the amended Information and Communications Network Act which became effective
on 19 March 2019, with respect to information and communications service providers of a
country that imposes restrictions on overseas transfer of personal information, the Korean
government can impose corresponding restrictions on such service provider.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☒

encryption

Unique identifying information, passwords, biometric data
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

Under the Standard Personal Information Protection Guidelines, a leak of personal
information (i.e., personal data security breach) means the controller/processor’s losing
control over or allowing an unauthorized person access to personal information of data
subjects, which has no legal bases or is not based on the controller/processor’s free will, that
falls under any of the following:


a loss or theft of a written document, mobile storage device, portable computer, etc. that
contains personal information;



an access to a personal information processing system such as a database by an
authorized person;



a delivery of a file, paper or any other storage medium that contains personal information
due to the controller/processor’s intentional act or negligence



any other delivery of personal data to an authorized person
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Controllers have to notify:
☒

data protection authorities



In case of a personal data security breach for 1,000 or more data subjects, the controller
has to notify to the MOIS or the Korean Internet & Security Agency (the “KISA”) without
delay (by no later than within 5 days) after having become aware of it (under the
Personal Information Protection Act).



In case of a personal data security breach, the information and communications service
provide has not notify to the KCC or the KISA without delay after having become aware
of it (under the Information and Communications Network Act).

☒

individuals

In case of a personal data security breach, the controller has to notify to the affected data
subjects without delay (within 5 days) after having become aware of it.
☐

other

Processors have to notify:
Processors are subject to the same notification obligations as controllers.
☐


☒

controller
Although not expressly required by law, the processor would need to notify the controller.
data protection authorities

The processor is subject to the same obligation to notify the data protection authorities as the
controller, but generally the controller executes the notification.
☒

individuals

The processor is subject to the same obligation to notify the data subjects as the controller,
but generally the controller executes the notification.
☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

Baker McKenzie | 667

☐

providers of critical infrastructure

☒

other

In case of a credit information security breach, the financial institution is subject to certain
notification requirements pursuant to the Credit Information Act.
If you ticked any of the above, please briefly provide the definition of “security breach”, the applicability,
the notification requirements, such as whether it is mandatory to notify an authority and/or the
individuals, the timing of the notification as well as potential penalties for non-compliance.
Details regarding the identified data security breach notification requirements
Under the Information and Communications Network Act, the term “intrusion” means an
event resulting from an attack on an information and communications network or an
information system related to such network by means of hacking, computer virus, logic
bomb, mail bomb, denial of service, high-power electromagnetic wave, etc., and in case of
an intrusion, a notification has to be made to the Ministry of Science and ICT or the KISA.
Failure to comply with such notification requirement is subject to an administrative fine of up
to KRW 10 million.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The descriptions of the establishment and operation of cookies and other online technologies
that automatically collect personal information, together with the method of denial thereof,
need to be specified in the privacy policy.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent
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☒
☒

☒

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent3

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

3

The consent requirement for sending marketing information for profit would not apply, but in order to use personal data for online behavioural
advertising targeting/ad personalization marketing, the consent of the data subject must be obtained for the collection and use of personal
data.
The consent to the collection and use of personal data would be a prerequisite for sending marketing information for profit, and in addition to
such consent, the consent to the sending of marketing information would need to be obtained.]
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Penalty up to KRW 500 million for violation (relating to the handling of resident registration
number) under the Personal Information Protection Act
Penalty up to 3% of the sales relating to an act that violates the Information and
Communications Network Act
Administrative fine up to KRW 50 million for violation of the Personal Information Protection
Act or the Information and Communications Network Act
☒

criminal penalties from regulators and law enforcement

The applicable laws and regulations contain penalty provisions by the type of violation, and
the key provisions include the following:


Imprisonment for up to 5 years or a fine up to KRW 50 million for transfer of personal
information to a third party without consent or processing of sensitive information without
separate consent



Imprisonment for up to 3 years or a fine up to KRW 30 million for obtainment of personal
information or obtainment of consent by unlawful means



Imprisonment for up to 2 years or a fine up to KRW 20 million for a personal data
security breach due to failure to implement protective measures

☒

private remedies

In case of a personal data security breach due to the controller/processor’s intentional act or
negligence, the affected data subject can claim damages and can also apply for mediation to
the Personal Information Dispute Mediation Committee.
The affected data subject can also report the personal data security breach to the
supervisory authority or file a complaint with the police or prosecutors’ office.
☐

other

A consumer group that satisfies certain conditions can also file a class action to stop the
breaching act.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response
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☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☒

other

processing of resident registration numbers without legal basis
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Spain
4 April 2019
Raul Rubio
Madrid
Tel: +34914366639
raul.rubio@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms, public healthcare sector, insurance
☒ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation



Organic Law 3/2018, of 5 December, Protection of Personal Data and guarantee of
digital rights



Royal Decree 1720/2007, of 21 December, by which the Regulation of development of
the Organic Law 15/1999, of 13 December, of protection of personal data is approved



Royal Decree-Law 12/2018, of 7 September, on security of networks and information
systems



Law 9/2014, of 9 May, General of Telecommunications

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☐ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Spanish Data Protection Agency has the responsibility of supervising the application of
data protection regulations in Spain.
The regional data protection authorities are competent in relation to the following data
processing activities:
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Those carried out by entities that are members of the public sector of the corresponding
Autonomous Region or of the Local Entities included in its territorial scope.



Those carried out by individuals or legal entities for the exercise of public functions in
matters that fall within the competence of the corresponding Autonomous Government or
Local Administration.



Those that are expressly provided, as the case may be, in the respective Statutes of
Autonomy.

How active is the regulator?
☐ Not very

☐ Moderately active

☒ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Spanish Data Protection Agency has focused its investigations on the undue inclusion of
personal data in common late payment files and on impersonation through fraudulent
contracts. This represents, respectively, almost 30% and 15% of sanction decisions.
In the last two years, there has been a significant increase in the number of complaints
regarding the processing of data in the online context.
The telecommunications sector is the recipient of the largest amount of financial penalties,
but the largest individual fines were for social networks and internet services operators.
What enforcement priorities are anticipated for the near future?
We expect the data protection authorities to carry out audits to check compliance with data
protection law in the financial sector and by energy suppliers.
We also expect an increase in claims having a data protection and consumer protection law
angle. We also anticipate that damage claims for non-material damages may increase.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An “identifiable person” is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person
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☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground
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6.

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

In accordance with Spanish data protection law, the consent of the data subject alone will not
be sufficient to lift the prohibition on the processing of data whose main purpose is to identify
their ideology, trade union membership, religion, sexual orientation, beliefs or racial or ethnic
origin.
Processing of sensitive data based on an essential public interest, medical or public health
purposes shall be covered by a rule with the force of law, which may lay down additional
requirements relating to its security and confidentiality.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No
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If yes, what are the requirements?
Pursuant to recital 43 of the GDPR “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

14.

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data
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☒

right to withdraw consent

☒

other

e.g., right to claim damages or to request a cease and desist order

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

The Spanish Law of Data Protection and Guarantee of Digital Rights, adds a new article
58bis to the Law of General Electoral System, according to which:


the collection of personal data relating to the political opinions of persons carried out by
political parties in the framework of their electoral activities shall be in the public interest
only where adequate safeguards are provided



political parties, coalitions and electoral groups may use personal data obtained from
websites and other publicly accessible sources for the conduct of political activities
during the electoral period



sending of electoral propaganda by electronic means or messaging systems and the
contracting of electoral propaganda in social networks or equivalent media shall not be
considered a commercial activity or communication.

The informative activities referred to above shall identify their electoral nature in a prominent
manner.
The addressee shall be provided with a simple and free means of exercising the right of
opposition.
The Plenum of the Constitutional Court has agreed to admit for processing the appeal of
unconstitutionality, filed by the Ombudsman, against the aforementioned provisions of article
58bis.
If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☒

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

In accordance with Spanish data protection legislation, data controllers and data processors
must appoint a DPO in the following cases:


Professional bodies and their general councils.



Educational establishments.



Entities operating electronic communications networks and services where they routinely
and systematically process personal data on a large scale.



Information society service providers when profiling service users on a large scale.



Credit institutions.



Credit financial institutions.



Insurance and reinsurance entities.



Investment services companies regulated by Securities Market legislation.



Distributors and marketers of electrical energy and natural gas.



Entities responsible for joint files for the evaluation of asset and credit solvency or for
joint files for the management and prevention of fraud, including those responsible for
the files regulated by legislation on the prevention of money laundering and the financing
of terrorism.



Entities that carry out advertising and commercial prospecting activities, including
commercial and market research, when they carry out treatments based on the
preferences of the affected parties or carry out activities that involve the drawing up of
their profiles.



Health centers legally obliged to maintain patients’ medical records. Exceptions are
health professionals who, although legally obliged to maintain patients’ medical records,
carry out their activity on an individual basis.



Entities that issue commercial reports that may refer to natural persons.



Operators that develop the activity of gaming through electronic, computer, telematic and
interactive channels, in accordance with the regulation of the game.
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Private security companies.



Sports federations when dealing with data of minors.

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses
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☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

According to the Regulation implementing the previous Data Protection Act, not expressly
repealed and, as we understand, still applicable, encryption is mandatory in cases of
processing of sensitive data.
☐

other

TITLE VIII of Royal Decree 1720/2007, of 21 December, which develops the old Data
Protection Law (not expressly repealed and still applicable to the extent not incompatible with
the GDPR and the new Spanish data protection law), establishes a whole set of security
measures to be applied depending on the type of data processed.

17.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
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Controllers have to notify:
☒

data protection authorities



In case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons.



Without undue delay and, where feasible, not later than 72 hours after having become
aware of it.

☒

individuals



Without undue delay.



If a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
Processors have to notify:
☒

controller



In case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects.



Without undue delay after becoming aware of it.

☐

data protection authorities

☐

individuals

☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☒

other

In accordance with Royal Decree-Law 12/2018, of 7 September, on the security of networks
and information systems (implementing the NIS Directive in Spain), operators of essential
services shall notify incidents that may have significant disruptive effects on these services.
Details regarding the identified data security breach notification requirements
Article 44.3. of General Telecommunications Law 9/2014 provides that operators operating
networks or providing publicly available electronic communications services shall notify the
Ministry of Industry, Energy and Tourism of security breaches or loss of integrity that have
had a significant impact on the operation of the networks or services.
In addition, Article 44.2 of the same law states that in the event of a particular risk of a
breach of the security of the public network or of the electronic communications service, the
operator operating the network or providing the electronic communications service shall
inform subscribers of that risk and of the measures to be taken.
In the event of a breach of personal data, the operator of publicly available electronic
communications services shall notify the Spanish Data Protection Agency of such breach
without undue delay. If the violation of data could negatively affect the privacy or personal
data of a subscriber or individual, the operator shall also notify the violation to the subscriber
or individual without undue delay.
The notification of a violation of personal data to a subscriber or individual affected will not be
necessary if the provider has proved to the satisfaction of the Spanish Data Protection
Agency that it has applied appropriate technological protection measures and that these
measures have been applied to the data affected by the breach of security. Such protection
measures could be those that make the data incomprehensible to any person who is not
authorized to access them.
Without prejudice to the provider’s obligation to inform affected subscribers or individuals, if
the provider has not already notified the subscriber or individual of the violation of personal
data, the Spanish Data Protection Agency may require it to do so, once the possible adverse
effects of the violation have been evaluated.
The notification to the subscriber or individual shall at least describe the nature of the breach
of personal data and the contact points where further information can be obtained and shall
recommend measures to mitigate the possible adverse effects of such breach. The
notification to the Spanish Data Protection Agency shall also describe the consequences of
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the violation and the measures proposed or adopted by the provider with respect to the
violation of personal data.
Operators shall keep an inventory of personal data breaches, including the facts related to
such breaches, their effects and the measures adopted in this respect, which is sufficient to
enable the Spanish Data Protection Agency to verify compliance with the notification
obligations regulated in this section. The format and content of the inventory may be
established by royal decree.
The violation of personal data shall be understood as the violation of security that causes the
accidental or unlawful destruction, loss, alteration, unauthorized disclosure or access of
personal data transmitted, stored or otherwise processed in connection with the provision of
a publicly accessible electronic communications service.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Law 34/2002 on Information Society and Electronic Commerce Services establishes that
service providers may use data storage and retrieval devices in the terminal equipment of the
addressees, provided the latter have given their consent after having been provided with
clear and complete information on their use, in particular, on the purposes of data
processing, in accordance with the provisions of data protection regulations.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent
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☒

21.

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

In an amount of up to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

Article 197, paragraph 1, of the Criminal Code punishes anyone who intends to discover
another person’s secrets by seizing their papers, letters, e-mails or other personal
documents, intercepting their telecommunications or using any technical device or means of
recording or reproducing sound or image.
The second paragraph of the same article punishes three different types of behavior:
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Seizing, using or modifying, without authorization, reserved personal data recorded in
computer, electronic or telematic files or in any other type of public or private file.



Accessing such data without authorization.



Altering or using such data to the detriment of the owner of the data or a third party.

☒

private remedies

Individuals may, for example:


file complaints with the data protection authorities



claim damages for material or non-material damages

Certain organizations (e.g., consumer protection bodies) and competitors may issue cease
and desist letters and claim for injunctive relief in case the violating party does not sign a
cease and desist declaration.
☒

other

Works councils can file for preliminary injunctions against employers preventing them from
putting into operation data processing systems.

23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☒

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis
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☐

other
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Sweden
20 March 2019
Peder Oxhammar
Stockholm
Tel: +46 85 661 77 25
peder.oxhammar@bakermckenzie.comJennie
Jennie Nilsson
Stockholm
Tel: +46 8 566 177 41
jennie.nilsson@bakermckenzie.com
Edvard Henriksson
Stockholm
Tel: +46 70 770 13 60
edvard.henriksson@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., telecoms/electronic communications, healthcare sector, camera surveillance, credit
reference agencies and debt recovery agencies
☒ constitutional
What are the key data privacy and security laws and regulations?



EU General Data Protection Regulation



Swedish Data Protection Act

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On 10 January 2017, the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear whether and when the ePrivacy Regulation will
enter into force.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Sweden has one national data protection authority. For the Electronic Communications
sector, there is an additional authority, the Post and Telecom Authority (“PTS”):



The Swedish Data Protection Authority



The Swedish Post and Telecom Authority
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How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Swedish National Data Protection Authority has audited whether organizations obligated
to appoint data protection officers have done so, and, where that was the case, registered
the data protection officers with the data protection authority. The enforcement activities only
resulted in reprimands. No fines have been imposed so far.
There is currently ongoing enforcement activities relating to a public healthcare service
provider. The activities mainly concern the controller’s responsibility to implement technical
and organizational safety measures in line with applicable regulations.
Supervisory activities have also been initiated against an IT company. The activities revolve
around how location data is allowed to be collected.
There are also two ongoing activities aimed at creating guidance regarding (i) consent as a
legal ground for processing personal data, and (ii) the classification of controller and
processor.
What enforcement priorities are anticipated for the near future?
We expect the data protection authority to carry out random audits to check compliance with
data protection law. We expect these to be carried out in particular if triggered by individual
complaints or media attention.
We also expect an increase in claims having a data protection law and consumer protection
law angle.

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” means any information relating to an identified or identifiable natural person.
An identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, identification number, location data, online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

Baker McKenzie | 691

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☒

government identity card or number information

☐

passwords

☒

other

Processing of national identity numbers is subject to additional requirements for processing.
Where there is no consent, the processing needs to be clearly justified by its purpose, the
importance of positive identification, or another noteworthy reason.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

5.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources
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6.

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Please see section 8 regarding personal data or sensitive personal data in the employment
context.

Baker McKenzie | 693

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Private bodies may process special categories of personal data for health and social care
purposes, archiving in the public interest if prescribed by law, and statistics, where the
statistical purpose clearly outweighs the risk of intrusion of the data subject’s integrity.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
The Swedish Data Protection Acts states that sensitive personal data within the employment
context is only allowed to be processed if:



it is necessary to exercise rights or comply with legal obligations derived from Labour
law, social security and social protection law

Such sensitive personal data within the employment context is only allowed to be transferred
to a third party if:



it is required by law or if the data subject has given its explicit consent thereto.
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Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Even though it is not expressly stated that consent cannot be validly obtained in the
employment context, it shall be noted that recital 43 states: “consent should not provide a
valid legal ground for the processing of personal data in a specific case where there is a
clear imbalance between the data subject and the controller”. This could be the case in the
employment relationship, which is also explicitly mentioned by the Data Protection Authority
in its online guidance.
When asking for consent the controller must do so in a clear manner. This means that it must
explain in detail what the data subject agrees to regarding the category of data that is to be
processed, the purpose of the processing and who will conduct the processing. When asking
for consent it must not be bundled with requirements of the data subject. Furthermore, the
consent must be voluntary and possible for the data subject to withdraw without negative
consequences.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

13

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

N/A
☐

additional data security requirements apply

N/A
☐

other
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10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g., right to claim damages

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:



is necessary for entering into, or performance of, a contract between the data subject
and a data controller



is authorized by Union or Member State law to which the controller is subject and which
also lays down suitable measures to safeguard the data subject’s rights/freedoms and
legitimate interests



is based on the data subject’s explicit consent
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
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14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

In case of a singular transfer that only affects a limited number of data subjects and where
legitimate interests can be demonstrated following a balancing test, the data subject and the
Data Protection Authority shall also be informed about the transfer.
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

According to the Swedish Bookkeeping Act, the basic rule is that both documents and
machine-readable media containing bookkeeping data shall be stored in Sweden.
In certain conditions, supporting vouchers in paper form may be temporarily stored abroad if
the document is needed for management, processing or book-keeping abroad, or if the
document is needed in order to reclaim tax or needs to be presented as an original for other
reasons.
Machine-readable media and machinery and systems may, in certain conditions, be stored in
an EU country if this is reported to the Swedish Tax Agency. The same applies to a non-EU
country if, in addition, there are legal instruments regarding mutual assistance. Terms for
storage abroad are set out in Chapter 7, para. 3a of the Bookkeeping Act.
If storage abroad may not occur pursuant to Chapter 7, para. 3a of the Bookkeeping Act, the
Swedish Tax Agency may, if special grounds exist, decide on authorization to store machinereadable media and systems abroad. Such authorization may carry terms and conditions and
be time-limited.
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☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

d)

other restrictions

N/A

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Encryption is considered by the GDPR as an example of what can constitute an appropriate
technical and organizational measure. According to the Swedish Post and Telecom
Authority’s binding ordinance PTSFS 2014:1 art. 9 the following applies when data is
processed when providing an electronic communication service: If the data is transferred
over the internet, encryption is a requirement. This does not apply if the transfer is made to
the user himself or to another party to whom the user has agreed that the data may be
transferred.
Encryption is also a requirement for patient data.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒



individuals
without undue delay
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☐

if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:


the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is no longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort
Processors have to notify:
☐

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

N/A
☐

individuals

N/A
☐

18.

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☒

other

According to art. 18 and 19 of the Act on Information Security for Essential Services and
Digital Services, implementing the NIS Directive, operators of essential services and digital
service providers are required to report incidents that have a significant impact on the
continuity or provision of the service respectively.
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Details regarding the identified data security breach notification requirements
Additional requirements to report incidents for ECS providers
Integrity incidents
An integrity incident is an event that leads to the unintentional or unauthorized destruction,
loss or modification of, or unauthorized disclosure of or unauthorized access to, any personal
data that is processed in connection with the provision of a publicly available electronic
communication service.
A breach must be reported to the supervisory authority PTS without undue delay. According
to Article 2 (2) EU Regulation 611/2013, the authorities have to be informed within 24 hours
after detection of the breach.
If the breach can be assumed to have had a negative effect on the individual user whose
personal data has been processed, or if the supervisory authority requests it, then the ECS
provider must inform the user without undue delay about the breach.
The supervisory authority or a court of law can issue a prohibitory injunction against the
service provider if it does not comply with the provision to report a data breach. Such a
prohibitory injunction can be combined with a fine.
Disruptions or interruptions of a significant scale
In addition, where there is a disruption or interruption of a significant scale, PTS shall be
notified the day after the disruption or interruption has been solved and no later than three
days after qualifying as an incident that should be notified.
The initial report shall be provided the day after the disruption has been solved, but no later
than three days after the disruption/interruption qualified as being mandatory to report.
Follow up report shall be provided within two weeks. The supervisory authority may, if it is in
the public interest, order the ECS provider to inform the public about the disruption or
interruption.
Providers of essential services and providers of digital services
The breach notification requirement to the competent authority stipulated in paras. 18 and 19
of the Swedish the Act on information security for essential services and digital services
applies (i) to operators of essential services and digital service providers and (ii) for breaches
that substantially affect the continuity of essential or digital services.
A data breach occurs when an event has a negative effect on the security of a network or an
information system. When a service provider does not comply with the breach notification
requirement, then the supervisory agency shall issue an administrative fine.
The fine cannot be less than EUR 500 or exceed EUR 1,000. The individual must not be
notified.
Incidents shall be reported to the Swedish Civil Contingencies Agency.
First notification shall be made within six hours from when the incident has been identified as
being mandatory to report. Follow-up reporting shall then be made within 24 hours and four
weeks.
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19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Cookies are regulated by Chapter 6 para 18 of the Swedish Electronic Communications Act.
The provision states that cookies are only allowed to be used if the user of the electronic
communication service has been informed of the purpose for the use of cookies and
consented to that use.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The Swedish data protection authority issued a list of examples of processing activities for
which DPIAs shall be made (available only in Swedish here)

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These amount to up to EUR 20 million or 4% of the total worldwide annual turnover of the
preceding financial year, whatever is higher.
☐

criminal penalties from regulators and law enforcement

☒

private remedies

Individuals may, for example:



file complaints with the data protection authorities



claim damages for material or non-material damages

☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Switzerland
10 March 2019
Alessandro Celli
Zurich
Tel: +41 44 384 13 66
alessandro.celli@bakermckenzie.com
Markus Winkler
Zurich

Tel: +41 44 384 13 01
markus.winkler@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
Telecommunications and financial services laws include selected additional requirements.
More recently, the legislator increasingly refers to the generally applicable omnibus law.
☐ constitutional
What are the key data privacy and security laws and regulations?
Federal Act on Data Protection (“FADP”) of 19 June 1992
Ordinance to the Federal Act on Data Protection of 14 June 1993
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

The FADP is currently in the process of being revised based on a legislative proposal
published by the Federal Council in September 2017. The revision was triggered by the EU
General Data Protection Regulation (“GDPR”), the pending amendment of the Convention
108 of the Council of Europe, as well as technological and social progress. The revised
FADP is expected to bring the Swiss data protection rules to a level which may be deemed
equivalent to the standard set by the GDPR. The following responses, reflect the FADP in its
current form.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Federal Commissioner for Data Protection and Information.
While the Commissioner supervises the public sector, his role for the private sector is
generally limited to a consulting role, providing advice and support to data subjects and data
controllers. If a data controller chooses not to follow a formal recommendation issued by the
Commissioner, the Commissioner may enforce it by a civil action before the Federal
Administrative Court.
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Data subjects may not lodge complaints with the Commissioner. Rather, they must enforce
their rights by way of civil proceedings before the courts.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The Commissioner was involved and consulted on various public sector initiatives regarding
digitalization (such as the use of the social security number as identifier in public registries or
the introduction of the so-called “SwissPass” — an electronic user card in public
transportation).
What enforcement priorities are anticipated for the near future?
The Commissioner continues to monitor big data initiatives in the private sector and is
involved in the implementation of the Swiss government’s digital strategy (e.g., the
introduction of an electronic identity and electronic communication with public authorities).

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data is defined as all information relating to an identified or identifiable person.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☐

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other

Information on administrative or criminal proceedings or sanctions and information on social
security measures.

Baker McKenzie | 707

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ No

☒ Yes

4.

5.

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period
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☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

The FADP currently in force requires data controllers to be transparent about their data
processing activities but it does not specify which information must be provided in general.
For processing sensitive personal data or personality profiles, the items selected above
represent the minimum information required.
The content and level of detail of a data privacy notice depends on the concrete
circumstances, in particular, on whether consent by the data subject is required.
Our answers above do not necessarily reflect what is legally required in all circumstances but
represent best practice.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Verifying the creditworthiness of a data subject; research, planning and statistics purposes
not relating to a specific person.
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7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☒ Yes

☐ No

The potential legal bases for data processing in the employment context are:
There is an explicit legal basis in Swiss employment law which permits employers to process
the personal data of employees to the extent that it is necessary for assessing a person’s
suitability to perform his or her role or for administering the employment relationship on an
ongoing basis.
Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes, if the employee also receives certain personal benefits from the data processing.
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of

In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☐ No

☒ Yes

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ No

☒ Yes

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

Private persons, both individuals and legal entities, must generally notify their data files (data
collections) to the Federal Commissioner if these data files contain profiles.
Automatic data processing by Federal authorities is limited to situations with an explicit
statutory basis or to approved pilot projects.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☒ Yes
The exceptions are as follows:

There are a number of sector-specific exceptions to the notification duty, (such as in financial
services or the employment area, where there is a legal basis for creating profiles). More
generally, a data controller is exempt from notifying the data collections (containing profiles)
with the Commissioner if the data controller appoints a data protection officer.

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ No

☒ Yes

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employs more than a certain number of individuals in the jurisdiction

☒

other

Appointing a DPO is voluntary and relieves the data controller of certain notification duties.
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☒ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☒ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

Processors must comply with the instructions by the controller and safeguard data security.

14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Data controllers who regularly process sensitive personal data or personality profiles, or
disclose personal data to third parties, must notify their data collections.
A notification duty also applies to certain data transfers to countries without an adequate
level of data protection.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

A third country is any country other than Switzerland.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules
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☐

b)

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

N/A
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

N/A
☐

16.

d)

other restrictions

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes

17.

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☐ Yes

☒ No

Controllers have to notify:
☐

data protection authorities

☐

individuals
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☐

other

Processors have to notify:

18.

☐

controller

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No
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20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

☐

☒

21.

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☐

implement appropriate measures to comply with data privacy and security
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22.

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Only if the Federal Commissioner for Data Protection and Information issues a formal
recommendation to a data controller who then chooses not to follow the recommendation,
the Commissioner may enforce it by a civil action before the Federal Administrative Court.
☒

criminal penalties from regulators and law enforcement

Private persons, both individuals and legal entities, are liable to a fine if they willfully violate
their notification duties related to international data transfers or their duty to register their
data collections, or if they provide the Commissioner with false information in the course of a
case investigation or refuse to cooperate.
On complaint, private persons, are liable to a fine if they:



breach their information obligations towards data subjects, in that they willfully provide
false or incomplete information or willfully fail to inform the data subject about processing
of his or her sensitive personal data or personality profiles



willfully disclose confidential, sensitive personal data or personality profiles that have
come to their knowledge in the course of their professional activities where such
activities require the knowledge of such data

Additional professional secrecy obligations apply to certain entities in the financial services
and the telecommunications sectors. Violations of these sector-specific professional secrecy
obligations may be sanctioned by a fine or a prison sentence of up to three years (in
exceptional cases of up to five years).
☒

private remedies

Data subjects may file civil suits for damages or satisfaction against any person violating
their personality rights.
☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Henry Chang
Taipei
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Taipei
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☐ constitutional
What are the key data privacy and security laws and regulations?
Personal Data Protection Act (PDPA)
https://law.moj.gov.tw/ENG/LawClass/LawAll.aspx?pcode=I0050021
Information and Communication Security Management Act,
https://law.moj.gov.tw/LawClass/LawAll.aspx?pcode=A0030297
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☒ Yes

☐ No

The competent authority, the National Development Council, is assessing the necessity to
amend PDPA, after GDPR became effective.

2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

There is no centralized regulator in charge of data privacy and security. The Ministry of
Justice and the central competent authorities in charge of specific industry are authorized to
promulgate relevant rulings with the central competent authority. The central competent
authority and local government have authorities to impose administrative penalty on any
natural or legal person in breach of PDPA.
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Data leakage and security issue
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What enforcement priorities are anticipated for the near future?
Data leakage and security issue

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” refers to “the name, date of birth, I.D. Card number, passport number,
characteristics, fingerprints, marital status, family, education, occupation, medical record,
medical treatment, genetic information, sexual life, health examination, criminal record,
contact information, financial conditions, social activities and other information which may be
used to identify a natural person, both directly and indirectly.”
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

The term “Sensitive Personal Data” is not directly specified in the PDPA. Nevertheless, from
Article 6 of the same Act, it primarily refers to medical records, medical treatment, genetic
information, sexual life, health examination and criminal records.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

The PDPA is silent on the concept of agents who deal with the data per the instruction of data
collector or processor. In practice, these agents are considered to be the contractors of the
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principal data collector/processor. The principal data collector/processor of the data should
ensure their agent/sub-processor follow the PDPA requirements via the contractual control.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

applies to organizations located outside of the jurisdiction collecting, processing and using
personal data of the data subjects located in the jurisdiction

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data
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6.

☐

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☐ No

☒ Yes

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

1. the data subject has made the personal data publicly such information by himself/herself
or the personal data has been publicized legally.
2. the personal data is necessary for public interests on statistics or the purpose of
academic research conducted by a research institution. The personal data must not be
personally identifiable.
3. the personal data is obtained from publicly available resources, except that the data
subject whose substantial interest should be protected.
4. the rights and interests of the data subject are not harmed.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent
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☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

1. it is specified in laws explicitly.
2. collecting or processing is necessary for government agencies to perform its legal duties
or for non-government agencies to perform its statutory obligations, and there is security
measures before or after collecting/processing
3. the data subject is necessary for public interests on statistics or the purpose of academic
research conducted by a research institution. The personal data must not be
personally identifiable.
4. the data subject has given explicit consent to the processing. However, the exceptions
are: (1) the collection/process beyond the scope necessary for specific purpose,
(2) specified otherwise in laws, or (3) the consent against the data subject’s will.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
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9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ No

☒ Yes

A minor within the meaning of data privacy laws is a person below the age of

see below

“Minor” is not directly specified in the PDPA. Under the Civil Code, the consent to collect or
process personal data provided by a person between 7 to 20 years old will be invalid without
approval of his/her holder of parental responsibility. For a person under 7 years old, only the
holder of parental responsibility has authority to provide the consent.
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data
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☒

right to withdraw consent

☒

other

1. right to ask for copies
2. right to make supplement of personal data
3. right to cease to collect, process or utilize

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ No

☐ Yes
The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☐ Yes

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

The processor must collect/process/utilize the personal data within the scope instructed by
the controllers.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country means the territory out of Republic of China (Taiwan).
☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims
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☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

If any of the following situations occurs, the central competent authority may restrict
international transmission of personal data:
1. Where it involves major national interests;
2. Where international treaty or agreement specifies otherwise;
3. Where the country receiving personal data lacks of proper regulations towards the
protection of personal information and it might infringe the rights and interests of the data
subject; or
4. Where international transmission of personal data is made through an indirect method in
which the provisions of the PDPA may not be applicable.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☒

other

It is subject to the rulings promulgated by each central competent authority in charge of
specific industry.
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17.

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

The personal data is stolen, disclosed, altered or damaged.
Controllers have to notify:
☒

data protection authorities

There is no report obligation to authorities under the PDPA. It is subject to the rulings
promulgated by each central competent authority in charge of specific industry.
☒

individuals

When the personal data is stolen, disclosed, altered or damaged, the controllers have to
inform the data subject in proper method after an inspection. The proper method refers to
informing verbally, by written, by phone, by text message, via fax, via email or other method
is sufficient for the data subject to acknowledge the personal data breach. There is no
statutory timelines.
☐

other

Processors have to notify:
☒

controller

When a processor or its employee is in breach of any obligations under the PDPA or relevant
laws and regulations, the processor has to inform the breach and the measure to remedy to
the controller.
☒

data protection authorities

The obligation is the same as the controller.
☒

individuals

The obligation is the same as the controller.
☐

others
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18.

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ No

☒ Yes
☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☒

other

Financial institute
Details regarding the identified data security breach notification requirements
Security breach refers to disclosure of data; alter of data or system; or crash/suspension of
system. When security breach occurs, it is mandatory to notify to the central competent
authority in charge of specific industry within 1 hour. Any legal person/institute in breach of
notification requirements would be imposed with administrative penalty between NTD
300,000 to 5,000,000 and be ordered to be rectified within time limit.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☐ No

☒ Yes
☒

☒

☒

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒
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prior opt-in consent

☒

☒

21.

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

For a natural/legal person in breach of Article 6(1), 19, 20 (1) of the PDPA or in breach of
limitation on international transmission, the central competent authority may impose
administrative penalty in the amount between NTD 50,000 to 500,000 and order to rectify
within limit period.
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For a natural/legal person in breach of Article 8, 9, 10, 11, 12, 13, 20 (2), 20 (3), 27(1) of the
PDPA or non-compliance of security maintenance plan of personal data profile, the central
competent authority may impose administrative penalty between NTD 20,000 to 200,000 and
order to rectify within limit period.
☒

criminal penalties from regulators and law enforcement

When a person violates Article 6(1), 15, 16, 19, 20(1) of the PDPA or in breach of the
limitation on international transmission with intention to acquire illegal interest or to damage
to others’ interest, he/she would be sentenced in prison no more than 5 years and/or a fine in
the amount less than NTD 1,000,000.
When a person alters, deletes or impedes the accuracy of personal data profile illegally,
thereby causing damages to others, with intention to acquire illegal interest or to damage to
others’ interest, he/she would be sentenced in prison no more than 5 years, short-term
imprisonment, and/or a fine in the amount less than NTD 1,000,000.
☒

private remedies

Any natural/legal person in breach of PDPA is liable for any damage to data subject resulting
from illegal collection, process or utilization due to non-compliance of the PDPA, unless it is
proved that the natural/legal person has no intention or negligence.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests
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☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific

☒ constitutional
Omnibus
Thailand’s Personal Data Protection Act (“PDPA”), as a consolidated/omnibus law, was finally
approved by the National Legislative Assembly in February 2019. The PDPA, once it is
published in the Government Gazette, will be the first legislation governing the collection, use,
and/or disclosure of personal data, with extraterritorial effect. The PDPA will become effective
one year after the publication date.
Sector-specific
In addition to the above, personal data is regulated/restricted in sector-specific laws, which
include the following:


Telecommunications – The Notification of the National Telecommunications Commission
Re: Measures to Protect Telecommunications Users, Data Privacy, Privacy Rights and
Freedom of Communications prescribes requirements on telecommunications license
holders to collect, process, and maintain the personal data of their telecommunications
users.



Credit Bureau – The Credit Information Business Act B.E. 2545 (2002) was enacted with
the following objectives: (i) to control the credit bureau company and credit information
transactions; (ii) to protect the rights of the data subject; and (iii) to ensure that reliable
information is given to the processor of credit information.



Child Protection – The Child Protection Act B.E. 2546 (2003) prescribes protection for
children, including information about children who are under 18 years of age and their
parents.



Public Health – The National Health Act B.E. 2550 (2007) provides protection for personal
health information. No one shall disclose such information in a manner that causes
damage to data subjects, unless consent is obtained or other exceptions apply.



Banking and E-payment – The Payment System Act B.E. 2560 (2017) empowers the
Bank of Thailand to issue notifications prescribing rules for the provision of regulated
payment systems and regulated payment services in respect of the retention and
disclosure of personal data of service users.



Government Agencies – The Official Information Act B.E. 2540 (1997) provides
protection for personal data of individuals which is in the possession or control of a state
agency.

Constitutional
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The right to privacy has long been recognized in the Thai legal system and upheld under the
Thai Constitution. Therefore, a person shall have the right to be afforded protection against
undue exploitation of his or her personal data, as provided by law.
Theoretically, any violation of the Thai Constitution that results in damage to others may
constitute a wrongful act (a tort) under the Thai Civil and Commercial Code. However, to date,
no court decision that interprets the provisions of the Constitution in this light has been issued.
What are the key data privacy and security laws and regulations?
The Personal Data Protection Act B.E.
The Notification of the National Telecommunications Commission Re: Measures to Protect
Telecommunications Users, Data Privacy, Privacy Rights and Freedom of Communications
The Credit Information Business Act B.E. 2545 (2002)
The Child Protection Act B.E. 2546 (2003)
The National Health Act B.E. 2550 (2007)
The Payment System Act B.E. 2560 (2017)
The Official Information Act B.E. 2540 (1997)
Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☒ Yes

☐ No

As the PDPA has been recently passed, the final published versions should be monitored.
Sub-regulations under the PDPA would also be issued within two years from the publication
date. Thus, changes should be monitored.
Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Personal Data Protection Committee. As the Committee has not been established yet, the
below questions are not applicable.
How active is the regulator?
☐ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
N/A

736 | Baker McKenzie

What enforcement priorities are anticipated for the near future?
N/A

3.

What are key definitions in the data privacy and security laws?
Personal data
“Personal data” is defined under the PDPA as “any information relating to a person, which
enables the identification of such person, whether directly or indirectly, but not including the
information of the deceased person in particular”.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☒

other



criminal record



disability



any data which affects the data subject in the same manner, to be prescribed by the
Personal Data Protection Committee

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller
☒ Yes

☐ No
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4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☐

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other
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6.



Personal Data to be collected



Collection of Personal Data from other sources

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☒

other

The personal data is necessary for the achievement of the purpose relating to the preparation
of the historical documents or the archives for public interest, or relating to research or
statistics in which the suitable measures to safeguard the data subject’s rights and freedoms
are put in place and in accordance with the notification to be prescribed by the Personal Data
Protection Committee.

7.

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest
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☐

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

The PDPA provides certain other legal bases for processing sensitive data similar to the above
non-ticked boxes, but subject to additional criteria.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☐ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☒ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

10

(i) A person is below the age of 10; and
(ii) A person who is over 10 years of age, but who is not yet sui juris by marriage or has no
capacity as a sui juris person under section 27 of the Thai Civil And Commercial Code;
unless certain exceptions apply (e.g., the act is a juristic act suitable to the minor’s
condition in life and actually required for the minor’s reasonable needs).
In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other
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What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

Right to complain to the Expert Committee

11.

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No
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The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other



The activities of the personal data controller or the personal data processor in the
collection, use or disclosure of the personal data require a regular monitoring of the
personal data or the system by the reason of having a large number of personal data as to
be prescribed and announced by the Personal Data Protection Committee.



The core activity of the personal data controller or the personal data processor is the
collection, use, or disclosure of sensitive personal data.

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements
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Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

(i) The processors must carry out the activities as pursuant to the instruction given by the
controllers only, unless exceptions apply;
(ii) Provide appropriate security measures and notify the data controller of the breach incident;
and
(iii) Prepare and maintain records of personal data processing activities in accordance with the
rules and methods to be prescribed by the Personal Data Protection Committee.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

“Third country” is not specifically defined under the PDPA, but it should refer to countries
outside Thailand.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation
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☐

16.

d)

other restrictions

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

17.

☐ No

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

Personal data breach is not specifically defined under the PDPA, but it should refer to an
incident that involves the unauthorized or unlawful loss, access to, use, alteration, correction,
or disclosure of personal data.
Controllers have to notify:
☒

data protection authorities

The data controller is required to notify the Office of the Personal Data Protection Committee of
the personal data breach without delay and, where feasible, within 72 hours after having
become aware of it; unless an exception applies.
☒

individuals

In case of the personal data breach is likely to result in a high risk to the rights and freedoms of
the persons, the data controller is required to notify data subject of the breach incident and the
remedial measures without undue delay and pursuant to the criteria to be prescribed by the
Personal Data Protection Committee.
☐

other

Processors have to notify:
☒

controller

The data processor must notify the data controller of the breach incident.
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18.

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☒ Yes

☐ No

☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements


A public company must notify its regulator of security incidents that may materially affect
an investor’s decision;
Non-compliance could be punished with imprisonment for up to 2 years, or a fine not
exceeding THB 500,000 (approximately USD 15,756), or both.



A telecommunications operator must notify affected users without delay in case of a breach
of the data subject’s rights in relation to personal information, privacy, or the right to
communicate through telecommunications;
Non-compliance can result in an administrative enforcement. The regulator can order the
telecommunications operator to refrain from such violating act, carry out rectification and
improvement, or perform action correctly or appropriately within a specified period of time.
If the telecommunications operator continues to violate the order, it could be subject to a
daily fine of THB 20,000 (approximately USD 630) or a revocation of the
telecommunications license.



The Organization of Critical Information Infrastructure must inform cyber threat to the Office
of the National Cybersecurity Committee and its Supervising or Regulating Organization
without delay.
Non-compliance could be punished with a fine not exceeding THB 200,000 (approximately
USD 6,921).
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19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Non-compliance could be punished with administrative fines up to THB 5,000,000
(approximately USD 157,630).
☒

criminal penalties from regulators and law enforcement

Non-compliance could be punished with imprisonment for up to 1 year, or a fine not exceeding
THB 1,000,000 (approximately USD 31,526), or both.
☒

private remedies

The data subject may, for example,


file complaints with the Expert Committee; and



claim compensation for any damage caused to the data subject as a result of operations
involving his or her personal data.

The court shall have the power to order the personal data controller or the personal data
processor to pay punitive damages up to 2 times the actual compensation.
☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☐

medium (somewhere in between)

☒

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Turkey
22 March 2019
Can Sözer
Istanbul
Tel: +902123766443
can.sozer@esin.av.tr
Dilşad Sağlam
Istanbul
Tel: +902123766440
dilsad.saglam@esin.av.tr

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
electronic communications, banking and payment systems and healthcare sectors
☒ constitutional
What are the key data privacy and security laws and regulations?


Law No. 6698 on the Protection of Personal Data (the “Data Protection Law”)



The Regulation on Data Controllers Registry



The Regulation on Deletion, Destruction or Anonymization of Personal Data

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Data Protection Authority (the “Authority“) is the enforcement agency for the Data
Protection Law, which is comprised of the Data Protection Board (the “Board”) and the
Presidency. The Board is the decision making body of the Authority and the Presidency is
responsible for keeping the registry of data controllers and for managing the operations of
the Authority.
How active is the regulator?
☐ Not very
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☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The key enforcement activities of the Authority as of the commencement of its operations
include the following:


conducting investigation, ex officio or upon a complaint or notification, in relation to the
processing of the personal data in accordance with the Data Protection Law



imposition of administrative sanctions (including fines) as a result of the investigations
carried out



preparing regulatory operations in relation to the processing of personal data, publishing
guidelines and secondary regulations for the implementation of the Data Protection Law

What enforcement priorities are anticipated for the near future?
We expect the Authority to increase its enforcement activities and continue its investigations
to check compliance with data protection law with increased amounts of administrative fines.
In this scope, we also expect an increase in claims by data subjects.
The Authority is also expected to adopt secondary regulations and publish guidelines on
issues which are still not fully clear in practice.

3.

What are key definitions in the data privacy and security laws?
Personal data
The Data Protection Law defines personal data as “any information relating to an identified or
identifiable natural person.” The definition is relatively broad and would apply to a wide range
of information processed in Turkey.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Clothes and appearance (particularly to the extent they may reveal an individual’s religious
beliefs and his/her political view), criminal records and security measures
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☐

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The Data Protection Law applies to legal entities and individuals that process personal data
in Turkey through automatic means or as part of a data filing system. The exact scope of the
Data Protection Law, however, is not very clear as it does not specifically state whether its
application will extend to the processors of data that are based outside of Turkey. However,
the latest enforcement activities of the Authority reveal that the Data Protection Law will
apply to any processing of Turkish citizens or residents of Turkey.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any
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6.

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Cases where the processing of the personal data is permitted by law.
Note that the public interest option above is not ticked, as technically, this is not a legal basis
for processing. Rather, personal data processing for public interest purposes is exempt from
the Data Protection Law in the following cases:


processing of personal data for the purposes of preventive, protective and informatory
activities conducted by public institutions and organizations authorized by law for
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national defence, national security, public safety, public order or economic safety
purposes


7.

processing of personal data within the scope of an investigation, prosecution, judgment
or execution proceedings by the judicial or enforcement authorities.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☒ Yes

☐ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

As a general rule, sensitive data may only be processed with the data subject’s explicit
consent. Unlike non-sensitive data, the only other legal basis for the processing of sensitive
data is processing as specifically permitted by law; but this legal basis does not apply to data
relating to health condition or sexual life. To process data related to health condition or
sexual life without consent, the data controller must be under a confidentiality obligation and
process the data only for the purposes of protecting public health, preventative medicine,
medical diagnosis, medical treatment and care, or for planning, managing or financing health
services.
Note that the public interest options above are not ticked, as technically, these are not a legal
basis for processing of sensitive data. Rather, processing of personal data, including
sensitive data, for public interest purposes is exempt from the Data Protection Law in the
following cases:


processing of personal data, including sensitive data, for the purposes of preventive,
protective and informatory activities conducted by public institutions and organizations
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authorized by law for national defence, national security, public safety, public order or
economic safety purposes


processing of personal data, including sensitive data, within the scope of an
investigation, prosecution, judgment or execution proceedings by the judicial or
enforcement authorities.

Also note that the Data Protection Law does not apply to processing of personal data that
has been anonymized through official statistics for research, planning and statistical reasons.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
With respect to employee data, there is no guidance as to whether employees’ consent
would satisfy the explicit consent criteria under the Data Protection Law. More specifically, it
may be doubtful in many cases that employees would “freely” give their consents to their
employers. Therefore, for the processing of personal data, it would be recommended for
employers to rely on one of the legal bases of processing personal data other than explicit
consent for processing employees’ personal data. In jurisdictions with similar laws, two of the
most used legal bases for processing data in the absence of explicit consent are:


processing personal data for the fulfilment or execution of the employment contract



processing personal data for legitimate interests of the employer.

For example, monitoring employees or conducting performance reviews for employees may
generally fall under the second case above. That said, these legal bases are interpreted in a
narrow manner and a case-by-case analysis is required to identify whether the employer can
rely on these legal bases.
As explained above under question 7, the legal bases for the processing of sensitive data
other than explicit consent are much more limited compared to the legal bases for the
processing of non-sensitive data under the Data Protection Law. Accordingly, the legal basis
of fulfilment or execution of the employment contract or legitimate interests of the employer
would not be applicable for the processing of employees’ sensitive data.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☐ Yes

☒ No

A minor within the meaning of data privacy laws is a person below the age of

N/A

In what circumstances, do these special requirements apply:
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☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?

10.

☐

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other



right to request information in relation to the processing of the data subject’s own
personal data, and whether such data is processed in line with the specified purposes



right to request information regarding the persons to whom the data subject’s personal
data is transferred (either in Turkey or abroad)



right to request indemnification in the event that the data subject has incurred damages
due to the illegal processing of personal data
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11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other
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Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☒ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

14.

☒ No

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

As per Article 16 of the Data Protection Law and the Regulation on Data Controllers Registry
(“VERBİS”), data controllers are obliged to register with VERBİS prior to processing personal
data.
Accordingly, data controllers residing in Turkey must assign a contact person who will be
responsible for the provision and management of communication between the Authority and
the data controller, and notify the contact person’s contact details during registration.
Obligations and powers of the contact persons appointed by the data controllers residing in
Turkey are limited to the execution of the communication between the data controller and the
Authority.
Data controllers that are not established in Turkey, on the other hand, are required to assign
a data controller representative, who will be authorized to represent the data controller on the
matters provided in Article 11 of the Regulation on Data Controllers Registry.
Data controllers who are required to register with VERBİS are obliged to prepare and
implement a personal data processing inventory that includes the purposes for processing
personal data, data categories, subject groups of the data, the maximum retention period of
the data and measures taken regarding the data security.
The Authority has announced that the following are exempt from the registration obligation:
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those who process personal data only by non-automated means provided that it is part of
a structured filing system



notaries operating under the Notary Law



associations established under the Law on Associations, foundations established under
the Law on Foundations, and unions established under the Law on Unions and
Collective Labor Agreement that process personal data only in line with the relevant
legislation and purposes limited to their field of activity, and process personal data only in
relation to their employees, members, and benefactors



political parties founded under the Law on Political Parties



attorneys operating under the Law on Attorneyship



certified Public Accountants and Sworn-in Certified Public Accountants operating under
the Law on Certified Public Accountants and Sworn-in Certified Public Accountants

Pursuant to the Authority’s decision published on 18 August 2018:


data controllers that employ more than 50 employees or whose annual financial
statement exceeds TRY 25 million must register with VERBİS between 1 October 2018
and 30 September 2019



data controllers established outside of Turkey must register with VERBİS between 1
October 2018 and 30 September 2019



data controllers that employ less than 50 employees and whose annual financial
statement does not exceed TRY 25 million, but whose core business includes the
processing of sensitive personal data must register with VERBİS between 1 January
2019 and 31 March 2020; and



public institutions and organizations that act as data controllers must register with
VERBİS between 1 April 2019 and 30 June 2020.

Failure to register with the Data Controllers Registry may face an administrative fine between
TRY 20,000 to TRY 1 million.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

The Data Protection Law does not explicitly define the term “third country”. Accordingly, any
country outside Turkey is a third country for the purposes of the Data Protection Law.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☐

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions
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The Data Protection Law states that personal data must not be transferred to foreign
countries without data subjects’ explicit consent. The only exception to this rule is if one of
the legal bases for processing of personal data other than explicit consent exists and either:
(1) there is an adequate level of protection in the foreign country
(2) if there is not an adequate level of protection in the foreign country, a contract between
the data controllers in Turkey and the data transferee abroad is executed for the data
transferee to confirm adequate protection of personal data in writing and the approval of
the Data Protection Board is obtained.
The Data Protection Board will consider approving the transfer based on Turkey’s
international treaties, reciprocity of data transfer between Turkey and the foreign country,
type of personal data, purpose and period of processing, privacy legislation in the foreign
country, and measures undertaken by the data controller in the foreign country.
That said, the Data Protection Board has not yet announced the countries providing an
adequate level of protection. Therefore, for the time being, no country is deemed to provide
an adequate level of protection until such announcement is made.
☒

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

Regulation on Internal Systems of Banks
Apart from the restrictions on cross-border data transfers under the Data Protection Law,
Article 11 of the Regulation on Internal Systems of Banks requires Turkish banks to maintain
their primary and secondary data systems in Turkey.
The primary system of a bank comprises the infrastructure, hardware, software and data
used to ensure the sound conduct of banking activities, as well as systems to record all the
information necessary for fulfilling the bank’s duties under banking law and other applicable
laws (i.e., employment laws). The secondary system is essentially the back-up of the primary
system.
Electronic Communications Law
While there are currently no regulations in force governing data privacy in electronic
communications specifically, the Information and Communication Technologies Authority
(the “ICTA”) has published a draft Regulation Concerning the Processing of Personal Data
and the Protection of Privacy in the Electronic Communication Sector (“Draft Regulation”).
Note that the Draft Regulation has not been issued yet by ICTA, and therefore is not in force.
As per Article 10 of the Draft Regulation, without prejudice to the Data Protection Law, traffic
and location data cannot be transferred abroad without the explicit consent of the data
subject. Traffic and location data may be transferred abroad, provided that the data subjects
are informed about the scope of personal data to be transferred abroad, the purpose and
period of transfer and that the ICTA approves the transfer in terms of national security and
public order.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the Authority as an appropriate
technical and organizational measure.
☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

The Data Protection Law does not explicitly define the term “personal data breach”. In
practice, it is understood as a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities

Pursuant to the latest decision of the Authority on data breach notifications, data controllers
must notify the Authority of any data breach without any delay and within 72 hours at latest.
Data controllers must use “The Personal Data Breach Notification Form”, available on the
Authority’s website for the notification.
☒

individuals

Data controllers must notify the affected data subjects directly or, if this is not possible, by
other appropriate means such as publishing information regarding the data breach on its
website.
☐

other

Processors have to notify:
☒

controller

without undue delay after becoming aware of any personal data breach
☐

data protection authorities
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18.

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
The Capital Markets Board of Turkey (the “CMB”) provides for detailed public disclosure
requirements applicable to companies listed in Borsa Istanbul, Turkey’s sole stock exchange.
The current disclosure regime applicable to listed companies is regulated by the Public
Disclosure Communiqué No. II-15.1 (the “Disclosure Communiqué”). With the Disclosure
Communiqué, the CMB regulates the regime of disclosure of material events relating to listed
companies. Rather than identifying each material event requiring disclosure in the Disclosure
Communiqué, the CMB left specific disclosure decisions regarding insider information to
companies’ individual discretion on a case-by-case basis.
Under the Disclosure Communiqué’s general rule, every event that might affect investors’
investment decisions and/or values of capital markets instruments must be publicly
disclosed. In this scope, a material data breach which might affect investors’ investment
decisions and/or values of capital markets instruments must be disclosed.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes
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☒ No

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☐

☒

21.

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security
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22.

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The Data Protection Law has several enforcement mechanisms. If the data controller fails to
make the proper notifications to the data subject (e.g., regarding its identity, the purpose for
processing data, third parties to which the data will be transferred, the method and legal
grounds of collection, the rights of the data subject, etc.), it may be fined between TRY 5,000
and TRY 100,000. If the data controller fails to comply with the data security obligations, it
may be fined between TRY 15,000 and TRY 1 million. If the data controller fails to comply
with an order from the Board to remedy violations of the Data Protection Law, it may be fined
between TRY 25,000 and TRY 1 million.
And if the data controller fails to register with the Data Controllers Registry it may be fined
between TRY 20,000 and TRY 1 million. The administrative fines stipulated under the Data
Protection Law are expected to be updated by the Authority in the near future.
☒

criminal penalties from regulators and law enforcement

Criminal penalties may be assessed against data controllers that unlawfully process or
transfer personal data or that fails to delete personal data. The criminal penalties may range
from 1 year to 4.5 years of imprisonment under the Turkish Criminal Code No. 5237.
☒

private remedies

Individuals may, for example:


file complaints with the data protection authorities



claim damages for material or non-material damages

☐

other
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23.

24.

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g. telecoms
☐ constitutional
What are the key data privacy and security laws and regulations?


EU General Data Protection Regulation ()



UK Data Protection Act 2018 (“DPA 2018”)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

On January 10, 2017 the European Commission published a proposal for a Regulation
concerning the respect for private life and the protection of personal data in electronic
communications and repealing Directive 2002/58/EC (“ePrivacy Regulation”). Since the
legislative process is in delay, it is unclear, whether and when the ePrivacy Regulation will
enter into force.
The UK’s exit from the European Union will change the legislative framework for data
protection and electronic direct marketing laws in the UK, although in practice UK data
protection laws will continue at least in the short term to be the same as (or very similar to)
the GDPR as the EU Withdrawal Act brings the GDPR into domestic UK law.
As at April 2019, the proposed Withdrawal Agreement confirms that the GDPR will apply in
the UK during the transition period.
If a deal is not agreed between the UK and the EU, the Data Protection, Privacy and
Electronic Communications (Amendments etc.) (EU Exit) Regulations 2019 make some
minor amendments to the GDPR as incorporated into domestic UK law necessary for the
proper functioning of the GDPR when the UK leaves the EU — creating a “UK GDPR”.
Is such a law/ regulation in the making?
☐ Yes
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☒ No

2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

The Information Commissioner’s Office (“ICO”) is the data protection authority in the UK
(https://ico.org.uk/).
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
The majority of monetary penalties issued by the ICO for breaches of the previous Data
Protection Act 1998 relate to failures to take appropriate technical and organisational
measures, although the ICO has also recently issued monetary penalties in relation to
transparency, fairness and consent issues.
As at April 2019, the ICO has not yet issued a monetary penalty for a breach of the GDPR,
and monetary penalties issued after 25 May 2018 have been in relation to breaches of data
protection laws which occurred prior to the GDPR coming into force. Under the previous
Data Protection Act 1998, the ICO had the power to issue monetary penalties up to
£500,000. The ICO exercised its power to issue the maximum monetary penalty for the first
time in 2018 and has issued two such maximum monetary penalties to date.
In addition, the ICO has continued its focus and enforcement action in relation to breaches of
electronic direct marketing laws, which includes monetary penalties in relation to direct
marketing via email, SMS and telephone.
The ICO regularly publishes guidance on the interpretation of the GDPR.
What enforcement priorities are anticipated for the near future?
We expect the ICO will continue to prioritise enforcement in relation to data security and
electronic direct marketing, but we also anticipate an increasing focus on transparency,
fairness of processing and consent.
The use of personal data in the context of political campaigns is also likely to continue to be
an area of focus.
We also expect an increase in claims having a data protection law and consumer protection
law angle. We also anticipate that damage claims for non-material damages may increase.

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data means any information relating to an identified or identifiable natural person;
an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

4.

☐ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

6.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☒

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject
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☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Under Section 8 of the DPA 2018, processing of personal data necessary for performance of
a task carried out in the public interest or in the exercise of the controller’s official authority
for the purposes of Article 6(1)(e) of the GDPR, includes processing of personal data
necessary for:

7.



the administration of justice;



the exercise of a function of either House of Parliament;



the exercise of a function conferred on a person by an enactment or rule of law;



the exercise of a function of the Crown, a Minister of the Crown or a government
department; or



an activity that supports or promotes democratic engagement.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☒

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☒

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☒

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☒

processing is necessary for reasons of public interest in the area of public health

☒

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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☒

other

Under Section 10 of the DPA 2018, the processing of special categories of personal data is
permissible under Article 9(2)(b) (employment, social security and social protection) (g)
(substantial public interest), (h) (health and social care), (i) (public health) or (j) (archiving,
research and statistics) if it meets a condition set out in Schedule 1 to the DPA 2018.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
Yes, but pursuant to recital 43 “consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the
data subject and the controller”, which could be the case in the employment relationship.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

13.

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply
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☐

10.

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☒

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☒

other

e.g. right to claim damages

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☒ Yes

☐ No

The exceptions are as follows:
If the decision:


is necessary for entering into, or performance of, a contract between the data subject
and a data controller,



is authorized by Union or Member State law to which the controller is subject and which
the controller is subject and which also lays down suitable measures to safeguard the
data subject’s rights and freedoms and legitimate interests, or
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12.

is based on the data subject’s explicit consent.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☒

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☒

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☒ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☒ Yes

☐ No

The obligations are as follows:
☒

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

The following provisions apply directly to processors:
Art. 28, 29, 30 para. 2, 31, 32, 33 para. 2, 37 et seq., 44 et seq. GDPR.
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14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Under the DPA 2018 and the Data Protection (Charges and Information) Regulations 2018
(“2018 Regulations”) controllers that process personal data are required to pay a data
protection fee to the ICO, unless an exemption applies. This fee is payable annually, and the
level of the fee depends on the size of the organisation by reference to number of staff and
annual turnover.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country is not defined in the GDPR, but means countries (1) outside of the European
Union, and (2) countries outside of the European Economic Area.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

ad-hoc contracts approved by the data protection authority
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☐ No

☒ Yes
☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☒

encryption

Not a strict legal requirement, but encryption is considered by the GDPR as an appropriate
technical and organisational measure. In practice, the authorities expect encryption unless
specific circumstances justify no encryption.
☐

17.

other

Are there obligations to notify personal data security breaches?
☐ No

☒ Yes

“Personal data breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
transmitted, stored or otherwise processed.
Controllers have to notify:
☒

data protection authorities



in case of a personal data breach, unless the personal data breach is unlikely to result in
a risk to the rights and freedoms of natural persons



without undue delay and, where feasible, not later than 72 hours after having become
aware of it

☒

individuals



without undue delay



if a personal data breach is likely to result in a high risk to the rights and freedoms of
natural persons, unless any of the following conditions are met:

☒



the controller has implemented technical and organizational protection measures
and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person
who is not authorized to access it, such as encryption; or



the controller has taken subsequent measures that ensure that the high risk to the
rights and freedoms of the data subjects is not longer likely to materialize.
other

There shall be public communication or similar measure whereby the data subjects are
informed in an equally effective manner (instead of informing the data subjects) if the
communication to the data subject would involve disproportionate effort.
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Processors have to notify:
☒

18.

controller



in case of a personal data breach irrespective of a risk to the rights and freedoms of the
data subjects



without undue delay after becoming aware of it

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements

☒

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
The Privacy and Electronic Communications (EC Directive) Regulations (“E-Privacy
Regulations”) require providers of public communications services (e.g., telecoms operators
and internet service providers) to notify the ICO of security breaches which lead to the loss
or disclosure of personal data and also to notify the relevant individuals if the breach is likely
to affect their privacy. This notification obligation applies to all security breaches, and not just
serious breaches. As a result of the Commission Regulation (EU) 611/2013 (“Notification
Regulation”), such security breaches must be notified to the ICO within 24 hours of detecting
a breach, along with information about the breach (where feasible). In addition, full details of
the security breach need to be provided to the ICO within 3 days but where this is not
possible a justification for the delay must be provided to the ICO with full details to follow
without undue delay.
The Network and Information Systems Regulations 2018 (“NIS Regulations”) implement the
EU Network and Information Security Directive (“NIS Directive”) into UK law.
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The NIS Regulations impose obligations on Operators of Essential Services (“OES”) to notify
the designated competent authority about any incident which has a significant impact on the
continuity of the essential service which that OES provides. This notification must be
provided to the competent authority without undue delay and in any event no later than 72
hours after the OES is aware that such an incident has occurred.
In addition, under the NIS Regulations, Relevant Digital Service Providers (“RDSP”) are
required to notify the ICO about any incident having a substantial impact on the provision of
any of the digital services the RDSP provides (e.g. online marketplace, online search engine,
or cloud computing). The notification to the ICO is required to be made without undue delay
and in any event no later than 72 hours after the RDSP is aware that an incident has
occurred. This requirement to notify the ICO only applies if the RDSP has access to
information which enables it to assess whether the impact of the incident is substantial.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The E-Privacy Regulations require consent for use of cookies and similar technologies.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☐

☐

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☒

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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☐

21.

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☒

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

The ICO has published a list of examples of processing “likely to result in high risk” here.

22.

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☒

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

These may amount to up to EUR 20 million or 4% of the total worldwide annual turnover of
the preceding financial year, whatever is higher.
☒

criminal penalties from regulators and law enforcement

The DPA 2018 contains various criminal offences including offences in relation to:


unlawful obtaining of personal data (Section 170 DPA 2018)



re-identification of de-identified personal data (Section 171 DPA 2018)



alteration of personal data to prevent disclosure to the data subject (Section 173 DPA
2018)



destroying or falsifying information and documents (Section 148 DPA 2018)



false statements in response to Information Notices issued by the ICO (Section 144 DPA
2018)



prohibition of requirement to produce relevant records (Section 184 DPA 2018)
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☒

private remedies
Individuals may, for example,


file complaints with the data protection authorities



claim damages for material or non-material damages

☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☐ omnibus – all personal data
☒ sector-specific
Federal legislation, state legislation, healthcare, banking/finance, telecommunications
☐ constitutional
What are the key data privacy and security laws and regulations?
California Privacy Laws (e.g., California Online Privacy Protection Act (“CalOPPA”),
California Consumer Privacy Act (“CCPA”), etc.)
Children’s Online Privacy Protection Act (“COPPA”)
Gramm-Leach-Bliley Act (“GLBA”) and Fair Credit Reporting Act (“FCRA”)
Health Insurance Portability and Accountability Act (“HIPAA”)
EU-US Privacy Shield
State Data Breach Notification Laws (e.g. California, District of Colombia, Florida, Illinois,
Massachusetts, New York, Texas, etc.)
Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

Legislators in ten states (Hawaii, Maryland, Massachusetts, Mississippi, New Mexico, New
York, North Dakota, Rhode Island, Texas and Washington) have introduced draft bills that
would impose broad obligations on businesses to provide consumers with transparency and
control of personal data, similar to the requirements under the recently enacted CCPA.
Is such a law/ regulation in the making?
☒ Yes

2.

☐ No

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Federal Trade Commission (“FTC”)
Federal Communications Commission (“FCC”)
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Federal Consumer Financial Protection Bureau (“CFPB”)
Department of Health & Human Services
Securities and Exchange Commission (“SEC”)
State Attorneys General
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Federal Trade Commission (“FTC”)
In November 2018, the FTC approved settlements with four companies over allegations that
they falsely claimed certification under the EU-U.S. Privacy Shield framework. As part of the
settlements, all four companies are prohibited from misrepresenting the extent to which they
participate in any privacy or data security program sponsored by the government or any selfregulatory or standard-setting organization, and must comply with FTC reporting
requirements.
In September 2018, the FTC approved a settlement with a mobile phone manufacturer and
its co-owner over allegations that they deceived consumers about the disclosure of their
personal information and the company’s data security practices. Specifically, the FTC
alleged that the company failed to implement appropriate security procedures and to oversee
the practices of their service providers, which, as a result, led to a third-party security
provider collecting far more information from consumers’ devices – including the full contents
of their text messages – than was needed for the job. Under the settlement, the company will
be subject to third-party assessments of its security program every two years for 20 years, as
well as record keeping and compliance monitoring requirements.
Department of Health & Human Services
In December 2018, a healthcare provider agreed to pay USD 3 million to the Department
Office for Civil Rights and to adopt a substantial corrective action plan to settle potential
violations of the HIPAA Rules concerning two breach reports of unsecured ePHI affecting
over 62,500 individuals. The breaches exposed unsecured ePHI over the internet including
patient names, addresses, dates of birth, Social Security numbers, diagnoses, conditions,
lab results and other treatment information. The Department Office for Civil Rights’
investigation revealed that the healthcare provider failed to conduct an accurate and
thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity,
and availability of the ePHI; failed to implement security measures sufficient to reduce risks
and vulnerabilities to a reasonable and appropriate level; failed to implement procedures to
perform periodic technical and nontechnical evaluations in response to environmental or
operational changes affecting the security of ePHI; and failed to obtain a written business
associate agreement with a contractor that maintained ePHI on its behalf.
Securities and Exchange Commission (“SEC”)
In September 2018, a broker-dealer and investment adviser has agreed to pay USD 1 million
to settle charges related to its failures in cybersecurity policies and procedures surrounding a
cyber intrusion that compromised personal information of thousands of customers.
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State Attorneys General
In January 2019, multiple state Attorneys General from 43 states and the District of Columbia
obtained a combined settlement of USD 1.5 million from a retailer in relation to a 2013
breach of customer payment card data at 77 stores in the United States. In addition to the
monetary settlement, the retailer has agreed to a number of injunctive provisions aimed at
preventing similar breaches in the future.
In September 2018, all 50 states and the District of Columbia obtained a combined
settlement of USD 148 million from a company for hiding a breach in 2016.
What enforcement priorities are anticipated for the near future?
Determining the requisite consent to use or sell consumers’ personal data for commercial
purposes is going to be increasingly important in 2019, especially considering that the CCPA
grants a limited opt-out right to consumers for the sale of personal information to third
parties. We expect that in 2019 regulators will increase the scrutiny around the level of
consent companies obtain to collect and use consumer data.
The FTC will likely continue to target companies that fail to provide reasonable security to
prevent unauthorized access to consumers’ data. Data breach enforcement will likely
continue to rise in 2019. Additionally, given the proliferation of Internet-connected devices,
the FTC will likely increase its regulation in this space this year and beyond

3.

What are key definitions in the data privacy and security laws?
Personal data
Personal data generally means information that identifies or could reasonably be associated
with a particular individual. However, the exact definition of personal data differs depending
on the applicable law or regulation. For example, under California’s security breach
notification law, Cal. Civ. Code § 1798.82, “personal information” means:
(i) an individual’s first name or first initial and last name in combination with any one or
more of the following data elements, when either the name or the data elements are not
encrypted: (a) social security number, (b) driver’s license number or California
identification card number, (c) account number, credit or debit card number, in
combination with any required security code, access code, or password that would
permit access to an individual’s financial account, (d) medical information, (e) health
insurance information, (f) information collected through an automated license plate
recognition system
(ii) a user name or email address, in combination with a password or security question and
answer that would permit access to an online account
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership
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☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☒

financial information

☒

government identity card or number information

☒

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone
or jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

☒ No

Some California laws differentiate between Data Controllers and Processors in the same
manner as European data protection laws, e.g., regarding data security breach notification
laws (processors must notify controllers and controllers must notify Data Subjects and the
California State Attorney General), however, many laws do not differentiate or draw different
lines.

4.

5.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended
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6.

☐

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☒

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☒

if applicable, information regarding automated decision making, including profiling

☐

other

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☐

the personal data is necessary to perform a contract with the data subject

☐

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)
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☐

7.

other

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:

8.

☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?
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In the U.S., collecting personal information about employees is generally seen as a
legitimate activity, provided that it is carried out for non-discriminatory, legitimate business
purposes.

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

see text below.

Under COPPA, a minor is a person under the age of 13, however, the CCPA raises the age
for data consent for minors from 13 under COPPA, to age 16 for residents of California.
In what circumstances, do these special requirements apply:
☐

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☒

other

The CCPA states that minors under 16 years of age must provide express opt-in consent for
the sale of their personal information. For children that are under 13, such opt-in consent
must be collected from a parent or guardian. Further, COPPA states that a minor cannot
consent to the collection of her personal data, and instead, such consent must be obtained
from a parent or guardian.
What are the special requirements that apply to collecting personal data from minors?

10.

☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject’s own personal data
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11.

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☒

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction
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☒

other

Privacy officer requirement under HIPAA.
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☐ No

☐ Yes

☒ N/A

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ No

☐ Yes

13.

☒ N/A

Are there obligations for controllers to establish controls with respect to data
processors?
☐ No

☒ Yes
The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☒

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ No

☒ Yes

Under the HIPAA, Covered Entities are required to enter into contractual agreements with
Business Associates that process protected health information on behalf of the Covered
Entity.

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

☐

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)
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☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☐

other solutions

☐

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☒

d)

other restrictions

Under HIPAA, a Covered Entity is required to comply with the regulations’ requirements with
respect to personal information that has been transferred outside of the United States.

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

17.

☐ No

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

Each state has its own data breach notification law. Therefore, the definition of “personal
data breach” varies from state to state. For example, under California’s security breach
notification law, Cal. Civ. Code § 1798.82, “breach of the security of the system” means
unauthorized acquisition of computerized data that compromises the security, confidentiality,
or integrity of personal information maintained by the person or business.
Controllers have to notify:
☒

data protection authorities
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Under certain state breach notification laws, in-scope entities that have experienced a data
security breach must notify the applicable State Attorneys General and affected individuals,
depending on the specific circumstances.
HIPAA’s Breach Notification Rule (45 C.F.R. §§164.400-414) requires Covered Entities to
notify HHS and affected individuals for certain unauthorized acquisitions, accesses, uses or
disclosures of protected health information (“PHI”) in certain circumstances. For more details,
refer to the Breach Notification Rule.
☒

individuals

See above.
☐

other

Processors have to notify:
As outlined in our response to Question #3 (c) above, the U.S. does not have federal
definitions for “data controllers” and “data processors.” However, under certain state-,
sector-, activity- specific data breach notification laws, certain entities can functionally be
considered “data processors,” such as Business Associates under HIPAA.
☒

controller

Under the HIPAA’s Breach Notification Rule, Business Associates are required notify the
relevant Covered Entity upon discovery of a breach.

18.

☐

data protection authorities

☐

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☒ Yes

☐ No

☒

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☒

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☒

telecommunication requirements
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☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
Please see response to Question 17 above.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

Under California privacy laws, cookies are not specifically regulated, but a number of
companies have been sued based on unfair competition and misrepresentation theories for
failure to provide adequate disclosures regarding cookies in privacy policies, attempts to
disable consumer attempts to block or delete certain types of cookies and placement of
certain particularly intrusive tracking technologies without consent. Based on recent updates
to CalOPPA, operators of websites and online services must disclose in privacy policies how
they respond to “Do Not Track” signals and similar privacy protection measures selected by
consumers and if and to what extent third parties collect personal information regarding
consumers on websites or via online services.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes

☐ No

Yes, but given the current sector-, activity- and data type-specific framework of U.S. privacy
laws, the below requirements vary based on industry marketing regulations and statespecific marketing laws.
☐

☐

☐

email marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☐

prior opt-in consent

☐

opt-out or implied consent
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☐
☐

☐

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

The CCPA allows for fines of up to USD 2,500 per violation or USD 7,500 per intentional
violation, but notably does not place a cap on the total amount of fines.
The FTC may bring civil actions for civil monetary penalties of up to USD 16,000 per violation
of the FTC Act or COPPA. Each day that non-compliance continues is considered a separate
“violation” for purposes of the law.
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The FTC also has the power to bring civil actions for damages related to GLBA. Penalties
include: rescission or reformation of contracts; monetary refunds or return of real property;
restitution; disgorgement or compensation for unjust enrichment; monetary penalties; public
notification of the violation; and limits on the violator’s functions. Civil monetary penalties
range from USD 5,000 to USD 1 million per day of violation if an individual knowingly violated
the law.
HHS may impose a civil money penalty on any person who violates the HIPAA Privacy
Standards in the range from USD 100 to USD 50,000 per violation, with a total of USD
25,000 to USD 1.5 million for all violations of a single requirement in a calendar year.
☒

criminal penalties from regulators and law enforcement

Violations of HIPAA can include criminal penalties, including up to ten years imprisonment in
certain cases.

23.

24.

☐

private remedies

☐

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☒

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☐

insufficient data subject notice

☐

lack of up-to-date record of processing

☒

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☒

lack of legal basis for processing (including invalid consent)
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☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Uruguay
20 March 2019
Martin Pesce
Montevideo
Tel: +598 2900 1000 ext. 1431
mpesce@ferrere.com
Cecilia Alberti
Montevideo
Tel: +598 2900 1000 ext. 1440
calberti@ferrere.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☐ No

☒ Yes

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific

☐ constitutional
What are the key data privacy and security laws and regulations?
-

Law N° 18,331 (Law on the Protection of Personal Data and Habeas Data Action)
and its Regulating Decree N° 414/009

-

Law N° 19,670 (Accountability Act and Balancing of Budget Execution of the
Exercise 2017)

Are new or material changes to those key data privacy and security laws anticipated in the next
12 months?
☒ Yes

☐ No

The Regulating Decree of Law N° 19,670 is expected to be passed in the next few months.
The Law N° 19,670 introduced certain modifications to the Law N° 18,331, tending to align
the current framework to the European General Data Protection Regulation (GDPR), by
deepening certain obligations that were already in force.

2.

Is there a data privacy and security regulator in the jurisdiction?
☒ Yes

☐ No

Uruguay´s data protection supervisory authority is the Regulatory and Personal Data Control
Unit (“Unidad Reguladora y de Control de Datos Personales”, “URCDP”). It is an autonomous
entity of the Agency for the Development of Electronic Government and the Information-Based
Society (“Agencia para el Desarrollo del Gobierno de Gestión Electrónica y la Sociedad de la
Información y del Conocimiento”, “AGESIC”).
How active is the regulator?
☐ Not very

☒ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
Some of the enforcement activities implemented in the last 18 months were those regarding:
1) The exercise of the rights enshrined in the Law N° 18,331 (access, rectification,
updating, inclusion and suppression): Some sanctions were imposed for having
denied the data subjects access to administrative proceedings containing their
personal data (in said proceedings, it was concluded that personal data cannot fall
within the fiscal secret), as well as for not having informed the sources from which the
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data subjects´ phone numbers to which they were contacted were obtained). In
addition, some fines were imposed for having continued sending marketing
communications although the data subject (former client) had exercised in several
times its right of suppression, as well as for not having updated the personal data in a
breach of commercial or credit obligations data base.
2) The quality of the information collected in the data bases: a warning was imposed
for infringement to the principle of veracity. In addition, a company was requested to
implement mechanisms to facilitate the updating of personal information when some
mistakes caused by the data controller were detected.
3) Personal data communication to third parties: certain warnings and observation
were imposed when detecting that some requisites regarding the subject were not
being implemented.
Some other priorities were: (1) the approval of the modifications to Law N° 18,331 (which were
finally passed through Law N° 19,670), in order to align it with the European General Data
Protection Regulation (GDPR), and (2) the publication of guidelines by URCDP regarding
certain leading-edge topics such as processing of personal data by telecommunications
operators, video surveillance in vehicles, drones and BYOD, among others.
What enforcement priorities are anticipated for the near future?
The implementation of all the required requisites regarding cross-border data transfers and
communication of personal data to third parties.

3.

What are key definitions in the data privacy and security laws?
Personal data
Information of any kind relating to natural persons or legal entities determined or
determinable.
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☐

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person's sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other
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Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☒ Yes

☐ No

Data Controller: natural person or legal entity, public or private, who owns the database or
who decides on the purpose, content, and use of the data treatment.
Data Processor: natural or legal entity, public or private, which by itself or together with
others processes personal data on behalf of a data controller.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☒

other

The Law N° 18,331 also applies when means located in Uruguay are used for the processing
activities, unless when said means are only used for transit and the data controller appoints a
local responsible before URCDP.

5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller's
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any
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☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or
where they have been made available

☐

the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period

☒

the existence of data subjects' rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☒

whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

Additional information may be required in a privacy notice, depending on the characteristics
of the data processing to be carried out.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:
☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☐

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party
(provided that the interest is not overridden by the data subject’s privacy interests and the data
subject has not made use of his/her right to object)

☒

other

Other legal bases as stated in the Law N° 18,331 (cases in which the data subjects´ consent
is not required) include the following:
1. When the personal data is collected for the performance of functions of the
government.
2. When the personal data is limited to names, identity document, nationality, address,
and date of birth regarding natural persons; or in the case of legal entities, is limited to
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the corporate name, brand name, tax identification number, address, phone number,
and identity of the people in charge.
3. When the personal data derives from a scientific or professional relationship of the
data subject, and is necessary for its development or execution.
4. When the treatment is carried out by a natural person for his own personal and
domestic use.

7.

Is the legal basis of processing different in order to collect or process sensitive
personal data?
☐ Yes

☐ No

☒ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☒

the data subject has given explicit consent to the processing

☒

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☒

processing is carried out in the course of its legitimate activities with appropriate safeguards by
a foundation, association or any other not-for-profit body with a political, philosophical, religious
or trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☒

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☒

processing is necessary for the purposes of medicine, the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☒

other

Please note that the data subjects´ consent for the processing of sensitive personal
information must be written.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
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Can consent be validly obtained in the employment context?
☒ Yes

☐ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from
minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☒

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

The Code on Childhood and Adolescence (“Código de la Niñez y la Adolescencia”)
provides that the Uruguayan Institute for Children and Adolescents (Instituto Nacional
del Niño y Adolescente del Uruguay”, “INAU”) acts as the guardian of the information
contained in the National Information System on Childhood, and consequently shall
guarantee the confidential and reserved use of the personal information of each child
or adolescent in said Registry, in compliance with the best interests of the child and
the right to privacy of their personal history, whose sole owner is the child or
adolescent.
☐

additional data security requirements apply

☐

other

Baker McKenzie | 803

10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each
of these vary depending on the circumstances and local law:
☒

right to access the data subject's own personal data

☒

right to rectify/correct the data subject's own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☐

right to withdraw consent

☐

other

The rights to update and include personal data are also enshrined under Law N° 18,331.

11.

Are there any restrictions or requirements related to creating profiles of data subjects
or utilizing automated decision making for decisions related to data subjects?
☒ Yes

☐ No

The restrictions or requirements are as follows:
☒

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☒

other

The data subject has the right to obtain information about the criteria for the evaluation
as well as the program used for the processing of the data that served to make the
determination expressed in the act or decision.
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☒ No

The exceptions are as follows:

The individuals and legal entities have the right not to be subjected to a decision with
a meaningful legal effect upon them, if the decision is based on a processing,
automated or not, of data intended to evaluate certain aspects of their personality,
their job performance, credibility, reliability, or conduct, among others. In other words,
an individual has the right to know the reasoning behind a decision that may
significantly affect him.
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☒ Yes

☐ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their
judicial capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

☒

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☒

other

A DPO must also be appointed when the controller or processor processes great volumes of
personal data (irrespective of its category).
Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is
not met?
☒ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☒ Yes

☐ No

It is recommended, but not a legal obligation, to subscribe to data processing agreements.
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14.

Are there obligations to register with local data protection authorities?
☒ Yes

☐ No

Law N° 18,331 states that the formation of a database will be lawful if the database is
properly registered before URCDP.

15.

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

The Law 18,331 prohibits the transfer of any personal data to countries or international
organizations that do not offer proper protection in accordance with the standards of
international or regional law on this matter.
According to a resolution issued by URCDP, countries deemed as providing the
required levels of personal data protection include the European Union, as well as
those to which the European Commission has granted an adequacy note. In addition,
cross-border data transfers to companies located in the United States that have
adhered to the Privacy Shield Agreement are also deemed adequate under the
URCDP´s criterion.
The prohibition on not transferring personal data to countries or organizations that do
not meet the standards on the subject does not apply in the cases listed in a) and
below.
Without prejudice to the above, URCDP may additionally authorize international
transfers of Personal Data to a third country which does not guarantee the proper
protection if the data controller offers the necessary guarantees for the protection of
private life, of essential rights and freedoms of people, as well as guarantees for the
exercise of their respective rights. Said guarantees may stem from the corresponding
contractual clauses.
As a final note, international transfers of data within multinational companies (i.e.,
affiliates, subsidiaries, branches or a parent company) would be permitted if the local
entity (data controller) files for the registration of a Code of Conduct (type of Corporate
Binding Rules) before the local data protection authority, which would govern such
transfers.
☐

a)

transfers of personal data to third countries are permissible only if there is a legal basis for the
processing/transfer and one of the following applies:
☒

approved adequate/whitelisted jurisdictions

☒

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☒

approved standard contractual clauses

☒

binding corporate rules

☒

derogations, such as consent, contract performance, necessity to establish, exercise
or defend legal claims

☒

other solutions

The prohibition of not transferring personal data to countries or organizations that do
not meet the standards on the subject does not apply in the cases of:
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international judicial cooperation, in accordance with the corresponding international instrument,
being either a treaty or a convention, with the particular circumstances under consideration;



exchange of medical information, whenever required for the treatment of patients either for health
or public hygiene reasons;



bank or stock exchange transactions, pertaining to the respective transactions and in accordance
with the applicable legislation;



agreements within the framework of international treaties agreed upon by the Oriental Republic of
Uruguay; and



international cooperation among intelligence organizations to fight against organized crime,
terrorism and the drug trade.

International transfer of data may also be possible in the scenarios mentioned
below:

☐



the transfer is required to execute pre-contractual measures taken at the interested party’s
request;



the transfer is required to enter into or execute a contract entered into, or to be entered into on
behalf of the interested party, between the Data Processor and a third party;



the transfer is required or demanded by law to protect a major public interest;



the transfer is required to protect the vital interest of the interested party; and



the transfer takes place from a registry, which is created, by virtue of legal or regulatory provisions,
to release information to the public and receive queries from the general public or from any person
who may prove that he/she has a legitimate interest, as long as the conditions established by law
for the query are met for each particular case.

b)

data localization requirements that mandate retention of a copy of the personal data in the
local jurisdiction

Financial institutions that outsource data processing activities outside Uruguay shall keep
physically in the country a copy of the safeguard of information and software proceedings,
keeping said copy available to the Financial Supervisory Authority´s employees.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions

16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption
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☐

17.

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

Both data controllers and processors must immediately report a data breach upon
learning about it. The report shall detail the breach and the measures taken and it
should be addressed to URCDP and to all affected. URCDP will coordinate the course
of action with the Unit in charge of security breaches (“Centro Nacional de Respuesta
a Incidentes de Seguridad Informática”, “CERTUy”).
Controllers have to notify:
☒

data protection authorities

☒

individuals

☐

other

Processors have to notify:

18.

☒

controller

☒

data protection authorities

☒

individuals

☐

others

Are there any additional sector-specific or non-personal data security breach
notification requirements?
☐ Yes
☐

☒ No

public company obligations (e.g., to notify security incidents that may materially affect an
investor's decision)
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☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other

Details regarding the identified data security breach notification requirements
More details regarding the DPIAs are expected to be included in the regulating decree of
Law N° 19,670, which shall be passed in the next few months.

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

☒ No

There are no specific requirements but the general data protection rules (such as the obtention
of the data subject's prior consent) apply.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☐

☐

☐

☐

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent
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☐
☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

NOTE: Personal data can be used in order to establish certain profiles for promotional, commercial, or
advertising purposes, or to establish consumption habits, when the same appears in documents that
are accessible to the public, was supplied by the individuals themselves, or was obtained with their
consent. The Law N° 18,331 also grants data subjects the right to access these data without charge
and to request, at any time, the removal or blocking of personal data that are used for promotional,
commercial, or advertising purposes.

21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:
☒

take privacy by default and design measures for all processing of personal data

☒

perform and document data protection impact assessments (DPIAs) for high-risk processing:

More details regarding the requisites of the DPIAs are expected to be included in the
regulating decree of Law N° 19,670, which shall be passed in the next few months.

22.

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☒

appoint a local representative in the jurisdiction (if the controller or processor is not located in
the jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

URCDP may take punitive measures in response to violations of the data protection
regulation. These measures include, depending on the nature of the offense, notice
of violation, warning, fine amounting to no more than 500,000 Index Units
(approximately USD 61,000), suspension of the database in question for 5 days, and
closing of the database.
810 | Baker McKenzie

☐

criminal penalties from regulators and law enforcement

☒

private remedies

Law N° 18,331 grants the data subjects the right to request the correction, update,
addition, or deletion (suppression) of personal data that are included in a database,
upon confirmation of an error, incorrect entry, or exclusion from his or her information.
The data controller must carry out the rectification, update, inclusion, or deletion within
a maximum of 5 business days of receipt of the request, or otherwise identify the
reasons why the controller believes such a modification should not be made.
In addition, Law N° 18,331 establishes that data subjects may bring action for the
protection of personal data or habeas data, against any data controller of a public or
private database, when they want to have access to their personal information and
such access was denied, or was not provided by the data controller in the opportunity
and term established by Law (5 business days), or when having requested for their
information to be corrected, updated, removed, or deleted, such request was not
complied with in the term established to this effect by Law (5 business days).

☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☒

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests
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☒

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Venezuela
15 April 2019
María Eugenia Salazar
Caracas
Tel: +582122765161
mariaeugenia.salazar@bakermckenzie.com
Héctor Martinez
Caracas
Tel: +582122765056
hector.martinez@bakermckenzie.com
María Victoria Díaz
Caracas
Tel: +582122765011
maria.diaz@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☐ No

☒ Yes

How are the laws/regulations implemented?
☒ omnibus – all personal data
☐ sector-specific

☒ constitutional
What are the key data privacy and security laws and regulations?
August 4, 2011, the Constitutional Chamber of the Supreme Court issued Decision N° 1318
May 8, 2012, the Constitutional Chamber of the Supreme Court issued decision N° 568
(i)

Decision No. 1318 of the Constitutional Chamber of the Supreme Court issued on
August 4, 2011. http://historico.tsj.gob.ve/decisiones/scon/agosto/1318-4811-2011-042395.HTML

(ii)

Decision No. 568 of the Constitutional Chamber of the Supreme Court issued on May
8, 2012. http://historico.tsj.gob.ve/decisiones/scon/mayo/568-8512-2012-110855.HTML

(iii)

The Constitution of the Bolivarian Republic of Venezuela published in the
Extraordinary Official Gazette N° 5.908 dated February 19, 2009;
http://www.asambleanacional.gob.ve/documentos_archivos/constitucion-nacional7.pdf

(iv)

Law of Informatic Crimes published in the Official Gazette N° 37.313 dated October
30, 2001; https://www.wipo.int/edocs/lexdocs/laws/es/ve/ve041es.pdf

(v)

Law Protecting the Privacy of Communications published in Official Gazette N° 34.863
dated December 16, 1991; http://www.conatel.gob.ve/ley-sobre-proteccion-a-laprivacidad-de-las-comunicaciones-2/

(vi)

Law on Data Messages and Electronic Signatures published in the Official Gazette N°
37.148 dated February 28, 2001; http://www.conatel.gob.ve/ley-sobre-mensajes-dedatos-y-firmas-electronicas-2/

(vii)

Law of Credit, Debit, Prepaid and any other Financial Card or Electronic Payment
published in the Official Gazette N° 39.021 dated September 22, 2008;
http://anauco.net/wp-content/uploads/2016/10/Ley-de-Tarjetas-de-Cr%C3%A9ditoVIGENTE.pdf

(viii)

Law for the Protection of Children and Adolescents, published in theOfficial Gazette N°
5.859 dated December 10, 2007; http://aliadasencadena.org/wpcontent/uploads/2017/01/LOPNNA.pdf

(ix)

Law on Banking Sector Institutions published in the Official Gazette N° 40.557 dated
December 8, 2014; https://www.bancrecer.com.ve/pdf/20141208-GO-40557-Decretocon-RVF-de-LISB.compressed.pdf
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(x)

The InfoLaw, published in the Official Gazette N° 40.274 dated October 17, 2013;
http://www.conatel.gob.ve/ley-de-infogobierno/

(xi)

The Organic Labor Law published in the Extraordinary Official Gazette N° 6.076 dated
May 12, 2012. https://oig.cepal.org/sites/default/files/2012_leyorgtrabajo_ven.pdf

(xii)

Regulation for the Protection of the Rights of Users in the Provision of
Telecommunications Services published in the Official Gazette N° 41.533 dated
November 27, 2018. file:///C:/Users/carmd/Downloads/41533.pdf

Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☐ Yes

☒ No

Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes

☒ No

How active is the regulator?
☐ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?

What enforcement priorities are anticipated for the near future?

3.

What are key definitions in the data privacy and security laws?
Personal data
There is no specific definition for Personal Data under Venezuelan Law. However, on March
14, 2001, the Constitutional Chamber of the Venezuelan Supreme Court issued Decision No.
332, in which the Chamber ruled that privileged information subject to constitutional protection
is such information contained in one or more registries that, when combined, could create a
complete or partial profile of the individual whose data is included in such registry.
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Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☒

personal data revealing racial or ethnic origin

☒

personal data revealing political opinions

☒

personal data revealing religious or philosophical belief

☒

personal data revealing trade union membership

☒

genetic data

☒

biometric data for the purpose of uniquely identifying a natural person

☒

data concerning health/medical information

☒

data concerning a natural person's sex life or sexual orientation

☒

financial information

☐

government identity card or number information

☐

passwords

☐

other

Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data



the processor/agent is natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller
☐ Yes

4.

☒ No

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☒

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☒

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☐

no express territorial scope, but would require some nexus to the jurisdiction

☐

other
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5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller's
representative

☒

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☒

the legal basis for the processing

☒

the categories of personal data concerned

☐

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☒

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☐

the recipients or categories of recipients of the personal data, if any

☒

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period

☒

the existence of data subjects' rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☒

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other



the consequences of not providing consent



how to access and/or correct the Data Subject’s Personal Data



how personal data be retained



where the personal data is transferred and stored
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6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☒

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☐

the personal data is necessary for a public interest

☐

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest

☐

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes
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☐

8.

other

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:

Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

18

In what circumstances, do these special requirements apply:
☒

generally

☐

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)

☐

additional data security requirements apply

☒

other

In certain cases, consent may be obtained directly from minors.
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10.

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:

11.

☒

right to access the data subject's own personal data

☒

right to rectify/correct the data subject's own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☐

right to restrict data processing

☐

right to data portability

☐

right to object to the processing of personal data

☒

right to withdraw consent

☒

other



right to oblivion, which is the right of all individuals to have their Personal Data updated
once a default or tardiness has been remedied, and to forget the prior condition.



right to the secret and inviolability of all forms of private communications.



right to be informed of the manner in which private or public entities or individuals are using
personal information or data of third parties.



right to access official or private registries containing personal information or data.



right to be informed by an organization of the Personal Data that the organization holds
about the Data Subject and how the Personal Data is being processed;



right to file with a competent court an action known as habeas data to update, rectify or
destroy registries containing personal information, provided that the registries are
inaccurate or affect personal rights in an illegitimate manner.



right to the protection of every person’s honor, private life, intimacy, self image,
confidentiality and reputation

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes
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☐ No

The exceptions are as follows:

12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes

☐ No
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14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Any country other than Venezuela.
☒

a)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☒

other solutions

Organizations may transfer Personal Data outside of Venezuela provided that the receiving
jurisdiction provides a similar level of protection, affected Data Subjects have been informed or
have provided consent, and reasonable steps have been taken to safeguard the Personal Data
to be transferred. In addition, the Safety and Confidentiality Principle prohibits the transfer of
the contents of databases to other states that do not have rules that guarantee the protection
of the individuals’ Personal Data.
☐

b)

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

☐ No

☒

appropriate technical, physical and/or organizational security controls

☒

reasonable security controls

☐

encryption

☒

other

Ensure that the level of security is in line with the amount, nature, and sensitivity of the
Personal Data involved.

17.

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

A breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise
processed.
Controllers have to notify:
☒

data protection authorities

Organizations that are involved in a data breach situation may be required to notify authorities
depending on the nature and scope of the breach, assess the potential risk of harm to the Data
Subjects, take steps to mitigate the harm to affected Data Subjects, take steps to contain the
breach and to prevent future similar breaches, and assist authorities with any investigation
relating to the breach. Organizations involved in a data breach situation must comply with court
orders.
An organization that is involved in a data breach situation may be subject to civil actions, class
actions, and criminal prosecutions, depending on the circumstances.
☒

individuals

Organizations that are involved in a data breach situation may be required to notify the affected
Data Subjects depending on the nature and scope of the breach, gather information about the
breach, assess the potential risk of harm to the Data Subjects, take steps to mitigate the harm
to affected Data Subjects, take steps to contain the breach and to prevent future similar
breaches, and assist authorities with any investigation relating to the breach. Organizations
involved in a data breach situation must comply with court orders.
An organization that is involved in a data breach situation may be subject to civil actions, class
actions, and criminal prosecutions, depending on the circumstances.
☐

other
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Processors have to notify:
☐

controller

☒

data protection authorities

Organizations that are involved in a data breach situation may be required to notify authorities
depending on the nature and scope of the breach, assess the potential risk of harm to the Data
Subjects, take steps to mitigate the harm to affected Data Subjects, take steps to contain the
breach and to prevent future similar breaches, and assist authorities with any investigation
relating to the breach. Organizations involved in a data breach situation must comply with court
orders.
An organization that is involved in a data breach situation may be subject to civil actions, class
actions, and criminal prosecutions, depending on the circumstances.
☒

individuals

Organizations that are involved in a data breach situation may be required notify the affected
Data Subjects depending on the nature and scope of the breach, gather information about the
breach, assess the potential risk of harm to the Data Subjects, take steps to mitigate the harm
to affected Data Subjects, take steps to contain the breach and to prevent future similar
breaches, and assist authorities with any investigation relating to the breach. Organizations
involved in a data breach situation must comply with court orders.
An organization that is involved in a data breach situation may be subject to civil actions, class
actions, and criminal prosecutions, depending on the circumstances.
☐

18.

others

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☐ Yes

☒ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor's decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☐

other
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Details regarding the identified data security breach notification requirements

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☒ Yes

☐ No

The consent of Data Subjects is required before cookies can be used to process their personal
data.

20.

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☒

☒

☒

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent
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21.

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☒

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☒

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☒

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☒

provide training to employees

☒

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

There is no specific administrative entity in charge of privacy matters.
Most likely privacy cases will be decided in court and such entity will determine any applicable
precautionary measures depending on the specific case.
☒

criminal penalties from regulators and law enforcement

Failure to comply with provisions of the Law of Data Processing Crimes results in
imprisonment sanctions ranging from two years up to a maximum of six years.
Failure to comply with the provisions of the Law Protecting the Privacy of Communications
subjects the offender to sanctions of imprisonment that range from a minimum of three months
up to a maximum of five years.
☒

private remedies

The Law of Data Processing Crimes provides for civil sanctions that range from 200 tax units
to 600 tax units. Currently, a tax unit is equivalent to Bs.S 50 (approximately USD 9), subject to
subsequent annual adjustments made by the Tax Administration normally within the first
quarter of each year and according to the inflation of the preceding year.
Furthermore, in case of a civil judicial procedure, the court will determine the indemnification to
be awarded to a plaintiff if damages are proven.
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☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements

☐

failure to appoint a data protection officer, local representative or similar position

☐

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☐

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☒

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Vietnam
5 April 2019
Seck Yee Chung
Ho Chi Minh
Tel: +842835202633
yeechung.seck@bakermckenzie.com
Dang Thanh Son
Hanoi
Tel: +842439369607
thanhson.dang@bakermckenzie.com

1.

What are the key data privacy and security laws in the jurisdiction?
In the jurisdiction, are data privacy and security regulated?
☒ Yes

☐ No

How are the laws/regulations implemented?
☒ omnibus – all personal data
☒ sector-specific
e.g., banking, consumer protection, healthcare, telecommunications
☒ constitutional
What are the key data privacy and security laws and regulations?


Law No. 91/2015/QH13, adopted by the National Assembly on 24 November 2015 (“Civil
Code”)



Law No. 67/2006/QH11, adopted by the National Assembly on 29 June 2006 (“IT Law”).



Law on Cyber Information Security No. 86/2015/QH13, adopted by the National Assembly
on 19 November 2015 (“LOCIS”)



Law No. 24/2018/QH14, adopted by the National Assembly on 12 June 2018 (“Law on
Cybersecurity”)



Law No. 59/2010/QH12, adopted by the National Assembly on 17 November 2010 (“Law on
Consumer Protection “)



Law No. 10/2016/QH13 dated 5 April 2016, effective from 1 June 2017 (“Law on Children”).



Decree No. 72/2013/ND-CP, dated 15 July 2013, on the management, provision, and use of
internet services and online information, as amended and supplemented by Decree No.
27/2018/ND-CP (“Decree No. 72”)



Decree No. 52/2013/ND-CP, dated 16 May 2013, on e-commerce (“Decree No. 52”)



Decree No. 174/2013/ND-CP, dated 13 November 2013, providing penalties for
administrative violations pertaining to postal, telecommunication, information technology
and radio frequency areas (“Decree No. 174”)

Are new or material changes to those key data privacy and security laws anticipated in the next 12
months?
☒ Yes

☐ No

Last year, Vietnam passed the Law on Cybersecurity which imposes data localization and local
office requirements on local and offshore enterprises. However, the Law on Cybersecurity lacks
the detail and guidance needed for implementation of such requirements, which will be provided
for in the Law on Cybersecurity’s implementing decree (“Decree”). The Ministry of Public
Security is currently reviewing what is reported to be the final drafts of the Decree. In light of the
fact that the Law on Cybersecurity went into effect on 1 January 2019, the uncertainties
surrounding certain provisions including the data localization and local office requirements, and
the role the Decree has in guiding the implementation of said requirements, the issuance of the
Decree is likely impending.
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Is such a law/ regulation in the making?
☐ Yes

2.

☒ No

Is there a data privacy and security regulator in the jurisdiction?
☐ Yes

☒ No

How active is the regulator?
☐ Not very

☐ Moderately active

☐ Very active

What were the key enforcement activities and priorities in the past 18 months?
N/A
What enforcement priorities are anticipated for the near future?
N/A

3.

What are key definitions in the data privacy and security laws?
Personal data
Vietnamese laws do not employ a consistent definition of personal data, with definitions varying
from the sector to sector and their relevant regulations.
In general, Vietnam’s data privacy-related laws protect information pertaining or belonging to
individuals (and to a lesser degree organizations) that can personally identify that individual.
The Law on Cyber Information Security (LOCIS) defines “personal information” as information
associated with the identification of a specific person. The IT Law (and its guiding documents
Decree No. 72) provides that name, age, address, identification card number, telephone
number, and email constitutes personal information. In the context of e-transactions, Decree No.
52 defines “personal information” as “information contributing to identify a specific individual,
including his/her name, age, home address, phone number, medical information, account
number, information on personal payment transactions, and other information that the individual
would like to keep confidential.”
Sensitive/special personal data (including personal data subject to additional protections/
restrictions/breach notification obligations)
Sensitive data includes:
☐

personal data revealing racial or ethnic origin

☐

personal data revealing political opinions

☐

personal data revealing religious or philosophical belief

☐

personal data revealing trade union membership

☐

genetic data

830 | Baker McKenzie

☐

biometric data for the purpose of uniquely identifying a natural person

☐

data concerning health/medical information

☐

data concerning a natural person’s sex life or sexual orientation

☐

financial information

☐

government identity card or number information

☐

passwords

☐

other

We note that Vietnamese law does not specifically provide for the concept of sensitive data.
Controller vs Processor
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:


the controller/owner is a natural or legal person, public authority, agency or other body which, alone or
jointly with others, determines the purposes and means of the processing of personal data



the processor/agent is natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller
☐ Yes

☒ No

Vietnam does not distinguish between a data processor and data controller, and thus
responsibility in regard to protection of Personal Data does not vary depending on whether an
entity would be considered a “processor” or “controller”.

4.

What is the territorial reach of the data privacy and security laws?
☒

applies to organizations located in the jurisdiction

☐

applies to organizations located outside of the jurisdiction offering goods or services to data
subjects in the jurisdiction

☐

applies to organizations located outside of the jurisdiction engaged in the monitoring of the
behavior of data subjects located in the jurisdiction

☒

no express territorial scope, but would require some nexus to the jurisdiction

☐

other

There is no test under Vietnamese law determining territorial scope or whether there is a link to
Vietnam. In addition, the scope of application of Vietnamese privacy laws is unclear because
Vietnam does not have a single comprehensive law that addresses individual and organizational
privacy rights and relevant provisions are found across various legislations that vary in scope of
application. In practice, Vietnamese data protection-related laws regulates:
(a) a Vietnamese incorporated organization
(b) the collection, use or disclosure of personal data belonging to data subjects located in
Vietnam when the data was collected
(c) an organisation handling personal data in Vietnam
We interpret such application of the laws to encompass the items we have marked for the
purpose of responding to this question.
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5.

What information needs to be included in a privacy notice to data subjects?
☒

the identity and the contact details of the controller and, where applicable, of the controller’s
representative

☐

the contact details of the data protection officer, where applicable

☒

the purposes of the processing for which the personal data is intended

☐

the legal basis for the processing

☒

the categories of personal data concerned

☒

the source from which the personal data originates, and if applicable, whether it came from
publicly accessible sources

☐

the legitimate interests pursued by the controller or by a third party if processing is based on the
legitimate interests ground

☒

the recipients or categories of recipients of the personal data, if any

☐

information regarding data transfers to third countries, where applicable, and reference to
appropriate or suitable safeguards and the means by which by to obtain a copy of them or where
they have been made available

☒

the period for which the personal data will be stored, or if that is not possible, the criteria used to
determine that period

☒

the existence of data subjects’ rights, such as the right to access, rectification, erasure, data
portability, etc.

☐

the existence of the right to withdraw consent if processing is based on consent

☐

the security provided to the data

☐

the right to lodge a complaint with a supervisory authority

☐

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the
personal data and of the possible consequences of failure to provide such data

☐

if applicable, information regarding automated decision making, including profiling

☒

other

We note that the Vietnamese law provides for the information required in a privacy notice in
broad and general terms. Specifically, the IT Law requires that the entity collecting personal
data must provide data subjects with information about the form, scope, place, purpose of
collecting, processing, and using personal data.
In the context of e-commerce, the entity collecting personal data must provide data subjects
with information about:
(a) purpose(s) of collection of personal information
(b) scope of information use
(c) duration of information storage
(d) persons or organizations that may access such information
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(e) address of the information collection and management unit, indicating how consumers can
ask about the collection and processing of information relevant to them
(f) method and tools for consumers to access and modify their personal data on the ecommerce system of the information collection unit
In light of the above, we interpret this provision to encompass the items we have marked for the
purpose of responding to this question.

6.

Is consent or another identified legal basis required in order to collect or process
personal data?
☒ Yes

☐ No

The following are potential legal bases for processing personal data:

7.

☐

appropriate notice has been provided to or made available to the data subject

☒

the data subject has provided consent to the processing for the identified purposes

☒

the personal data is necessary to perform a contract with the data subject

☒

the personal data is necessary to comply with a legal obligation

☒

the personal data is necessary to protect the vital interests of a natural person

☒

the personal data is necessary for a public interest

☒

the personal data is necessary to fulfil a legitimate interest of the controller or third party (provided
that the interest is not overridden by the data subject’s privacy interests and the data subject has
not made use of his/her right to object)

☐

other

Is the legal basis of processing different in order to collect or process sensitive personal
data?
☐ Yes

☒ No

☐ No, but additional legal bases are necessary

The following are potential legal bases for processing sensitive personal data:
☐

the data subject has given explicit consent to the processing

☐

processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and social security and
social protection law

☐

processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent

☐

processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade union aim and further conditions

☐

processing relates to personal data which are manifestly made public by the data subject

☐

processing is necessary for the establishment, exercise or defense of legal claims

☐

processing is necessary for reasons of substantial public interest
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☐

processing is necessary for the purposes of medicine, the assessment of the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services

☐

processing is necessary for reasons of public interest in the area of public health

☐

processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes

☐

other

We note that Vietnamese law does not specifically provide for the concept of sensitive data.

8.

Is the legal basis of processing different in order to collect or process personal data or
sensitive personal data in the employment context?
☐ Yes

☒ No

The potential legal bases for data processing in the employment context are:
N/A
Can consent be validly obtained in the employment context?
☐ Yes

☐ No

If yes, what are the requirements?
N/A

9.

Are there special requirements that apply to the collection of personal data from minors?
☒ Yes

☐ No

A minor within the meaning of data privacy laws is a person below the age of

16.

In what circumstances, do these special requirements apply:
☐

generally

☒

in the context of information society services only if processing is based on consent

☐

in the context of educational services

☐

other

What are the special requirements that apply to collecting personal data from minors?
☒

consent must be given or authorized by the holder of parental responsibility over the child

☐

additional data subject rights are granted to minors (e.g., deletion, access, transparency)
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10.

☐

additional data security requirements apply

☐

other

Do data subjects have specific privacy rights that must be operationalized?
☒ Yes

☐ No

Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of
these vary depending on the circumstances and local law:

11.

☒

right to access the data subject’s own personal data

☒

right to rectify/correct the data subject’s own personal data where inaccurate or incomplete

☒

right to erasure of personal data

☒

right to restrict data processing

☐

right to data portability

☒

right to object to the processing of personal data

☐

right to withdraw consent

☐

other

Are there any restrictions or requirements related to creating profiles of data subjects or
utilizing automated decision making for decisions related to data subjects?
☐ Yes

☒ No

The restrictions or requirements are as follows:
☐

data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her

☐

other

N/A
If such restrictions or requirements exist, are they subject to any exceptions?
☐ Yes

☐ No

The exceptions are as follows:
N/A
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12.

Is the concept of data protection officer (DPO) recognized in the jurisdiction?
☐ Yes

☒ No

Are there circumstances in which it is mandatory to appoint a DPO or similar position? If yes,
under what circumstances?
☐

the processing is carried out by a public authority or body, except for courts acting in their judicial
capacity

☐

the core activities of the controller or the processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale

☐

the core activities of the controller or the processor consist of processing on a large scale of
special categories of data

☐

the organization employes more than a certain number of individuals in the jurisdiction

☐

other

Is it possible to voluntarily appoint a DPO if the threshold for mandatorily appointing a DPO is not
met?
☐ Yes

☐ No

Do the requirements and privileges for mandatory DPOs (such as independence, level of
expertise) generally apply to such voluntarily appointed DPOs?
☐ Yes

13.

☐ No

Are there obligations for controllers to establish controls with respect to data
processors?
☐ Yes

☒ No

The obligations are as follows:
☐

controllers must conduct due conduct diligence on the processor to ensure it will provide
appropriate security and processing of the personal data

☐

controllers must only use processors subject to a written agreement that complies with specific
requirements

Are there any direct regulatory or statutory requirements on processors?
☐ Yes
N/A
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☐ No

14.

Are there obligations to register with local data protection authorities?
☐ Yes

15.

☒ No

Are there restrictions on the transfer of personal data to third countries?
☐ No

☒ Yes

Third country would refer to any country other than Vietnam.
☐

☒

a)

b)

transfers of personal data to third countries are permissible only, if there is a legal basis for the
processing/transfer and one of the following applies:
☐

approved adequate/whitelisted jurisdictions

☐

to holders of specific certifications or followers of specific code of conduct programs
each approved by the relevant data protection and security authority (e.g., EU/US
Privacy Shield Framework)

☐

approved standard contractual clauses

☐

binding corporate rules

☐

derogations, such as consent, contract performance, necessity to establish, exercise or
defend legal claims

☐

other solutions

data localization requirements that mandate retention of a copy of the personal data in the local
jurisdiction

The Law on Cybersecurity has a data localization requirement that will require qualifying entities
to store certain users’ data in Vietnam for a statutory period of time. That said, the data subject
to this data localization requirement and the statutory period of time have not yet been specified
and are expected detailed in the forthcoming Decree. Further, the Law on Cybersecurity is not
clear as to whether a copy of the relevant data must be stored in Vietnam for a statutory period
of time or such data must be stored exclusively in Vietnam for a statutory period of time.
☐

c)

anti-investigatory/blocking statutes that restrict any activity on local territory that aids a foreign
government investigation

☐

d)

other restrictions
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16.

Are there obligations to maintain information security controls to protect personal data
from unauthorized access or processing?
☒ Yes

17.

☐ No

☒

appropriate technical, physical and/or organizational security controls

☐

reasonable security controls

☐

encryption

☐

other

Are there obligations to notify personal data security breaches?
☒ Yes

☐ No

A “personal data breach” is termed broadly as a cyber information security incident, which is an
incident that harms or affects the integrity, confidentiality or usability of data contained in the
system or harms the information itself. “Personal data” is defined under LOCIS as “information
associated with identification of a specific person.”
Controllers have to notify:
☒

data protection authorities

Vietnamese law does not have the concept of data controllers. The most analogous to a data
controller under Vietnamese law is the Administrator of the information system (“Administrator”).
As defined under the LOCIS, an Administrator means an organization or individual who directly
administers an information system. More specifically, as defined under Circular No. 03/2017/TTBTTTT, it means the body (the term used by Circular No. 03/2017/TT-BTTTT) of an
organization/entity that has the authority to make decisions on the investment, establishment,
upgrade and expansion of the information system.
Generally, entities and individuals must report an internet incident or breach that they are
unable to handle on their own to one or more of the following members of the Incident
Response Network: the network member responsible for incident response for that user (if any);
the internet service provider that directly supplies internet services to the user; and/or the
Vietnam Computer Emergency Response Team (“VNCERT”).
It is unclear whether offshore information system operators are subject to mandatory notification
requirement.
☐

individuals

☐

other
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Processors have to notify:
Similar to “data controller,” Vietnamese law does not have the concept of data processors. Most
analogous to a data processor is Operator of the information system (“Operator”). As defined
under Circular No. 03/2017/TT-BTTTT, Operator means a body designated by the Administrator
to operate such information system. If the Administrator outsources information technology
services, the Operator shall be the service provider. Circular No. 20/2017/TT-BTTTT
contemplates that any individual/organization being the Operator must report to the
Administrator, VNCERT and other relevant agencies about incidents.
Generally, entities and individuals must report an internet incident or breach that they are
unable to handle on their own to one or more of the following members of the Incident
Response Network: the network member responsible for incident response for that user (if any);
the internet service provider that directly supplies internet services to the user; and/or the
VNCERT.
It is unclear whether offshore information system operators are subject to mandatory notification
requirement.
☒

controller

Under Vietnamese law, the Operator must within five days after detecting an incident report
information on the incident to the Administrator.
☐

data protection authorities

☐

individuals

☒

others

Reports must promptly be made to members of the Incident Response Network.

18.

Are there any additional sector-specific or non-personal data security breach notification
requirements?
☒ Yes

☐ No

☐

public company obligations (e.g., to notify security incidents that may materially affect an
investor’s decision)

☐

health regulatory requirements (e.g., to notify incidents affecting safety of medical devices)

☐

telecommunication requirements

☐

providers of critical infrastructure

☒

other
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In the context of e-commerce websites, when an information system is hacked and there is a
risk of loss of consumer information, the organization storing such information must notify the
authorities within 24 hours after detecting the breach.
In the context of banking, credit institutions (with the exception of people’s credit funds and
microcredit institutions), branches of foreign banks and intermediary payment service providers
must report to the State Bank of Vietnam (via email: antt@sbv.gov.vn) of cybersecurity incidents
within 24 hours from the time the incident was detected and within five working days after
completion of remedying the incident.
Details regarding the identified data security breach notification requirements
A “security breach” is defined as a situation in which an information system is hacked and there
is a risk of loss of consumer information.
In the context of e-commerce websites, no specific administrative sanction exists for the failure
to notify the authorities within 24 hours of detecting the breach.
In the context of banking, “cybersecurity incident” means an incident in which digital information
and information system are attacked or harmed resulting in negative effects on their
confidentiality, integrity and availability. Failure to submit reports in accordance with the law may
result in administrative sanctions of up to VND 30 million (approx. USD 1,304).

19.

Are there specific requirements for the use of cookies and other online tracking
technologies?
☐ Yes

20.

☒ No

Are there specific requirements related to use of personal data for direct marketing
activities?
☒ Yes
☒

☐

☒

☐ No

email marketing
☒

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

telephone marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

SMS/text message marketing
☒

prior opt-in consent

☐

opt-out or implied consent
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☐
☐

☐

21.

prior existing business relationship (and subject to other requirements) with opt-out
consent

postal marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

online behavioral advertising targeting/ad personalization marketing
☐

prior opt-in consent

☐

opt-out or implied consent

☐

prior existing business relationship (and subject to other requirements) with opt-out
consent

Are there accountability and governance requirements?
There are accountability and governance requirements to:

22.

☐

take privacy by default and design measures for all processing of personal data

☐

perform and document data protection impact assessments (DPIAs) for high-risk processing:

☐

maintain a record of processing activities

☒

implement appropriate measures to comply with data privacy and security

☐

demonstrate compliance with data privacy and security

☐

identify a specific individual as the data privacy contact for data subject or data protection
authority inquiries

☐

provide training to employees

☐

audit or supervise data processors

☐

appoint a local representative in the jurisdiction (if the controller or processor is not located in the
jurisdiction)

What are the potential penalties for non-compliance with the key data privacy and
security laws in the jurisdiction?
There are:
☒

administrative remedies from regulators and law enforcement

Vietnamese authorities have a great deal of discretion in determining appropriate administrative
sanctions. Decisions are based on the authorities’ review of the relevant facts on a case-bycase basis depending on the type of infringement. Generally, administrative sanctions include
monetary fines. For example:


In the network environment, a fine of up to VND 20 million (approx. USD 877) may be
imposed for the act of using the personal data of others without prior consent.
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In the context of the Law on Consumer Protection, a fine of up to VND 40 million (approx.
USD 1,754) may be imposed for the act of sharing consumers’ data without prior consent. If
the consumers’ data being shared includes personal data, the fine would increase twofold.

In addition, Vietnamese authorities may also order the destruction of any copies of the personal
data that has been improperly collected, used and transferred. Is this what you meant by certain
additional measures.
☒

criminal penalties from regulators and law enforcement

Individuals will be criminally liable for committing the following privacy-related offenses:


infringement upon other persons privacy or safety of letters, telephone and/or telegraph



illegally uploading information onto or using information on computer networks,
telecommunications networks and Internet



illegally accessing computer networks, telecommunications networks, Internet or digital
devices of other persons

In general, criminal liability applies to natural persons and only applies to entities in certain
circumstances. Please note that the above-mentioned criminal sanctions only apply to
individuals.
☒

private remedies

The aggrieved data subject has the right to request a public apology and to claim compensation
for any actual and direct damage caused by the collection, use or transfer of their personal data
without their prior informed consent.
☐

23.

24.

other

What is the risk of non-compliant data privacy and security practices for private sector
organizations in the jurisdiction?
☐

high (e.g., well-established privacy laws and regulations with strict compliance requirements,
active regulator)

☒

medium (somewhere in between)

☐

low (e.g., relatively new or no privacy laws, inactive regulator)

What are the top three most common data privacy and security compliance mistakes
made by companies doing business in the jurisdiction?
☒

insufficient data subject notice

☐

lack of up-to-date record of processing

☐

insufficient data security or insufficient data security breach response

☐

insufficient agreements with processors

☐

lack of registration/notification with the supervisory authority

☐

failure to address cross-border transfer requirements

☐

failure to address data residency requirements
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☐

failure to appoint a data protection officer, local representative or similar position

☒

failure to comply with data subject rights requests

☐

lack of legal basis for processing (including invalid consent)

☒

lack of compliance with marketing requirements

☐

non-compliant automated decision making

☐

processing sensitive personal data incorrectly or without sufficient legal basis

☐

other
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Ukraine – Kyiv

United States – Dallas

Renaissance Business Center
24 Bulvarno-Kudriavska (Vorovskoho) Street
Kyiv 01601
Ukraine
Tel: +380 44 590 0101
Fax: +380 44 590 0110

1900 North Pearl Street, Suite 1500
Dallas, Texas 75201
United States
Tel: +1 214 978 3000
Fax: +1 214 978 3099

United Arab Emirates – Abu Dhabi
Level 8, Al Sila Tower
Abu Dhabi Global Market Square
Al Maryah Island, P.O. Box 44980
Abu Dhabi
United Arab Emirates
Tel: +971 2 696 1200
Fax: +971 2 676 6477
United Arab Emirates – Dubai
Level 14, O14 Tower
Al Abraj Street
Business Bay, P.O. Box 2268
Dubai
United Arab Emirates
Tel: +971 4 423 0000
Fax: +971 4 447 9777
United Arab Emirates – Dubai - DIFC

United States – Houston
700 Louisiana, Suite 3000
Houston, Texas 77002
United States
Tel: +1 713 427 5000
Fax: +1 713 427 5099
United States – Los Angeles
1901 Avenue of the Stars, Suite 950
Los Angeles, California 90067
United States
Tel: +1 310 201 4728
Fax: +1 310 201 4721
United States – Miami
1111 Brickell Avenue, Suite 1700
Miami, Florida 33131
United States
Tel: +1 305 789 8900
Fax: +1 305 789 8953

Level 3, Tower 1
Al Fattan Currency House
DIFC, P.O. Box 2268
Dubai
United Arab Emirates
Tel: +971 4 423 0005
Fax: +971 4 447 9777

United States – New York

United Kingdom – London

United States – Palo Alto

100 New Bridge Street
London EC4V 6JA
United Kingdom
Tel: +44 20 7919 1000
Fax: +44 20 7919 1999

660 Hansen Way
Palo Alto, California 94304
United States
Tel: +1 650 856 2400
Fax: +1 650 856 9299

United Kingdom – Belfast Center

United States – San Francisco

City Quays One
7 Clarendon Road
Belfast BT1 3BG
United Kingdom
Tel: +44 28 9555 5000

Two Embarcadero Center, Suite 1100
San Francisco, California 94111
United States
Tel: +1 415 576 3000
Fax: +1 415 576 3099

United States – Chicago

United States – Washington, DC

300 East Randolph Street, Suite 5000
Chicago, Illinois 60601
United States
Tel: +1 312 861 8000
Fax: +1 312 861 2899

815 Connecticut Avenue, N.W.
Washington, District of Columbia 20006
United States
Tel: +1 202 452 7000
Fax: +1 202 452 7074

452 Fifth Avenue
New York, New York 10018
United States
Tel: +1 212 626 4100
Fax: +1 212 310 1600

Baker McKenzie | 849

United States – Tampa Center
400 North Tampa Street
15th Floor
Tampa, Florida FL 33602
United States
Venezuela – Caracas
Centro Bancaribe, Intersección
Avenida Principal de Las Mercedes
con inicio de Calle París,
Urbanización Las Mercedes
Caracas 1060
Venezuela
Tel: +58 212 276 5111
Fax: +58 212 993 0818; 993 9049
Venezuela – Valencia
World Trade Center
8th floor, Office 8-A
Av. 168 Salvador Feo la Cruz Este-Oeste
Naguanagua 2005, Valencia Estado Carabobo
Venezuela
Tel: +58 241 824 8711
Vietnam – Hanoi
Unit 1001, 10th floor, Indochina Plaza Hanoi
241 Xuan Thuy Street, Cau Giay District
Hanoi 10000
Vietnam
Tel: +84 24 3825 1428
Fax: +84 24 3825 1432
Vietnam – Ho Chi Minh City
12th Floor, Saigon Tower
29 Le Duan Blvd
District 1
Ho Chi Minh City
Vietnam
Tel: +84 28 3829 5585
Fax: +84 28 3829 5618
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Baker McKenzie helps clients
overcome the challenges of
competing in the global economy.
We solve complex legal problems across borders and practice
areas. Our unique culture, developed over 65 years, enables
our 13,000 people to understand local markets and navigate
multiple jurisdictions, working together as trusted colleagues
and friends to instill confidence in our clients.
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